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For almost 20 years the essential requirements when operating Wireless
Sensor Networks (WSNs) are energy efficient sensing, processing and
transmission.

However, existing works still takes a very conservative approach with large
safety margins towards reliability. To reduce the power dissipation even
further, undervolting is a more risk-oriented voltage scaling where
components of a sensor node are operated below their recommended
minimum voltage levels. Due to the exponential connection between the
voltage level and the power dissipation of CMOS gates, undervolting offers
huge energy-saving potentials but goes along with an increased risk of
failures.

This thesis takes up this challenge and develops strategies which enable a
highly efficient but dependable utilization of undervolting in WSNss.
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Kurzfassung

Die langsame Entwicklung der Kapazitit von Batterien auf der einen und die wachsende Anzahl von
anspruchsvollen Anwendungen auf der anderen Seite erfordern Energiemanagement-Techniken auf
allen Ebenen des WSN. Aus diesem Grund wurde seither viel Aufwand betrieben, um die Energieef-
fizienz von WSNs zu optimieren. Viele existierende Arbeiten gehen dabei jedoch sehr zuriickhaltend
vor und betonen stets die Stabilitit, anstatt die Fehlertoleranz eines WSNs beziehungsweise der je-
weiligen Anwendung auszunutzen.

Eine bekannte Methode zur Verldngerung der Laufzeit von Sensorknoten und WSNs ist die Anpas-
sung der Versorgungsspannung. Der technische Hintergrund ist hierbei, dass beinahe alle Komponen-
ten eines Sensorknotes auf der CMOS Technologie basieren. Da die dynamische Leistungsaufnahme
von CMOS stark von der Versorgungsspannung abhéngt, sorgt eine Anpassung der Spannung fiir eine
erhohte Energieeffizienz. Aus diesem Grund existieren diverse Ansétze, welche darauf abzielen die
Spannung auf das spezifizierte Minimum zu reduzieren.

Um die Leistungsaufnahme weiter zu reduzieren, ist Undervolting ein eher risikoorientierter An-
satz, bei dem die Komponenten eines Sensorknotens mit Spannungen unterhalb ihrer Spezifikation
betrieben werden. Durch den exponentiellen Zusammenhang zwischen Betriebsspannung und Ver-
lustleistung der zugrunde liegenden CMOS-Technologie, bietet Undervolting ein enormes Energie-
einsparpotential. Die erhohte Energieeffizienz wird jedoch durch ein erhohtes Risiko von Fehlern
begleitet. In dieser Arbeit werden Strategien behandelt, welche eine effektive Nutzung von Undervol-
ting in WSNs ermdoglichen, ohne die Zuverlédssigkeit der Anwendung einzuschrinken.

Die Untersuchung von aktivem Undervolting auf drahtlosen Sensorknoten erfolgt dabei zundchst
durch theoretische Betrachtungen und prototypische Projektstudien. Es zeigt sich, dass bei einer
gleichbleibenden Spannung eine Korrelation zwischen der Temperatur und dem Auftreten von Feh-
lern besteht. Ideale Arbeitspunkte sind also stark Temperaturabhéingig. Betrachtet man in diesem
Zusammenhang WSNs im Aulleneinsatz, so konnen Sensorknoten teilweise extremen Temperaturen
ausgesetzt sein. Daher muss selbst fiir solch herausfordernde Umgebungsbedingungen eine zuverlas-
sige Nutzung von aktivem Undervolting gewihrleistet werden. Hierfiir wurde ein Verfahren zum Ler-
nen und Prédizieren sicherer Arbeitspunkte (iiberwachtes Lernen) entwickelt. Knoten sparen durch
aktives Undervolting stets so viel Energie wie moglich ein und werden gleichzeitig in einem sicheren
Betriebszustand gehalten. Diverse kleinere Experimente und Evaluationen betétigen dabei die zuvor
getroffenen theoretischen Annahmen und zeigen die Machbarkeit und Effizienz dieses Ansatzes. Die
Ergebnisse zeigen, dass Energieeinsparungen von bis zu 42% moglich sind.

Auch fiir Peripheriekomponenten eines Sensorknotens fiihrt ein niedrigerer Spannungspegel zu
einer geringeren Stromaufnahme. Eine regelbarer Peripheriespannungspfad ermoglicht daher Ener-
gieeinsparungen, indem die Spannung in Abhingigkeit der jeweilig aktiven Peripheriekomponente
dynamisch angepasst wird. Hierfiir wird ein Algorithmus vorgestellt, welcher die Mehrkosten zum
Umschalten der Spannung gegeniiber den Einsparungen abwigt. Wihrend eine aktive Peripherie-
komponente immer mit der empfohlenen Spannung betrieben wird, kénnen inaktive Komponenten
unterhalb ihrer Spezifikation versorgt werden. Unter Duldung dieses passiven Undervoltings kann
die Nutzung von Peripheriekomponenten hocheffizient geplant werden, wodurch Energieeinsparun-
gen von bis zu 47.9% moglich sind.

SchlieBlich wird mit Hilfe einer Testumgebung fiir ’Smart Farming’ Anwendungen gezeigt, dass
die entwickelten Ansétze (i) langfristig stabil sind, (ii) die Basiszuverldssigkeit von WSNs nicht
beeintrdchtigen und (iii) weitere Forschungsfelder im Bereich energieeffizienter aber zuverldssiger
WSNss erdffnen.
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Abstract

For almost 20 years the essential requirements when operating Wireless Sensor Networks (WSNs)
are energy efficient sensing, processing and transmission. The limping evolution of batteries on the
one hand and the growing field of challenging applications on the other necessitate advanced power-
management techniques on all layers of a WSN. Hence, much effort has been put into optimizing the
energy-efficiency of wireless sensor nodes, but existing works still takes a very conservative approach
with large safety margins towards reliability. What these approaches do not exploit, is the fact that
fault-tolerance is already built into most layers of a WSN and their applications respectively.

A well-known method to increase the lifetime of nodes and networks is voltage scaling. The
background of voltage scaling techniques is that nearly all components of a sensor node are realized
in CMOS technology. As the dynamic power dissipation of CMOS strongly depends on the supplied
voltage level, an adaptation of the voltage level leads to an increased energy efficiency. Hence, there
are several existing approaches which tend to adapt the voltage level to the specified minimum.

To reduce the power dissipation even further, undervolting is a more risk-oriented voltage scaling
where components of a sensor node are operated below their recommended minimum voltage levels.
Due to the exponential connection between the voltage level and the power dissipation of CMOS
gates, undervolting offers huge energy-saving potentials but goes along with an increased risk of
failures. This thesis takes up this challenge and develops strategies which enable a highly efficient
but dependable utilization of undervolting in WSNs.

The exploration of active undervolting on WSN nodes starts with theoretical examinations and
extensive measurements of a prototype implementation. It is shown that for a given voltage level there
is a strong correlation between temperature and fault probability: Acceptable voltage levels strongly
depend on environmental conditions. Considering outdoor deployments, WSNs can be exposed to
extreme temperatures and experience sudden changes of temperature. A supervised learning strategy
is presented which can learn and predict safe operating points under varying temperatures for an
individual node. By dynamically adapting the voltage to the environmental conditions, nodes stay
in stable operating states, while saving as much energy as possible. Several analysis and micro-
experiments corroborate the theoretical assumptions and show the effectiveness of this approach. The
results show that energy savings of up to 42% are achieved.

Beside the processing unit, even for peripheral devices a lower voltage level leads to a lower power
dissipation. Providing an adjustable voltage path to the peripherals enables energy savings by adapt-
ing the voltage level depending on queried peripherals dynamically. For this purpose, a scheduling
algorithm is presented which weights off the energy savings against the overhead for switching the
voltage level. While an active peripheral is always supplied with its recommended voltage level, in-
active peripherals might be operated outside their specification. Thus, passive undervolting of periph-
erals allows highly efficient schedules for arbitrary query-sequences. The evaluation of a prototype
implementation showed that energy savings up to 47.9% are possible.

Finally with the aid of a real world testbed deployment for ’Smart Farming” applications it is shown
that the developed approaches (i) can guarantee long-term stability, (ii) do not decrease the reliability
of WSNs and (iii) open the door to further research on energy efficient but reliable WSNss.
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1 Introduction

The charm of Wireless Sensor Networks (WSNGs) is their ability to allow large-scale distributed sens-
ing without any existing infrastructure like cable-based links or a power-grid. The WSN itself is
therefore composed of sensor nodes which are able to sense, process and transmit data wirelessly.
In some scenarios a WSN is also equipped with actors so that objects can be sensed as well as
controlled remotely. By integrating such capabilities to the Internet, the WSNs are a vital compo-
nent of the upcoming Internet of Things (IoT). Recently, emerging IoT technologies such as Smart
Homes, Smart Cities or Smart Agriculture heavily influenced classical WSN research by tending to
real world applications. The exponentially growing interest for IoT solutions can be deducted from
forecasts like [20, 21] and emphasizes the importance of this trend. For example Intel prognosticates
that around 200 billion ’things’ will be interconnected by the year 2020 [22]. This huge amount of
sensing devices leads to several forthcoming challenges but there still remains a basic requirement —
energy efficiency.

For most WSN or 10T applications a local energy source is required. Commonly, batteries are
used for this purpose. In addition, nodes can be supported by energy harvesting techniques [23],
but the gathered energy is often not sufficient to power the nodes properly. However, the limited
capacity and limping evolution of this energy source, as well as the intention to operate WSNs for
long lifetimes lead to the fact that energy is one of the scarcest resource of WSN nodes [24, 25]. In
further consequence, the entire hard- and software design of WSNs has been driven by the requirement
of low power. This is why a typical wireless sensor node, consisting of a processing, a sensing and
a transceiver unit, has limited computational capabilities and throughput capacities. Experiences
with real world WSN deployments have shown that WSNs can be rather unreliable networks. For
this reason past and recent research on WSNs is focused on achieving both long lifetimes while
ensuring reliability and fault tolerance by software [26]. However, many WSN software stacks and
applications do not assume absolute dependability of the system but would benefit from significantly
increased lifetime. Thus, in order to reduce the energy consumption of sensor nodes significantly, it
is time to rethink the constraint of complete dependability of the lower layers. In a typical WSN setup
the higher layers of the communication and software stack already implement measures to deal with
unreliability and faults in the system.

For this reason many WSN applications would benefit from the approaches presented in this thesis.
Exemplarily, this thesis deals with ’Smart Farming’ applications including a testbed deployment on
a trial field of a potato research station. The use of WSNs in agriculture is an upcoming application
area where the features of sensor networks can be used to analyze and monitor the conditions of the
soil and crops in order to optimize yield and minimize the use of fertilizer. The following three facts
condense why Smart Farming was selected as the exemplary scenario for this thesis:

1. WSNs in agriculture are chiefly located in rural areas. The sensor nodes have to rely on au-
tonomous energy sources due to the non-availability of any infrastructure.

2. Monitoring of e.g. plant growth requires long lifetimes of months or even years while the WSN
is mainly deployed outdoors and therefore exposed to rough environmental conditions.

3. Smart Farming applications are less critical as they depend largely on sensing. Perfect operation
of the WSN task is desired, but not a hard requirement. Comprehensive long-term sensing is
more important than the rare absence of a measurement sample.
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By acknowledging the fault-tolerant character of both the WSNs and the applications running on
the WSN, more daring power-management techniques are motivated. Of course, efficient proto-
cols have always been a major research topic of WSNs and lead to a plethora of publications [27].
Nevertheless, existing power management techniques have been designed conservatively and do not
consider the fault-tolerant character of WSNs and applications. Especially for voltage scaling mecha-
nisms undervolting — the operation of WSN nodes below their recommended voltage levels — offers a
huge potential but at an increased risk of failures. In this thesis the terms active undervolting and pas-
sive undervolting describe paradigms how the tolerances of parts as well as the WSN can be utilized
to enable more energy-efficient but still reliable WSN applications.

Here, active undervolting describes the violation of specified voltage levels while a Micro Con-
troller Unit (MCU) is in its active state. The initial legitimation for this is theoretically derived by
considering the temperature dependency of underlying Complementary Metal-Oxide Semiconduc-
tor (CMOS) technology. The fact that the threshold voltage of CMOS parts is strongly dependent on
the environmental temperature, but a widespread temperature range of MCUs is generally covered
by a fixed voltage level, is further discussed within this cumulative dissertation. In lab-based studies
it is shown that not only the temperature but also individual characteristics lead to the fact that the
absolute minimum voltage levels differ for every single MCU. Thus, an adaptive supervised learning
approach is introduced — named IdealVolting. 1dealVolting is executed on every sensor node so that
a balance between reliable processing and the most energy-efficient state can be achieved for each
MCU individually. As a consequence, IdealVolting adds heterogeneity to the WSN in terms of en-
ergy efficiency. In outdoor applications like Smart Farming, where nodes can be exposed to extreme
temperature conditions, temperature-dependent energy efficiency is introduced by this undervolting
scheme.

Passive undervolting instead describes the process when components that rest in an inactive operat-
ing state are set below their recommended voltage level. A rather less considered part of sensor nodes
is the sensing unit, but the peripheral energy consumption could easily dominate that of an entire
node. For this purpose, passive undervolting can help to increase the energy efficiency of peripherals.
Like MCUs the energy efficiency of sensors also benefit from a downscaled voltage level. Therefore,
this thesis describes a voltage level scheduling approach for peripherals. An optimal solution is pos-
sible by weighting the overhead for voltage switching against the profit in energy consumption when
using the actual needed voltage level for operating a peripheral. This method guarantees that active
peripherals are never undervolted, but relies on undervolting the inactive ones.

In any case the intention of all presented approaches is not to solely rely on the fallback of the
fault-tolerance of the WSNs software stack. It will be shown how undervolting schemes can be used
reliably while significant energy savings can be achieved at the same time. The feasibility, usability
and functionality is shown within the scope of a real-world application and lays down the groundwork
for further optimizations on several higher layers in WSNs.

1.1 Publications

This cumulative dissertation makes several contributions to the research area of WSNs by using un-
dervolting on system level to raise the energy efficiency of sensor nodes and networks significantly.
The particular contributions are contained in the following eight scientific publications both in con-
ference proceedings and journals. Those eight publications are contained in this document and are
listed (with their respective page number) in the following:

1. Ulf Kulau, Felix Biisching, and Lars Wolf. Undervolting in WSNs: Theory and Practice. Inter-
net of Things Journal, IEEE, 2(3):190-198, June 2015 (on page 43)

2. UIf Kulau, Felix Biisching, and Lars Wolf. IdealVolting — Reliable Undervolting on Wireless
Sensor Nodes. ACM Transactions on Sensor Networks (TOSN), 12(2), April 2016 (on page 53)



1.2 Contributions

3. Stephan Friedrichs, Ulf Kulau, and Lars Wolf. Energy-Efficient Voltage Scheduling of Periph-
eral Components on Wireless Sensor Nodes. In IEEE International Conference on Communi-

cations Workshop on Energy Efficiency in Wireless Networks & Wireless Networks for Energy
Efficiency, E2Nets 2014, Sydney, Australia, June 2014 (on page 91)

4. Ulf Kulau, Stephan Friedrichs, and Lars Wolf. Demo: Voltage Scheduling of Peripheral Com-
ponents on Wireless Sensor Nodes. In the 12th European Conference on Wireless Sensor Net-
works, EWSN 2015, Porto, Portugal, February 2015 (on page 97)

5. Ulf Kulau, Sebastian Schildt, Stephan Rottmann, and Lars Wolf. Paint it Black — Increase WSN
Energy Efficiency with the Right Housing. In the 6th ACM Workshop on Real World Wireless
Sensor Networks, RealWSN 2015, Seoul, South Korea, November 2015 (on page 99)

6. Ulf Kulau, Sebastian Schildt, Stephan Rottmann, Bjorn Gernert, and Lars Wolf. Demo: Pota-
toNet — Robust Outdoor Testbed for WSNs: Experiment Like on Your Desk. Outside. In
the 10th ACM MobiCom Workshop on Challenged Networks, CHANTS 2015, Paris, France,
September 2015 (on page 103)

7. Ulf Kulau, Stephan Rottmann, Sebastian Schildt, Johannes van Balen, and Lars Wolf. Un-
dervolting in Real World WSN Applications: A Long-Term Study. In the 12th IEEE Inter-
national Conference on Distributed Computing in Sensor Systems, DCoSS 2016, Washington
D.C., USA, May 2016 (on page 105)

8. Robert Hartung, Ulf Kulau, and Lars Wolf. Distributed Energy Measurement in WSNs for
Outdoor Applications. In IEEE International Conference on Sensing, Communication and
Networking Conference, SECON 2016, London, UK, June 2016. Accepted (on page 113)

1.2 Contributions

The individual contributions of this cumulative dissertation in general and of the publications listed
in the previous section can be given as follows:

¢ Basics about the characteristics of active undervolting on wireless sensor nodes: The
first contribution is a basic study about the fundamental characteristics of undervolting in
WSNs. Beginning with theoretical considerations about the connection between temperatures
and threshold voltages of CMOS gates, the general feasibility of undervolting parts of a sensor
node is motivated. As manufacturers do not provide any information about the internal structure
of their components (e.g., Register-Transfer Level (RTL)), it is infeasible to estimate undervolt-
ing effects in advance. Thus, a bench scale unit was implemented to characterize the influence
of lower-than-recommended voltage levels, particularly on the MCU. In further considerations,
the impact of undervolting on the power consumption of the wireless communication is also
taken into account and examined in several experiments. The theoretical background as well as
all experimental results are given in this thesis and in the related publications [9].

¢ Dependable active undervolting of MCUs in WSNs: The second contribution is a self-
optimizing and supervised-learning approach to enable undervolting as a plug & play power-
management mechanism for wireless sensor nodes. Different characteristics due to manufac-
turing variances as well as the temperature dependency of the absolute minimum voltage levels
require a process that is capable to handle the individual properties of every node. For this
purpose a control-loop consisting of a trustworthy validator and the undervolted, thus poten-
tially unreliable, MCU is used. On top of that a supervised-learning strategy is presented which
constantly keeps nodes in stable states even for rough environmental conditions where tempera-
tures reach extreme limits and are highly fluctuating. The entire approach — called Ideal Volting
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— is described and accompanied by several micro-experiments and longitudinal studies within
this thesis and in the related publication [3].

* Optimal scheduling of peripherals voltage level: The third contribution is an approach to
increase the energy efficiency of peripheral components by applying voltage scaling. Even pe-
ripheral devices can benefit from a downscaled voltage level, but many components require a
different minimum supply voltage. Hence, a dedicated voltage path for the sensing unit of a
node is introduced to adapt the voltage level on demand. However, since voltage switching
incurs some additional overhead it is not trivial to decide when a voltage change is benefi-
cial. To solve this issue a fully self-optimizing approach is presented within this thesis. Using
dynamic programming a scheduling algorithm weights off the benefits due to lower voltage lev-
els against the mentioned switching overhead. The theoretical formulation of the optimization
problem, the solving algorithm itself and a practical implementation show that voltage schedul-
ing is always optimal and outperforms current approaches. While an active peripheral is always
powered by its specified voltage level, the inactive ones might be passively undervolted. This
aspect is also addressed and becomes an individual decision whether reliability or energy effi-
ciency is desired. The feasibility of this novel approach is experimentally verified and results
are given in the thesis and in the related publications [12, 8].

* Robust versatile outdoor testbed for wireless sensor nodes: The fourth contribution is Pota-
toNet a generic outdoor testbed for WSNs in the light of an exemplary Smart Farming appli-
cation. While there are a plethora of WSN testbeds, PotatoNet is unique in its combination of
strengths: It can be deployed in rural areas in a wide range of climate conditions, while offering
the same monitoring and troubleshooting capabilities as a desk setup. All aspects of the setup
can be controlled remotely and it is virtually impossible to brick a WSN node by flashing bad
firmware on it. The intention for the PotatoNet was to perform thorough evaluations of the un-
dervolting schemes presented in this thesis. Thus, the PotatoNet is equipped with undervolting
capable sensor nodes so that this testbed is the first of its kind. More details and deployment
experiences are given in this thesis and in the related publications [7, 2, 1].

* Extensive proof of the reliable utilization of undervolting in WSNs: The fifth contribution
is the validation that active undervolting scheme presented in this thesis can be used as a regular
power-management technique without affecting the baseline reliability of real a WSN. Based
on long-term evaluations the characteristics and gains are shown and discussed in detail. The
experiments and their results are given in this thesis and in the related publications [2, 5].

1.3 Outline

This extended overview of the cumulative dissertation is meant to be a summary of the publications
listed in section 6.1. A full list of publications by the author is given on page vii of this document.
Those publications that are considered as an essential part of this work are contained in the dissertation
and start on page 41. The thesis makes explicit references to those papers to highlight their context
and the relation between the publications. The rest of this thesis is structured as follows:

To provide a common basis Section 2 gives an overview over the terminology used in this thesis
and provides some technical background including CMOS technology, voltage scaling mechanisms
and WSNs. In Section 3 active undervolting on WSN nodes is introduced. Beginning with lab-based
studies the entire process of development towards a reliable self-optimizing underovlting is described.
Furthermore, several analysis and measures are discussed to explore every design point. In Section 4 a
voltage scheduling strategy for peripherals is introduced where parts might be passively undervolted.
The derivation of a scheduling algorithm as well as a practical implementation show the effectiveness
of this approach. An outdoor testbed implementation and extensive evaluations of undervolting in
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real world WSN applications are part of Section 5. Finally, before the research papers are presented,
a summary of this extended overview and a short outlook on future work is given in Section 6.






2 Terminology and Technical Background

For more than 20 years WSN have been an ongoing topic within academic and industrial research.
Nevertheless, the terminology has diversified over years. For example Wireless Sensor Actor Net-
works (WSANSs) turn into Cyber Physical Systems (CPS) or the integration of WSNs to the Internet
is a vital part of the ever-growing IoT (cf. Section 1). Considering the energy-efficiency of WSNs a
plethora of scientific contributions have been published and therefore many technical terms have been
originated.

To pave common ground, this section defines the main terms that are used throughout this thesis. In
addition, some technical details are addressed in greater depth, as the appended papers require basic
knowledge about the power-dissipation of micro-electronic components. It should be mentioned that
the given definitions and basics are neither complete nor comprehensive and are therefore limited to
the scope of this thesis.

2.1 Wireless Sensor Networks (WSNs) and Nodes

A Wireless Sensor Network (WSN) is a distributed sensing system which is built of at least two
nodes to enable applications such as environmental sensing or industrial process monitoring. With
the ability of wireless communication, sensor nodes form a network infrastructure so that gathered
data can be collaboratively forwarded to one or multiple sinks. The logical topology of the WSN
depends on many factors but mainly on the spatial distribution and the communication radius of each
node. In literature WSNs are frequently hypothesized with several hundreds or thousands of nodes,
but in practice such large deployments are unusual and even scarce in academic research [28, 29].
The design of the nodes themselves is often driven by the specific requirement of a given application
but low-power and low-cost are common principles. Thus, WSNs are rather unreliable networks, as
nodes tend to be error-prone due to cheap hardware or energy constraints.

Typically, a sensor node can be described as a tiny computing platform with sensing and commu-
nication capabilities. A block diagram of the architecture of a wireless sensor node is given in the
following Figure 2.1 followed by a brief description of the composed units:

Memory / Storage
\
‘ Transceiver Unit Processing Unit Sensing Unit

l I l
‘ Power Unit / Power Supply I

Figure 2.1: Generic composition of a wireless sensor node.

Processing Unit: This central component is responsible for controlling the entire node, data
pre- and post-processing as well as for any communication-related logic (e.g., routing protocols).
Commonly MCUs are used which combine a Central Processing Unit (CPU) with program memory
(ROM), volatile Random-Access Memory (RAM) and various functional blocks like General Pur-
pose Input/Outputs (GPIOs), Analog-Digital Converters (ADCs) or hardware timers. The variety
of MCUs in terms of configuration and computational performance is huge. However, with regard
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to the requirements of actual applications and energy constraints, their computational power is far
below that of a Personal Computer (PC) or smart-phone. Instead, Ultra Low-Power (ULP) MCUs
with just a few Million Instructions Per Second (MIPS) are considered to strike a balance between
application-specific requirements and energy-efficiency.

Nevertheless, the MCU is active and in a high-power state for comparatively large amounts of time
because it has to execute the entire software and is responsible for other units of the node. To achieve
an energy-efficient usage, MCUs are usually equipped with Dynamic Power Management (DPM) in
the form of several low-power sleep states. More advanced in-circuit power-management techniques
like voltage scaling (cf. Section 2.3) or caching [30] are fairly rare in this performance class.

The nodes (INGA v1.5 [3] and INGA v1.6.1 [7, 2]) which are considered within this thesis and
throughout the corresponding publications is based on an Atmel ATmegal284p MCU [31]. This is
an 8-bit MCU with 128 kB ROM, 16 kB RAM runs at a default clock rate of f.,, = 8 MHz.

Transceiver Unit: The transceiver unit provides wireless connectivity to a node, and thus the
ability to cooperate and exchange data with other nodes. Simplistic early stream-based radios left a
majority of processing to the MCU. Error-checking like Cyclic Redundancy Check (CRC), Medium
Access Control (MAC) or addressing have to be implemented in software. In contrast, more recent
packet-based radios implement such features in hardware and allow the transmission and reception of
entire data frames. For WSN often the IEEE 802.15.4 standard [32] is used. It specifies the Physical
layer (PHY) and MAC layers and a variety of compliant wireless transceivers are available from
different vendors.

Due to the focus on energy-efficiency the output power of the RF signal is usually reduced to a few
dBm. In further consequence, the communication range as well as the data rate is limited. Yet, while
the transceiver is in transmit or receive state this unit tends to be the most power-consuming part of a
node [25].

Within the appended publications of this thesis, mainly Atmel AT86RF231 and AT86RF233 trans-
ceivers were deployed [33, 34]. These IEEE 802.15.4 packet-based radios operate in the 2.4 GHz
Industrial, Scientific and Medical (ISM) band and offer a line-of-sight communication range up to
250 m with the appropriate antenna [16].

Sensing Unit: A sensor is a device which translates physical parameters like temperature, pres-
sure or humidity into equivalent, usually electrical, signals. These signals can be digitized using
an ADC to enable the processing of sensed data. Nowadays the analog sensing and ADC are often
fully integrated on-chip, so that sensors offer a dedicated digital interface such as Inter-Integrated
Circuit (I*C) or Serial Peripheral Interface Bus (SPI). The actual application determines the set of
peripherals that are placed on a node, whereas many applications require multiple sensors capturing
or processing different physical quantities.

Power Supply / Power Unit: Most deployments use batteries to power the nodes whenever a
permanent energy supply is not available. Due to the limited capacity of batteries and the intention to
operate WSNs unattended for long periods, the power unit is a critical part of a node. Compared to
the growth of computational capabilities the evolution of batteries regarding energy density is rather
limping. An alternative to batteries are supercapacitors [35]. Indeed capacitors have lower energy
density than batteries but offer several advantages such as faster recharge or environmental friendli-
ness [36, 37]. Power-sources of WSN nodes are often combined with energy harvesting mechanisms
to compensate the inefficiency of energy storage [23]. Beside the capacity and performance of the
energy source, efficiency of voltage conversion as well as a proper power management are also of
high importance.



2.2 Complementary Metal-Oxide Semiconductor (CMOS)

2.2 Complementary Metal-Oxide Semiconductor (CMOS)

The most commonly used technology for Integrated Circuits (ICs) is CMOS. Modern CPUs, MCUs
or other digital circuits are composed of logical gates that are constructed using this technology.

2.2.1 Technology

A V..
X, |
X, p-block
X, : f,=r(x)
¢ — f(x)
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n-block l

f1=7(x) ICL
——

Figure 2.2: General architecture of CMOS gates.

In Figure 2.2 the general architecture of a CMOS gate is depicted. A logical function f(z;) is
realized by combining a p-block (f, = f(7;)) and an n-block (f,, = f(x;)). The following example
of an NOR-function shows how the logic of the blocks is derived:

fp:ﬂV@:$1A$2

f(x1,22) =21 VI — { (2.1)

Jan=x1ViIs =121V T2
The p-block is built of PMOS Field-Effect Transistors (FETs) and realizes f, while an n-block is built
of NMOS FETs and realizes f,, respectively. Hence, a logical CMOS gate is always self-locking and
only a leakage current flows from V,. to GND during static operations.

2.2.2 Power Dissipation

The power dissipation of CMOS gates is split into three parts [38].

1. The leakage power Py, occurs because the gate oxide (Si0Oz) of the FET is so thin, that
electrons can tunnel trough it. Nowadays the problem is that on the one hand the size of
FETs shrinks on the other hand the amount of FETs per chip increases. Together the leakage
current sums up to a comparatively small but noticeable value. Especially applications with an
extremely low duty cycle can suffer from the leakage current, as P, becomes dominant [39].

2. The short-circuit power P, occurs for a short period of time when both P-Channel Metal-
Oxide Semiconductor (PMOS) and N-Channel Metal-Oxide Semiconductor (NMOS) FETs
are on during changes of state. Hence, Ps,; depends on the slew rate of the signal that changes.

3. The dynamic power dissipation Py, is caused by discharging and charging of the parasitic
output capacitor Cf, (cf. Figure 2.2) [40]. This happens whenever the output signal of a gate
changes. A change from logical 0 to 1 causes a charge of C7, and will therefore evoke a current

Ic,:

dVec
dt

Io,0 - 1=Cp - (2.2)

A logical 1 corresponds to V... Assuming a continuous toggling signal at the output with a
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period of T}, and a duty factor of 50%, the power dissipation for a single period is given by:

TP Vcc

1 1 Cr-V2
den = T/ICL'Vccdt:Tp/CL"/cchcc:LTpcc (2.3)
0

p
0

As the clock rate f is the inverse of the period 7T}, the dynamic power dissipation results in:
Piyn =Cr- [-Vz (2.4)

Beside a linear dependency on the clock rate the dynamic power dissipation shows a strong
(quadratic) dependency on the supplied voltage level. This connection is the starting point for
many optimizations and in particular for this thesis.

All in all it depends on the used CMOS technology and the application area how the power dissi-
pation between Py, Pgr and Py, is partitioned. For the MCUs normally used in the area of WSNs
it is still common that the dynamic power dissipation Pg,,, dominates the entire power dissipation
(Payn > Pjgg + Pgrt). For this reason MCUs provide several DPM mechanisms [41]. During idle
times the MCU can be set to more energy-efficient sleep modes by register calls. The intention is to
reduce the duty cycle and thus the time with dynamic power dissipation.

Clock gating is also a useful method to reduce the overall power consumption of an MCU. Parts
of an MCU can be switched off by intercepting the supply clock [42]. Thus, the dynamic power
dissipation for this part tends to zero (cf. Equation 2.3).

2.3 Voltage Scaling Techniques

As explained in the previous section, adaptation of the voltage level can offer significant energy saving
potentials. Hence, there is a plethora of voltage scaling techniques but in the scope of this thesis only
those related to WSNs are considered.

Dynamic Voltage Scaling (DVS) is a well-known technique to adapt both the clock rate f and the
corresponding voltage level to a given workload. The connection between the clock rate and the
voltage level is due to the switching delay of CMOS gates which grows with a lower voltage level.
Thus, to guarantee that a switching operation finishes within %, a minimum voltage level is needed
by a respective clock rate. The following Figure 2.3 summarizes the principle of DVS and depicts the
difference to DPM mechanisms:
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Figure 2.3: Function principle of DVS techniques compared against DPM approaches.

While MCUs using DPM run tasks to completion at a fixed clock rate and voltage level, DVS
scales down the clock rate to met a predefined deadline and adapts the voltage level accordingly.
DVS has also been considered for WSN in several publications [43, 44]. A few publications proposed
an implementation on the system level [14, 45]. It has been shown that voltage scaling has a positive
impact on the battery lifetime of nodes and networks. The perspective of this thesis is that existing
approaches still act too conservative with significant operation reserves. Considering safety margins
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and the fault-tolerant character of WSNss, there is a huge potential for even further energy savings by
using more daring voltage scaling.

2.3.1 Efficiency of Voltage Conversion

The ability to control the voltage level by software is the premise for active voltage scaling on sensor
nodes. The power unit of a node has to be equipped with additional hardware to convert the voltage
level of the power source to voltages suitable for the different components on the node. The overhead
of such a voltage scaling module should be as low as possible. As the power unit is one part of
the sensor node where sleep states are not recommended, every additional power dissipation of the
voltage scaling circuitry has to be compensated by the expected yield. In general two losses have to
be considered for a voltage scaling module 1. the quiescent current I, and 2. the level of efficiency
7. On the one hand Low Dropout Linear Converters (LDOs) offer an almost negligible /, but the
efficiency depends on the difference between input- and output voltage:

V;)ut

= 25
Mid v (2.5)

Thus, voltage conversion by using LDOs is inefficient for many cases where the voltage level of the
power source (e.g. battery) is high compared to the needed output voltage. On the other hand step-
down (buck) converters are more efficient. By rapidly switching the power source, the duty cycle
defines the charge that is transferred to the actual load. Unfortunately buck converters have higher
quiescent currents, so that it depends on the duty cycle of the WSN application whether a buck or an
LDO is the more efficient choice.

With regard to the different efficiencies in voltage conversions, the savings in current consumption
are a more meaningful metric. Thus, for the sake of fairness this thesis and the appropriated papers
mainly limit to the current consumption to demonstrate the savings due to undervolting. However,
with high efficient voltage conversion even more savings are possible.

11






3 Active Undervolting of MCUs in WSNs

The previous section has shown that the adaptation of the voltage level has a huge impact on the
energy efficiency of CMOS-based components. Thus, voltage scaling mechanisms offer the potential
to prolong the lifetime of WSNs or even enable energy neutral sensor nodes [46]. However, existing
approaches have in common that they are designed conservatively. In terms of reliability the design
of ordinary approaches is focused on node level. The hardware specifications of the particular com-
ponent define the constraint for the voltage scaling. If we look at the reliability of an overall WSN
instead of the reliability of a single node only, we can make the following observations:

* A WSN consists of many nodes. These nodes exhibit various individual characteristics that
are less considered by the specifications (which are specified conservatively to cover the whole
range of acceptable parts).

* The reliability of a single node is less important if the whole networks still assures proper
execution of the WSN application task with the desired Quality of Service (QoS).

* Threshold voltages of CMOS-based components of the sensor nodes are temperature-dependent
but only a fixed voltage level is specified to cover the entire temperature-range. However, the
operating conditions of WSNs do not reach the stated extreme temperatures. Hence, nodes must
be able to run below their specified voltage level under 'normal’ conditions whereas higher
temperatures imply further lowering of the voltage level.

This motivates an approach where more energy can be saved when the voltage level is further reduced,
even below the recommended minimum given by the specification. In this thesis the deliberately
undercutting of the recommended voltage level is defined as active undervolting.

The idea of undervolting is not new and was mentioned in some articles regarding general computer
architectures [47]. In [48], undervolting is explicitly specified as a technique, which reduces the power
dissipation of a Power7 CPU. However, up to now active undervolting has not been applied to small
MCUs as part of a distributed system that is further exposed to rough environmental conditions, in
particular WSNSs.

The discussion in this section is primarily based on the following publications: [9, 3]. Those
publications are part of this cumulative dissertation and hence are included in this document.

3.1 Theoretical Consideration

The fundamental assumptions about the feasibility of undervolting on WSN nodes and their validation
are published in [9, 3] (see pages 43 and 53).

In many WSN applications nodes are powered by a battery directly. The batteries discharge and at
the end of the lifetime it may happen that the voltage level drops below the recommended level for,
e.g., the MCU. Thus, undervolting happens quasi accidentally but it can be observed that such under-
volted nodes still operate properly for a certain amount of time. This observation about the potential
feasibility of undervolting in WSNss is only a weak criterion to legitimate active undervolting.

Instead, an important aspect to be considered for this is the temperature-dependent threshold volt-
age (Vi) of CMOSs gates. Equation 3.1 shows the connection between the temperature and V;;, at
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which the CMOS gate alters its logic level (whereas Vi is the threshold voltage at temperature 77
and « is a temperature coefficient) [49, 50].

Vin(T) = Vino + - (T — Tp) 3.1

At low temperatures a higher voltage level is required whereas higher temperatures allow lower volt-
age levels. Unfortunately the recommended voltage levels given in the specifications of MCUs are
fix and do not consider the impact of temperature. Yet, the MCUs are specified to cover a wide tem-
perature range. For instance the temperature range of the ATmegal284p MCU used in this thesis
is specified between —55°C < T < 125°C. Hence, covering the worst case scenario of environ-
mental conditions with a fixed voltage level implies that MCUs have to have the ability to run below
recommended voltage levels under 'normal’ conditions.

3.2 Lab-based Studies

The largest issue when starting to analyze the behavior of undervolted MCUs is that the manufacturers
do not release any information about the internal architecture such as RTL-logic. This information
would help to reveal weak spots of the MCU when undervolting is applied. Moreover, to allow a
continuous observation of the undervolted MCU it would be possible to derive an efficient online-
testing by deducing test-vectors.

However, as no information are available, an exemplary MCU was examined by using a black-box
approach. In practice the undervolted MCU and therefore the Device Under Test (DUT) is an Atmel
ATmegal284p 8-Bit MCU [31]. This MCU contains the widespread AVR-core that is commonly
used on many WSN nodes [16, 51] as well as on the popular Arduino platform [52]. Nevertheless,
the intention of the corresponding publications [9] is to discuss the general feasibility of undervolting
in WSNs and to show characteristics of CMOS based MCU when using this power management
technique.

3.2.1 Prototype Implementation and Bench Test

The examination of the feasibility and general effects of undervolting on system level starts with a
bench test. As this thesis is focused on a system level approach only Commercial Off-The-Shelf
(COTS) parts were used for the practical implementation. In general the prototype implementation is
composed of the following three parts (cf. Figure 3.1):

1. Voltage Scaling Module: A basic requirement is the ability to scale the voltage level by soft-
ware. For this purpose there are many existing power management ICs but these fully-integrated
solutions are less suitable to be used on WSN nodes. In most cases the overhead, in particu-
lar the quiescent current, is too high. Hence, the expected gain due to undervolting might be
negated by an oversized power unit. Additionally, the resolution of the voltage scaling is insuffi-
cient. With the intention to operate the MCU at the lowest possible voltage level, a fine-grained
voltage scaling is inevitable. Hence, a customized circuit based on a digital-potentiometer has
been developed. The ohmic resistance of the potentiometer is controllable via software using
the I>C-bus. Common adjustable voltage regulators can be connected to the resistor to get a
variable voltage level as a function of the register settings of the potentiometer [45, 14].

2. Undervolted MCU (DUT): The exemplary MCU used in this thesis and the corresponding
papers is the 8-Bit ATmegal284p. The first prototype implementation was designed to perform
extensive evaluations to gain a principal understanding of the possibilities and limitations when
undervolting an MCU. To enable testing of several ATmegal284p, the MCUs were mounted
on shields fitting on a socket of the prototype implementation. Thus MCU-instances can be
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Figure 3.1: Block diagram of the prototype implementation of the bench scale test [9].
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examined on the same prototype board by exchanging the shield without effort. The first batch
of MCUs were ordered from three different hardware distributors to avoid that all parts originate
from the same product line or production run.

3. Tiny reliable MCU (SI): While being undervolted the ATmegal284p is potentially unreliable.
To be able to reliably detect malfunctions of the DUT and for test automation a second tiny but
reliable MCU is used. A ATtiny84 is responsible for validating test scores, among other things.
In the following this co-MCU is called Secure Instance (SI). The SI is an essential part of the
prototype and the subsequent Ideal Volting implementation (cf. Section 3.3) relies on it.

In sum Figure 3.1 depicts a block diagram and the interaction between all parts. The common inter-
connection between all parts is given by an I?C-bus.

The ATmegal284p executes several tests periodically. Those tests include the GPIOs, SPI-bus,
I>C-bus and mainly the Arithmetic Logical Unit (ALU). The results of the tests are then transferred to
the SI which validates the test scores and generates some debug output. Beginning from the nominal
voltage level of the MCU, the voltage level can be lowered stepwise. While keep on lowering the
voltage level the periodic test cycle reveals failures and thus the individual characteristics of each
undervolted ATmegal284p MCUs.

The test cycle is initiated by the ATmegal284p every second so that the default period equals to
1 Hz. In further consequence the SI is able to measure the time between the current I?C frame and the
last frame that has been sent. Thus, the impact of undervolting on the system clock can be derived.

To gather information about the power dissipation, the SI is able to measure the current consump-
tion by using a current-sense amplifier. However, in most cases more accurate multimeter and oscil-
loscopes have been used to evaluate the energy efficiency.

Clock Rate Recalibration Even without undervolting, the internal RC-oscillator of the ATmega-
1284p shows a strong dependence on the supplied voltage level [31]. A lower voltage level affects the
oscillator speed, so that a lowered voltage level results in a dropped clock rate. While staying within
the specifications this connection might be negligible, but due to undervolting this this could become
a critical issue.

The following generic result is taken from [9] and clarifies the need of a clock rate recalibration
when undervolted MCUs rely on the internal RC-oscillator. Assuming a clock rate of f.,, = 4 MHz
at the nominal voltage level V'( fcp,,) = 1.8 V. With an undervolting of V'( fcp,,) — 10% the oscillation
of the internal RC oscillator decreases, so that the clock rate is reduced by about 4.86% to ~ 3.8 MHz.
While a slightly slower processing speed might be acceptable, there are several reasons why it is
crucial to adjust the system to a stable clock rate:
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* Many time critical processes count on a fixed clock rate for ALU and peripherals such as
timers and busses. For example in real-time schedules a missed deadline affects the QoS of
applications and has to be avoided [53].

* In Section 2.3 the connection between minimum voltage level and the clock rate was discussed.
A dropped clock rate would result in lower minimum voltage levels. For the sake of compara-
bility a stable clock rate should be guaranteed when comparing undervolted MCU .

To face this problem either a stabilized external clock can be provided or the internal clock rate can
be recalibrated. As mentioned above, the SI is able to derive the clock rate of the MCU by measuring
the time of the test cycle period. Hence, the SI can generate a binary feedback whether the clock
rate should be incremented or decremented. This information is shared by using the I>C-bus so that
the ATmegal284p can adjust its RC-oscillator by an internal calibration register (OSCCAL) [31].
The recalibration process was successfully implemented and evaluated in [9] so that it is possible to
provide a stable clock rate even with undervolting. Later on the same mechanism was integrated into
the Ideal Volting process (cf. Section 3.3).

ALU Error Detection The MCU is the central component of a sensor node and controls all
other parts of the node (cf. Section 2.1). For this reason every failure of this component could affect
the entire node. During all experiments no failures on the busses were detected. Thus, it is very likely
that peripherals (e.g. busses) are marginally affected by undervolting. Instead, the ALU is prone to
fail at lower than recommended voltages.

The problem is that various failures are possible when undervolting an MCU but that they are not
predictable without explicit knowledge about the internal structure of the integrated circuit (e.g., RTL-
logic). However, for the further usage of undervolting as a regular power management technique it is
essential to determine fundamental characteristics, e.g., the probability distribution of errors.

Performing a full test is not adequate. The bus-width of the MCU is w = 8 bit. Hence, testing a
simple arithmetic operation with ¢ = 2 inputs leads to (Qw)i test cases. Moreover, the instruction set
of the AVR core comprises around 140 commands.

Alternatively an IEC60730 Class B test, which is intended to prevent unsafe operation of micro-
controllers [54] could be used. However, the execution time of such a Class B test bears no relation
to the expected gain.

Fortunately the AVR core is used for aerospace applications. Thus, the radiation hardness of this
type of MCUs has been tested for extraterrestrial applications. In [55] the manifestation of Single
Event Upsets (SEUs) while executing different algorithms is examined. It was shown that a simple
matrix calculation is sufficient to detect about 86 % of ALU error injections. In assumption that
undevolting leads to random failures (comparable to SEUs) inside the AVR core as well, a spot test
was derived which is shown in the following Equation 3.2.

checksum = det(A - B) with A, B € R™*" (3.2)

In practice the determinant of a matrix consisting of double variables with the dimension of n = 3
has been used. Of course, a complete coverage of failures is impossible so that errors like a wrongly
calculated program counter or hanging MCUs have to be considered as well.

3.2.2 Characteristics and Results

The first evaluations were performed in our lab with almost static environmental conditions of about
22 °C defined as normal operation condition. A detailed discussion of the results is presented in [9]
whereas this section gives a brief summary of the analysis.

Basically the tests confirm that MCUSs can operate below their recommended voltage levels. By
using the spot-test described in the previous section, the distribution of errors when carrying the
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voltage level to the extreme minimum was derived. It turns out that up to a specific operating point
no failures occur. The malfunction starts to appear in a small, sharp region and its distribution is
similar to the transfer characteristics of CMOS gates [40]. This evaluation was further performed
at five different clock rates from f.,, = 4 MHz to f.,, = 8 MHz. The characteristic appearance
pattern of malfunctions is always similar, yet the absolute minimum operation point depends on the
individual MCU instance and on the clock rate. While one MCU running at f.,, = 4 MHz shows
the first malfunction at a percent deviation of V' (F,,,) — 12.22% another MCU operates stable down
to a deviation of V' (fep,) — 17.22%. At a clock rate of f.,, = 8 MHz a deviation from the nominal
voltage level of up to 23.75% was reached.

To show the potential of energy savings the trend of current consumption when lowering the voltage
level was measured. As expected, the evaluation reveals a strong connection between the voltage level
and the power dissipation. For the ATmegal284p a general relation between the percental saving of
the current consumption and the percental deviation from the nominal voltage level of about g can be
observed whereas this ratio is independent of the clock rate. Considering the energy per clock cycle
the examined MCUs saved up 42.66% of energy when using undervolting.

The initial assumption that MCUs have to be tolerant against lower voltage levels was justified by
the temperature dependency of the CMOS gates (cf. Section 3.1). Hence, with the aid of a climatic
chamber the impact of temperatures on undervolted MCUs was tested. The results validate the trend
of the temperature dependence and confirms a linear connection between the absolute minimum op-
eration point and the environmental temperature. In general a higher temperature leads to a lower
minimum operation point and vice versa. However, every node shows its individual characteristics in
terms of the minimum operation point (intercept) and the temperature dependence (slope).

3.3 IdealVolting — Reliable Undervolting on every Node

The lab-based studies about the feasibility and characteristics of undervolting on WSN nodes provide
the basis for an approach to dynamically manage undervolting on a sensor node. Beside the individual
characteristics of nodes, the temperature dependence of minimum voltage levels has to be taken into
account. IdealVolting, a supervised learning strategy deals with these variations and increases both,
the lifetime and the reliability of an undervolted WSN. This section gives only a short overview of
Ideal Volting, the full details including extensive evaluations have been published in [3] (see page 53).

3.3.1 Undervolting Capable Sensor Node

Based on both, the experiences with the INGA [16] sensor node and the prototype bench test an un-
dervolting capable sensor node has been designed. Hence, the basic design relies on an ATmegal284p
MCU as main processing unit to study undervolting. Its supply voltage can be adjusted also includ-
ing lower than specified levels. Referring to the test bench implementation a second tiny but reliable
co-MCU ATtiny84 is included (SI). For wireless communication the ATmegal284p is connected to
an AT86RF233 [34] IEEE 802.15.4 RF transceiver.

The sensing unit includes several peripherals and is distinguished from classical nodes as the volt-
age level from the peripherals is also scalable. Thus, the peripherals can also benefit from a down-
scaled voltage level as shown in [14]. Later on, the ability of a scalable voltage path for peripherals
is used to apply the concept of passive undervolting (cf. Section 4).

In the course of this thesis a more lightweight variant of the presented INGA v1.5 [3] sensor node
was developed. Especially the sensing unit was pared down while the core components stayed the
same.

A more detailed description of the node’s hardware, schematics and layout is discussed in [3]. The
presented node is the first wireless sensor node with undervolting capabilities. However, it should be
mentioned that the implementation is rather an experimental platform than a fully optimized sensor
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Figure 3.2: Block diagram of the SI based control loop approach [3].

node. The entire hardware relies on COTS parts only so that some overhead, e.g., due to the level
translators is inevitable. A discussion about the overhead as well as an evaluation of its impact on the
energy savings is also part of [3].

3.3.2 Ilterative Self-Optimization

Since the minimum voltage level where the operation of a micro controller becomes unreliable is
different for every MCU instance, an adaptive approach which takes care of the individual properties
of every single MCU is needed. A straightforward approach would be based on extensive evaluations
whose results could be used to define tables with operational voltage level parameters for certain
environmental conditions for each individual MCU. However, the required large-scale evaluations
would mean an immenseness overhead, when deploying a WSN. Furthermore, it is impossible to
test any MCU instance to examine the absolute ratings of undervolting, whereby energy savings are
wasted or nodes are failure-prone.

To realize an individual failure handling even for malicious and hanging nodes, the SI is used to
build a control loop. As a result each node is able to achieve a balanced state between faultless
operation and ideal power dissipation. Figure 3.2 shows a block diagram of this approach.

The I’C-bus is used to interconnect the main MCU, the SI and the voltage scaling module. During
normal operation the main MCU is the I’C-bus master and implements a simple request - response
protocol. Similar to the periodic test cycle of the bench test implementation, the SI periodically
validates the correct operation of the undervolted main MCU. The simple algorithm starts at the
recommended voltage level V'(f.p,). If no error occurred for a certain time, the voltage level is
lowered. When the first failure is detected, the voltage level is increased slightly. It does not always
happen that ALU errors appear first. In some cases, the MCU can hang and would therefore not be
able to get back to a safe state again. However, as the recalibration of the clock rate (cf. Section 3.2.1)
is also part of the protocol, the SI measures the time between the test cycles (I>C-frames). Thus, the
absence of a request frame of the main MCU is detectable and indicates that the MCU might hang.
Subsequently, the SI takes control of the entire sensor node as the I>C-bus interconnects the involved
components. A safe state is recovered by resetting the entire node and increasing the voltage level
slightly to reach a more stable point of operation again. In sum, due to the fact that the distribution
of errors focuses around a sharp region, each node can reach its ideal voltage level individually.
Moreover, the capability of the SI to act as an external watchdog makes sure, that the system can
not hang in an undefined state indefinitely. A detailed description of the iterative self-optimization
including the I>C protocol and several experiments validating the functionality of this approach are
given in [3].
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3.3.3 Supervised Learning Approach

With several evaluations it was shown that the control loop based self-optimzing undervolting can
be used reliably throughout a real WSN while prolonging the lifetime of the network significantly.
Certainly, the previous approach assumes mostly static environmental conditions and is therefore
chiefly usable for, e.g., indoor deployments. However, even without undervolting, a classical WSN
already suffers from rough environmental conditions [56, 57] such as experienced in outdoor deploy-
ments [58, 59].

With regard to undervolting the temperature is a key value when ascertaining ideal voltage levels
(cf. Section 3.1). To prove that self-optimizing undervolting does not only work for almost constant
conditions, a node was exposed to different temperature values. The essential statement is that the
basic functionality of the automated finding of ideal voltage levels is not affected by varying temper-
ature conditions. This is important as WSNs can be exposed to extreme difference in temperature,
e.g. [60, 61]. The small size of sensor nodes and therefore the low mass leads to a fast heating-up
due to, e.g., sunlight as well as a fast cooling-down. Using a simple control-loop to deal with such
highly varying temperature conditions would provoke numerous failures, as the feedback whether the
absolute minimum voltage level is reached is indicated by the detection of a provoked error caused
by undervolting (cf. previous Section 3.3.2). Hence, at least one failure occurs whenever a new ideal
voltage level is searched due to changes in temperature.

To face this challenge a supervised learning strategy is build on top of the iterative self-optimization.
A sensor node can learn from its surrounding world over time by aggregating ideal voltage levels
together with environmental information. For this purpose learning needs the ability to remember
certain events. Using this memory allows to draw conclusions which help to improve the actions of
the specific nodes continuously. In this case these memorizable events are detected failures caused
by undervolting respectively the finding of ideal voltage levels. Thus, it is possible to acquire experi-
ences which voltage level is suitable at which temperature and how the clock rate has to be adjusted
for those operation points. Using a subset of the gathered data is then used to avoid that a node will
run into every possible error. The trend of the data can be used to predict further system states even for
unexperienced environmental conditions. Together the combination of self-optimizing undervolting
and the supervised learning approach is named IdealVolting. The entire implementation runs on the
SI due to the following reasons: First, the undervolted main MCU might be unreliable and therefore
less suitable to collect and predict ideal operating points. Second, the software overhead on part of
the main MCU should be low to avoid that Ideal Volting affects the actual application processes.

Learning Phase: The learning phase starts with the finding of the ideal voltage level. This
voltage level is stored with the corresponding temperature in a persistent table on the node. When
the temperature changes, the node looks up the minimum voltage in its table. If an entry for the
current temperature index exists, the node adopts the stored operating point. Otherwise, iterative self-
optimization is used as described above to find the ideal operating point and generate a new table
entry for this temperature. Thus, a node will not run into the same unsafe state twice.

In practice the storage space of the SI might be limited so that a quantization of the temperature
values needs to be used to reduce the size of the table. A single entry can cover higher temperatures
but when many temperatures are covered by a single ideal voltage, the characteristic curve is getting
coarser and energy savings are pruned. For the used platform a resolution of 1 °C and a quantization
factor of ¢ = 2 strikes a balance between the memory footprint and a well-suited characteristic curve.

Prediction: Over time a node collects more and more of verified (temperature,voltage)-tuples
and as a result gets more reliable. Nevertheless, every unknown environmental condition provokes at
least one failure. A prediction of table entries is of enormous benefit in terms of the dependability of
a node.
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To shorten the learning phase a subset of ascertained ideal operating points is used to predict miss-
ing entries of the table. With regard to equation 3.1 and validated by several experiments, the con-
nection between absolute minimum voltage levels and the temperature is linear. Hence, the linear
regression can be used to estimate ideal voltage levels as a function of the temperature. For each
entry it has to be guaranteed that the disturbance due to integer rounding and the linear regression
does not lead to failure-prone system states.

Firstly a definition of a clear constraint when predicting the data from a fragmentary table was
derived. Based on a dataset of several measurements within a climatic chamber the minimum amount
of ideal states that fulfil the given constraint was calculated. The results show that the accuracy of the
predictions grows with the number of ascertained ideal voltage levels that are taken into account. In
practice any five entries of a table are sufficient to predict a reliable but efficient voltage curve for a
node. The actual implementation acts with reserve and used a threshold of seven entries.

However, a decent prediction is only possible when there are no outliers in the amount of learned
ideal voltage levels. Due to undervolting rogue results could be forwarded to the SI so that a prediction
might fail. By taking the standard deviation into account, the 20-Method is used to check the table
before prediction. Affected entries are deleted and the prediction is merely deferred, until enough
valid entries are collected.

A comprehensive description of the entire implementation including the sensor node, all protocols
and the self-learning approach is published in [3].

3.3.4 Results

Each step of the development of Ideal Volting was validated by several micro-experiments to explore
the design points. Thus, it was shown that undervolting can be used on an individual node while
ensuring the intended reliability. The functionality of the protocols as well as their characteristics
are therefore investigated thoroughly. Conclusive trials were performed to evaluate the presented
approaches and compare their efficiency to state of the art power management techniques.

The evaluation of the learning phase is based on a real world WSN deployment on an attic. While
the prediction process was disabled, the goal was to show the effectiveness of the learning phase and
that ascertained states are safe, i.e., that they are a reliable basis to predict further states. In total
four nodes were deployed. Three of these nodes were undervolted and the fourth node operated at
regular voltage level for reference purposes. As expected, a lot of errors occurred at the beginning of
the 10 days experiment. Every unknown temperature leads to an error because of the feedback for
the underlying iterative self-optimization. As any experienced temperature usually adds a new table
entry with a corresponding safe operating voltage, already after the first day the amount of errors
drops. Afterwards only occasional errors are observed whenever a so-far unknown environmental
temperature value was reached. Thus, during longer lifetimes of the network, the total amount of
errors will decrease which validates the effectiveness of the learning phase. During this experiment
the clock rate of the MCUs was set down to f.,, = 4 MHz (default f.,, = 8 MHz) and the nodes
experienced a temperature range between 12°C < T < 37°C. Depending on the temperature and
the individual characteristics of the nodes the undervolted MCUs undercut the recommended voltage
level significantly by 11.0% to 18.4%.

The test of the prediction process was performed using four nodes running the IdealVolting im-
plementation. All nodes were deployed within a climatic chamber so that a widespread temperature
range is covered within a short time. The nodes send their data to a sink located outside of the cli-
matic chamber via IEEE 802.15.4 link. With the aid of the controllable environment of the climatic
chamber the experiment was performed repeatedly. Starting from the nominal voltage level the nodes
started lowering their voltage level linearly until the first ideal operating point was found. At the
beginning the typical characteristic of learning phase is observed where every new temperature value
evokes errors due to the searching for ideal voltage levels. However, the threshold for starting the
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prediction was set to 7 collected ideal voltage levels so that the absolute amount of errors is limited
clearly. After prediction the nodes were exposed to so-far unexperienced temperatures but no more
errors were detected. To show resistance against temperature fluctuations, a node was heated up by
using a light bulb and subsequently cooled down in a freezer. While this procedure was repeated sev-
eral times, all detected errors were limited to the learning phase whose operability was not affected by
the heavily varying temperature. In sum the evaluations showed that the Ideal Volting process pares
the total amount of errors down to a minimum and enables a reliable usage of undervolting on sensor
nodes and WSNs respectively.

Beside the reliability IdealVolting keeps the nodes always at a highly energy efficient state. Un-
fortunately, the actual implementation comes with some overhead such as level translators or the SI.
This overhead has to be outweighed by the expected gain and the question is, whether Ideal Volting
is still beneficial and how it compares to other power-management strategies. Hence, with regard
to other state-of-the-art power-management techniques Ideal Volting was compared to DPM, DVS,
modDVS and pure undervolting. modDVS is an improved variant of DVS for low-power MCUs and
was presented in [14]. For a varying duty cycle D the power dissipation of different MCUs was mea-
sured for each of the aforementioned power-management techniques. At D = 100% IdealVolting
outperforms the current power management techniques with savings in current consumption of about
32.6%. From the classical power management techniques modDVS performs best. However, for
100% > D > 10% the savings in current consumption of IdealVolting is still always > 15% (> 20%
for pure undervolting without any reliability scheme). Due to the overhead the gain drops at lower
duty cycles and for D < 4% Ideal Volting is less beneficial compared to the other mechanisms.

For a concluding and realistic long-term evaluation of IdealVolting a WSN consisting of three
undervolted and one normally powered node was deployed outdoors. All nodes were powered by two
AAA batteries and sent their data to a sink node via an IEEE 802.15.4 radio link. The lifespan of a
node was declared to last from the first to the last received packet. As a result IdealVolting leads to
an increased lifetime of the nodes up to 40.8% without affecting the quality of sensing. In parallel
a single node running IdealVolting was deployed outdoors for a timespan of about 4.5 months. The
learning phase was finished after only 8 hours and in the remaining runtime no more errors were
detected.
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4 Passive Undervolting of Peripherals

Most research about energy efficiency in WSNs focuses exclusively on the processing or transceiver
unit. A rather less considered part of the sensor node is the sensing unit. However, for several applica-
tions the power dissipation of this unit might have a significant impact on the entire energy footprint
of a node. Multi-sensing applications such as [62, 63, 64] draw on a comprehensive sensor set to fulfil
their task. Some of these peripherals show a relatively high current consumption during their active
usage. While also for peripheral devices, a lower voltage level leads to a lower energy consump-
tion [14], usually each peripheral requires a different minimum operating voltage. This section deals
with an approach applying DVS to peripherals by calculating an optimal voltage schedule for a given
usage sequence of the peripheral devices. On the one hand the presented approach will always guar-
antee that a peripheral is powered with its nominal voltage level during active usage, to ensure correct
measurement results. On the other hand peripherals resting in passive state might be undervolted to
allow more efficient schedules.

The content of this section has been published in [12] (see page 91) and a demo implementation
showed the usability and benefits of this approach [8] (see page 97).

4.1 Peripheral Voltage Scheduling Problem

By way of example a sensor node with three sensors (Sensor 1, Sensor 2 and Sensor 3) is considered.
Each sensor requires a different minimum voltage level (vs1, vs2 and vg3). In general sensor nodes are
not equipped with an adjustable voltage path supplying the sensing unit. Instead, a common voltage
level (ConstDefault) throughout the node is used for all components (cf. Figure 4.1).
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Figure 4.1: Query sequence of three sensors when a default voltage level is applied (ConstDefault).

Considering a voltage scaling for peripherals as integrated on the sensor node used in this thesis
(cf. Section 3.3.1), the energy efficiency of peripherals can be increased by adapting the voltage level
dynamically. Assuming a query-sequence of the peripheral devices on one sensor node. A naive
approach is to statically set the voltage level to the maximum of the minimal required voltage level of
all involved peripherals (ConstMaxMin). Figure 4.2 illustrates this approach.
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Figure 4.2: ConstMaxMin — Use the maximum of the minimal required voltage level.
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As aresult a subset of the peripherals is still supplied with a voltage level that is above the accept-
able minimum, and thus energy is wasted. Hence, another trivial strategy — AlwaysSwitch — always
adapts the voltage level to the required minimum for every query with a different voltage requirement
than its predecessor (cf. Figure 4.3).
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Figure 4.3: Always adapt the voltagel level to the required minimum (AlwaysSwitch).

Unfortunately AlwaysSwitch ignores the fact that switching the voltage evokes a non-negligible
overhead. In particular the static overhead and the additional time At interfacing an adjustable voltage
supply prolongs the duty-cycle of a processing unit, leading to a higher energy consumption. Thus,
an adequate algorithm weighing off the benefits of a downscaled voltage level against the switching
overhead is needed. The complexity of such an algorithm must fit to the computational and memory
constraints of a WSN node. Consider a sensor node with a set .S of peripheral hardware devices. Each
s € S has two attributes:

1. A minimum voltage vy, ($) required to properly operate s.

2. The total energy consumption es(v) of all peripherals while only s is active, as a function of
the peripheral voltage v.

The energy consumption e, (v) of each s € S is given by Equation 4.1 with the time ¢4 necessary to
query s, the peripheral voltage v, and the accumulated current I5(v, t) flowing through s as well as
through the inactive peripheral hardware S \ {s}:

ts
es(v) = v/ Is(v, t)dt 4.1)
0
For an amount C of energy, the switching overhead, the sensor node can adapt its peripheral volt-
age. The application is presented by a sequence of queries denoted by [1,...,n], so that the energy

consumption E of a voltage schedule is given by:

E = Z;esl-(v(z')) + Z; {00 ifo(i —1) # v(i), 4.2)

otherwise.

The goal is to minimize E. A feasible voltage schedule v(1), ..., v(n) is optimal when E is minimal
in the set of all voltage schedules fulfilling the application’s sensing requirements. A comprehensive
description of the algorithm, solving the voltage scheduling problem, is given in [12]. Dynamic
programming is used to efficiently solve the recursion by determining E; before F;; ;. At this point
Figure 4.4 visualizes the problem-solving approach of the algorithm. By way of illustration the
switching overhead is defined as C' = 1, the peripherals voltage level is v; = ¢ and the energy
consumption e, (v) = v;. It can be seen that switching the voltage level leads to a lower total energy.
In this case there are two voltage schedules summing up to an optimal energy consumption. However,
the actual schedule is selected by the minimum amount of switching operations.

While every queried peripheral is always supplied by its recommended voltage level, during passive
operation peripherals might be operated below their minimum voltage levels. This process is called
passive undervolting. Analog components are less affected but digital components often hold a state,
that is stored and maintained even when the peripheral is idle. Usually integrated volatile memories
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Figure 4.4: Exemplary solution of the voltage scaling problem by using dynamic programming.

such as SRAM are used for this purpose. In fact, Static Random Access Memory (SRAM) is more
tolerant against lower than recommended voltage levels than other parts of a peripheral or MCU.
Thus, the general feasibility of passive undervolting was already shown and utilized in [65]. Hence,
the presented mechanism to derive optimal voltage schedules is far more efficient but also reliable.

Nevertheless, some components might provide wrong results when passive undervolting is used.
To avoid such risks the algorithm can be easily extended to only use a predefined minimum voltage
level. In doing so crucial components can be protected against failures and the process of calculating
the schedule is even speed up. The switching costs would increase but might still provide benefits.

Considering that the sensor set S of a WSN node is limited and that an optimal schedule only
uses v(i) € {Vmin|s € S}: The simplicity of the presented approach is sufficiently lightweight to be
executed on a typical WSN node with limited computational resources (cf. Section 2.1).

4.2 Implementation and Results

The general idea of providing an adjustable voltage path even for peripheral components was already
considered by the undervolting capable WSN node architecture in Section 3.3.1. However, based on
this architecture a stand-alone prototype was developed as it offers a more convenient debugging and
processing of lab tests. The exemplary sensor set .S includes three different motion sensors, a pressure
sensor and a non-volatile EEPROM. Figure 4.5 shows a picture of the prototype implementation
during operation. A more detailed description of the hardware is given in [12].

As mentioned above, a requirement for calculating an optimal schedule is the knowledge about
the energy consumption of the peripherals, in particular es(v). In practice determining es(v) may
be arbitrarily complicated as data sheets rarely offer information and the current consumption of
inactive parts has to be considered as well. For this reason the node performs a self-parametrization
by using a second MCU or in case of the node presented in Section 3.3.1 the SI. Both, the active
time of a peripheral ¢ and the current consumption (v, t) is measured for any given s and values of
v. As an optimal schedule would only use the minimum voltage levels of the peripherals v, (s),
it is sufficient to measure e;(vn,in(s’)) for each (s,s") € S x S. The self-parametrization has to be
performed only once and the results can be stored and processed as raw values which reduces the
computational complexity as expensive floating-point arithmetic is avoided.

To test the voltage scheduling approach the energy consumption of the calculated switching sched-
ule for exemplary query sequences was compared to the aforementioned trivial strategies ConstDe-
fault, ConstMaxMin and AlwaysSwitch. As expected and shown in [12], in all cases the scheduling
approach never consumes more energy than any other strategy. Indeed, for the given list of sequences
the improvement of voltage scheduling over ConstDefault is between 31.5% and 47.9%. Const-
MaxMin is more efficient than using a default voltage level. However, scheduling can save up to
20.4% and the majority of the results is above 17.0%. By neglecting the switching overhead Al-
waysSwitch shows the best results compared to the scheduling approach. Nevertheless, in some cases
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Figure 4.5: Test setup of the prototype implementation during evaluations [12, 8].

the scheduled voltage level leads to savings up to 20.2%.

During all experiments and depending on the respective query sequence, peripherals were passively
undervolted. On no account a negative impact on the quality of sensing compared to the trivial strate-
gies was detected. Thus, by allowing inactive peripherals to be powered below their recommended
voltage levels, the scheduling of peripherals voltage performs best and helps to increase the energy
efficiency of the entire node.

An independent review of the presented approach was possible at the demo session of the ”12th
European Conference on Wireless Sensor Networks” [8]. The audience was invited to assemble a
custom query sequence of peripherals. This sequence was fully self-optimized and evaluated on
the prototype implementation directly. Afterwards the real measurement results were displayed and
confirmed the feasibility and characteristics of a scheduled peripherals voltage level.
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5 Use of Active Undervolting in Real WSN
Deployments

Already without a potentially daring energy management technique like undervolting, the program-
ming, deployment and maintenance of a real world WSN is a challenge. This is aggravated by
the fact that WSNs which are deployed outdoors are often affected by rough environmental con-
ditions [60, 66, 67]. Especially the partly extreme temperatures lead to the effect that the efficiency
and reliability of nodes is strongly affected [68, 56]. Using undervolting in such challenging envi-
ronments might create objections but the presented Ideal Volting implementation was designed to deal
with harsh temperature conditions (cf. Section 3.3). Hence, by using a real WSN outdoor deployment
the usability and dependability of active undervolting was evaluated extensively for an exemplary
Smart Farming application. In addition, the perception that high temperatures will only affect WSNss
negatively is counteracted by active undervolting and Ideal Volting respectively.

For this section the discussion is mainly based on the following publications [7, 2, 1, 5] (see on
pages 103, 105, 113 and 99) which contain far more details.

5.1 PotatoNet — Outdoor WSN Testbed

It is common practice to test new protocols or algorithms for WSNs with the aid of testbed imple-
mentations. Such real life examinations reveal pits and snares that have not been considered during
theoretical considerations or simulations. Consequently, there is a plethora of WSN testbeds as for
instance [69, 70, 71, 72]. However, existing testbeds are less suited to evaluate active undervolting
properly. First, active undervolting has not been applied to WSNs before so that existing deployments
are not equipped with the required hardware. In addition, errors due to undervolted WSN nodes have
to be covered by hard- and software to avoid that worst-case failures affect the entire testbed function-
alities. Second, due to the connection between absolute minimum voltage levels and temperatures, the
most interesting use case for active undervolting are outdoor deployments. Unfortunately, testbeds
are mainly located indoors. Even if testbeds are deployed outdoors [73, 60], they are designed for
a special purpose rather than offering features of a generic WSN testbed, e.g., remote availability,
programmability or maintainability.

Previously the term Smart Farming was motivated (cf. Section 1). Requirements like robustness
or energy efficiency against predominantly fault-tolerant application tasks are well suited to evaluate
the performance of active undervolting in WSN scenarios. Therefore, a cooperation with a potato
research station (VSD!) in Northern Germany was entered. The VSD provided one of their trial-
fields to deploy a WSN testbed — named PotatoNet. As this installation was about 100 km away from
the university a major design goal was availability and reliability. The worst thing that can happen to
a remote testbed is loosing connectivity to the outside world. In such a case, there would be no way
to diagnose or rectify problems remotely. Also, it becomes hard to assist local helpers, who are not
experts in the operation of the testbed, to solve or identify hardware problems. Therefore, PotatoNet
is designed to use two uplinks. A cellular connection is too unreliable to act as the sole uplink so that
the next low-speed DSL landline was tapped by using Wi-Fi Bridges and a VDSL point-to-point link.

The basic architecture of PotatoNet consists of a central box providing management functionalities
and distributing power to several field nodes. For cost-efficiency reasons the nodes are designed to

'http://www.vsd-dethlingen.de
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be cheap, while complexity and redundancy features are moved to the central component. Ethernet
with passive Power over Ethernet (PoE) was used to distribute power and to manage the field nodes.
A field node itself is composed of an undervolting capable WSN node (cf. Section 3.3.1) and a
small embedded Linux board WRTNode?. By supporting OpenWRT a large amount of standard
Linux software is available for installation directly from the OpenWRT repositories. This makes
programming or processing data collected from the WSN node very pleasant. Indeed, a substantial
difference to other testbeds is that PotatoNet is engineered to provide as little abstractions as possible.
The same standard tools as used for a local setup on your desk are available, yet remotely and outdoor.

In the first season PotatoNet was deployed outdoors for more than 9 months. During this time
several WSN evaluations were performed and the testbed showed no notable malfunction.

5.1.1 Distributed Energy Measurement

A major area of interest for the presented approaches is the ability to measure the energy efficiency of
the nodes and WSN respectively. However, in most setups it is hard to get a realistic picture of energy
usage. It is possible to hook up a single node to expensive lab equipment such as an oscilloscope
to study it in detail. This, however, does not give you an overview how a network as a whole is
performing and is impractical to apply in outdoor testbeds.

Hence, PotatoNet was extended by a reliable, scalable and convenient distributed energy measure-
ment of the field nodes which has been presented in [1]. Each field node was equipped with an
MCU-based oscilloscope to measure the power dissipation of the WSN nodes over time. A high
sample-rate of up to 500 kHz was desired to enable in-field debugging of protocols and algorithms.
To ensure reliability an essential requirement for the measurement is correctness within a widespread
temperature range. Environmental conditions of the outdoor deployment also affect the oscilloscope.
It has to be ruled out that changes in power dissipation due to environmental variances are not traced
back on temperature dependencies of the oscilloscope itself. Therefore the selection of COTS compo-
nents was driven by estimating the total parasitic error in advance. After designing and implementing
the hardware, several oscilloscopes have been evaluated in terms of accuracy and temperature in-
variance. The lab-tests revealed a 0.9% drift for voltage measurements and a 1.6% drift for current
measurements over a temperature range of 100 K. Thus, the oscilloscopes offer trustful results even
if they are used in harsh environmental conditions, e.g., in WSN outdoor deployments.

Another design goal for the distributed energy measurement was the scalability. Of course, the
intention is to equip as many nodes as possible with an oscilloscope to achieve a maximum coverage
of the WSN. Towards this goal, the costs for a single oscilloscope have to be fairly small. This
tough requirement has been taken into account while designing the hardware, and finally results in
costs below 30 EUR each. However, a large number of oscilloscopes sampling at high resolutions
lead to an enormous amount of data. To avoid that the testbed’s network is being congested, data are
stored on SD cards on each oscilloscope. An index is kept of all measurements across the nodes on
a central server. A central management server provides the user a distributed energy measurement
system (DEMS). Thus, sampled data can be requested directly or a combination of command line
options can be used for starting a measurement and reading the data afterwards.

5.2 Long-Term Study and Results

By using PotatoNet a long-term study was performed to show the reliability and usability of active
undervolting in WSNs. Therefore, all field nodes changed periodically between Ideal Volting and
using the nominal voltage level. The switching of the entire WSN state took place every 144 s so
that both states experienced almost the same environmental conditions. Thus, the characteristics of a

http://wrtnode.com
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5.3 Temperature-Dependent Energy Efficiency

(a) Central Box. (b) Field node. (c) Farming activities (e.g. sprinkling).

Figure 5.1: PotatoNet and its environment during the long-term study.

network running Ideal Volting can be compared directly against those of a WSN with normal powered
nodes.

The experiment was performed for a period of one farming season (about 4 months) where a
dataset of 7.5 GB was collected. Meanwhile, the WSN experienced rough environmental conditions
like direct sun exposure, rain, sprinkling and farming activities. Maximum temperature values of
—1°C < T <49°C and a high fluctuation indicated that the WSN deployed on a field is exposed to
a challenging environment. Nevertheless, Ideal Volting was executed without any malfunction so that
each node settled at its individual minimum voltage level which was continuously adapted depending
on the ambient temperature. Thus, individual characteristics of nodes paired with a highly varying
environment lead to a strong heterogeneity throughout the entire WSN.

Beside general characteristics of Ideal Volting and WSNs in Smart Farming applications, the major
interest was to prove the dependability of active undervolting in WSNs. Therefore, the Packet Recep-
tion Ratio (PRR) in Ideal Volting mode (PRR;,,) was compared to the PRR in nominal voltage mode
(PRR,,). Firstly the difference between the PRRs was calculated as APRR = PRR,, — PRR;,. In
all scenarios APRR seems negligible which is a good indication that Ideal Volting does not affect the
baseline reliability of a WSN. To prove this assumption, the voltage level during Ideal Volting v was
correlated with APRR and the correlation coefficient was derived as follows:

> (APRR; — APRR) - (v; — D)

r(APRR,v) =
Y, (APRR; — APRR)® - 37, (v; — v)°

G.D

with APRR = ZeAPRR g 5 B

If undervolting impacts the PRR, the coefficient 7( APRR, v) would reveal a relationship. However,
in any case the values for r are very low so that a statistical connection between undervolting and the
PRR of the WSN can be ruled out. Furthermore, the same methodology was used to refute an effect
of active undervolting on the Received Signal Strength Indicator (RSSI) and the quality of sensing.

All results and a more detailed description of this long-term study have been published in [2]
which is annexed to this thesis. Moreover, the entire dataset has been made publicly available for the
community.

5.3 Temperature-Dependent Energy Efficiency

While the transceiver unit suffers from hot temperatures, active undervolting leads to a lowered volt-
age level for processing on the node. For this reason, the question arises how wilfully influencing
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the most relevant factor — the temperature — affects the energy savings of a WSN node using active
undervolting. Although data sheets document an increasing power dissipation at higher temperatures
due to physical CMOS effects, the strong temperature dependency of the absolute minimum voltage
level might offer the opportunity for further energy savings.

Several nodes were examined within a climatic chamber to show the power dissipation of an under-
volted MCU when using the Ideal Voling scheme. The data were used to derive an energy model where
the current consumption can be described as a function of the voltage level v and the environmental
temperature 7" termed as I..(v,T"). This model was extended with the individual characteristics of
several nodes, in particular the minimum voltage level as a function of the temperature v(7"). Together
it is possible to estimate the energy consumption of WSN nodes solely by knowing the temperature
T.

The model itself revealed that an increased temperature leads to an increased energy efficiency of
the MCU and thus of the entire node. Obviously, actively heating a node is not sustainable, however
housings of different materials with different heat capacities and thermal conductivities can change the
temperature a node experiences. To quantify the potential energy savings from optimal temperature
profiles we performed a long term measurement of the temperatures experienced by sensor nodes in 4
different housings (without housing, plastic enclosure, transparent glass and black painted stone with
thermal capacity) and two different locations (direct sunlight, shadowy place). The experiment was
performed for approximately three months from May to July and located in Northern Germany.

Unsurprisingly, nodes deployed in a shadowy place are less affected than nodes exposed to direct
sunlight. However, there is a remarkable difference between the housings, especially during day
times. The glass housing located in a sunny spot adds up the highest average temperature and offers
therefore the biggest potential for energy savings when using active undervolting. On a single day up
to ~ 4% of energy savings can be achieved between the housings. Between a hot and a cold day even
~ 20% of savings are possible. The results might not seem outstanding but it has to be considered
that theses savings are for free by just choosing the right design of a housing.

A more detailed description of the experiment and a deeper discussion of the results is presented
in [5] which is appended to this thesis.
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For many years WSNs played a significant role within academic research on distributed computing.
The upcoming IoT helps to provide WSNs to a renaissance but also reveals the open issues and chal-
lenges when using WSN for real world applications. Especially outdoor deployments suffer from
rough environmental conditions and the usage of location independent energy sources limits the ser-
vice life of applications clearly. While a huge number of existing power-management techniques
always considered the absolute dependability of WSNs, this thesis proposed the usage of undervolt-
ing to increase the energy efficiency of nodes and networks significantly. In fact an emerging class
of WSN applications do not require a complete dependability but would benefit from an increased
lifetime. Moreover, the per se fault tolerant character of WSNss is well fitted for the usage of a more
daring power-management technique, in particular undervolting.

Initially the general feasibility of undervolting was motivated by theoretical considerations. The
temperature dependency of CMOS gates as well as manufacturing variances has led to the assump-
tion that micro-electronic components must be able to operate below their recommended voltage
levels under certain conditions. This assumption is not only limited to the scope of this thesis, as the
underlying CMOS technology is primarily used for realizing diverse MCUs. Usually manufacturers
do not provide any information about the internal logic of their components. Hence, the practical
examination of an undervolted MCU was performed by black-box testing. A bench scale test was im-
plemented to evaluate the characteristics of undervolting where several Atmel ATmegal284p MCU
were used. The ATmegal284p was selected representative for typical MCUs used on WSN nodes.
The lab-based studies showed both the huge potential of energy savings of up to 42% and the general
feasibility of undervolting on WSN nodes.

The main contribution is the reliable and effective utilization active undervolting in real WSNs. A
sole reliance on the fault tolerance of the WSN is not a solution when applying undervolting to sensor
nodes. The error-proneness would lead to potentially unstable nodes so that an adequate execution
of the respective WSN application is jeopardized. For this reason the goal of the presented IdealVolt-
ing mechanism is to achieve the most energy efficient but dependable state for nodes individually.
By using a second tiny but reliable MCU a control-loop was implemented which adapts each node
to the aforementioned ideal operating state. This self-optimization was extended by a supervised-
learning strategy to cover the impact of changing environmental conditions, especially temperatures.
The entire development of Ideal Volting was continuously evaluated by several micro-experiments to
corroborate each part of the implementation. Even for challenging environments further tests showed
the performance and reliability of the Ideal Volting scheme and demonstrated the benefits for WSNs.

Beside the MCU also peripherals such as sensors or memories benefit from a downscaled voltage
level in terms of a more energy efficient operation. Thus, within this thesis an efficient voltage scal-
ing approach for peripherals was proposed, which assumes that inactive peripherals are allowed to be
undervolted (passive undervolting). The crux was that on the one hand different peripherals usually
require different minimum voltage levels to operate properly and on the other hand the switching of
the voltage level evokes a non-negligible overhead. Therefore, the presented scheduling algorithm
weights off the benefits due to lower voltage levels against the aforementioned switching overhead.
It is always ensured that queried peripherals are supplied by their specified voltage level, however,
inactive components might be undervolted. While it was shown that the energy efficiency of query
sequences can be increased by up to 47.9%, an impact on the quality of sensing due to passive under-
volting was not observed for the used ensemble of peripherals.

To examine the effects of active undervolting of the node’s MCU and in particular Ideal Volting in
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greater depth, the PotatoNet WSN testbed was developed. In the light of upcoming Smart Farming
applications, a WSN composed of undervolting capable sensor nodes was deployed on a trial field
of a potato research station. This exemplary application area was ideal to show the resilience of
Ideal Volting in real world applications. However, implementing, maintaining and using a testbed
in a rural area with challenging environmental conditions is not trivial. Robustness and availability
were two major design goals to guarantee permanent testbed capabilities. For maximum flexibility
PotatoNet relies on the same tools for collecting data or programming nodes as would be used for
standard desk-setups, yet the actual WSN is located faraway outdoors.

By using the PotatoNet a long-term study was performed to show that IdealVolting leads to a
reliable usage of undervolting in WSNs. For a duration of one farming season the nodes periodically
switched between IdealVolting and using the nominal voltage level. Thus, a direct comparison of
an undervolted WSN against a normal powered WSN was enabled. To proof that Ideal Volting does
not decrease the baseline reliability of WSNs, common metrics such as PRR, RSSI or the quality of
sensing were considered. The results show that in no case a correlation between undervolting and the
WSN metrics were attested.

Finally, although many doubts emerged when the idea came up to use undervolting in WSNs, the
thesis at hand showed that it is yet feasible and possible to achieve both — a significant increase of
energy efficiency while ensuring reliability.

6.1 Future Work

On node level a big issue is the additional overhead of components that are needed to implement
Ideal Volting. Especially the usage of the SI is responsible for the pruned energy efficiency of Ide-
alVolting at low duty-cycles. Thus, in future work the break up of the static control-loop should be
intended. The SI could collect information about the reliability of the operating states. Thus, the pe-
riodic check becomes dynamical and would lower the usage of the SI. To cover long-term reliability,
statistical approaches like the bathtub curve [74] could extend this process.

It is also possible to combine Ideal Volting with energy harvesting techniques. Motivated by recent
publications [75] the operationality of the node’s components can be scheduled depending on the
available energy budget. Processes can be prioritised with regard to their requirement how safe they
have to be executed or their deadline. Thus, IdealVolting can help to optimize the utilization of the
energy storage as well as the QoS.

On network level active undervolting adds more heterogeneity. The individual characteristics of
nodes and the temperature dependency of IdealVolting lead to WSNs where some nodes are more
efficient than others. Classical approaches of collaborative computing [76] or routing protocols [77]
could be extended to exploit this effect.

The distributed character of WSNs can further be used to utilize fault-tolerant mechanisms. For
example in [78] it is planned to transfer the concept of approximate computing to WSNs. Thus, more
aggressive undervolting could be considered while WSN applications can be executed on top of a
highly efficient but potential unreliable network.
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Abstract—Adapting the voltage level of a processing unit
to the actual system load leads to an increased energy effi-
ciency. The aim is to extend the battery lifetime, but existing
voltage scaling approaches still act with reserve. To reduce
the energy consumption even further, it is possible to power
the electric circuits below the specified voltage levels. Con-
sidering the processing unit of Wireless Sensor Nodes, this
’undervolting’ saves up to 42% of energy per clock cycle and,
hence, would lead to a significant longer lifetime of nodes and
networks. Contrariwise, operating processors or nodes outside
their specifications adds some extra incertitude to the system.
In this paper, we analyze the effects of undervolting for a
typical wireless sensor node in theory and practice. Moreover
we give a detailed insight into the dependencies and used a
prototype implementation to characterize the influence of lower-
than-recommended voltage levels on the MCU. In addition, the
impact of different temperatures is considered as well as the
behaviour of an undervolted transceiver unit and, therefore, the
effects on the wireless communication. While classical computer
applications may contain too many hazards to outweigh the
improved energy consumption when using undervolting, we show
that it is particularly suitable for Wireless Sensor Networks
(WSNs) with a huge potential of saving energy and the oppor-
tunity of novel power management approaches on every layer.

Index Terms—Wireless sensor networks, Undervolting, Voltage
Scaling, Energy Efficiency, Prototype

I. INTRODUCTION

HE optimization of the energy efficiency of distributed
sensing systems plays an important role in the realization

and acceptance of prospective WSNs applications. Hence,
there are many different approaches that deal with this topic.
In this context, [1] shows that lowering the voltage level has
an significant impact on the energy efficiency of sensor nodes.
A more common approach is Dynamic Voltage Scaling
(DVS) which adapts the voltage level of the node to the actual
system load to save energy. The background of DVS is that
nearly all components of a sensor node are realized in Com-
plementary Metal-Oxide Semiconductor (CMOS) technology.
One of the advantage of CMOS is that the major part of the
power dissipation belongs to the dynamic power consumption
Pgyn. During static operations (fc,, = 0Hz) only a negligi-
ble leakage current occurs. Furthermore, the dynamic power
consumption has a linear dependency on the clock rate (fep.)
and a quadratic dependency on the voltage level (V). Equation
1 shows this relation, where C', is a parasitic capacity which

Copyright (c) 2014 IEEE. Personal use of this material is permitted.
However, permission to use this material for any other purposes must be
obtained from the IEEE by sending a request to pubs-permissions @ieee.org.

depends on the quality of the manufacturing process.
den = C’L ' fcpu ' V2 (1)

Unfortunately, the switching delay of CMOS gates grows at
lower voltage levels V. Hence, a certain clock rate (fcpu)
needs a specific minimum voltage level (V) to guarantee
that a switching operation finishes within # DVS uses
these relationships and adapts both, the clock rate (fepu)
and the corresponding voltage level (V(fcpy)) to the actual
needed system load. Recently, the advantages of DVS in
the application area of WSNs have been studied by several
groups, e.g., [2], [3], [4]. Furthermore, in [5] a prototype
implementation of a DVS capable wireless sensor node is
presented. With regard to equation 1, all these approaches
have in common that the energy efficiency of a sensor node
is increased — in comparison to a fixed voltage source.

All these strategies avoid unsafe areas of operation by
satisfying the specifications for adjusting the voltage level
V(fepu) as stated in the respective datasheets. Nevertheless,
during some experiments with DVS in wireless sensor nodes,
we observed that micro-controller systems are able to work
below their recommended voltage levels as well. So, the
question came up: What happens if we ignore the specified
operating area respectively how far can we go outside it?

An important aspect to be considered for this is that the
voltage levels given in the specifications cover the widespread
temperature range of microelectronic components. Yet, the
threshold voltage (V;;,) is temperature dependent. Looking at
this temperature dependency of CMOS gates in equation 2, a
micro-controller has to have the ability to run below V(fcp.,)
under normal conditions (whereas Vy is the threshold voltage
at the temperature 7j, « is a temperature coefficient) [6].

Vin(T) = Vino + o (T — Tp) 2

It might be argued that we inherently accept a decreased
reliability of the sensor nodes, since undervolting may have
an impact on the correct execution of a program or the proper
functioning of a component. However, if the malfunction
risk is limited, we stay very well within the typical WSN
assumptions, i.e., that not a single node is of importance but
the whole WSN must function properly and, thus, algorithms
[71, MAC protocols [8] and routing algorithms [9] for WSNs
are designed to be fault tolerant. For such cases, a certain
number of nodes can become temporary inoperative without
the malfunction of the whole network. Thus, undervolting may
just be another cause for known symptoms — with a huge
potential to save energy. As we demonstrate in this paper, the
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potential for energy demand reduction is indeed significant and
can be in the order of 30 %.

The paper is structured as follows: In the next section,
general related work regarding undervolting is discussed.
Afterwards, we present preliminary studies to analyze the
requirements for a prototype implementation. In section IV
a testbench for the extensive evaluation is presented and the
impact of undervolting on an micro controller unit (MCU)
regarding to the gain of energy efficiency, the reliability and
the system clock is shown. Then, effects on the wireless
communication are presented in section V. Finally, in Section
VII we conclude the paper.

II. RELATED WORK

While several DVS approaches for WSNs are presented
in various publications [2], [3], [4], [5], as far as we know
active undervolting has not been studied for WSN so far. In
some articles regarding general computer architectures (e.g.
[10]) undervolting is mentioned as a possibility to reduce the
power consumption of a processing unit. In [11] undervolting
is explicitly specified as a technique which reduces the power
dissipation of a Power7 CPU. It is shown that the entire
system’s power consumption drops by 15.8% up to 26.4%,
without affecting the computational performance. This causal
way of dealing with a possibly higher error rate is also
mentioned in [12]. Through ’probabilistic computing’ it was
possible to increase the energy efficiency of CMOS gates
up to 300%. Yet, a more application-oriented utilization of
undervolting can be found in the end-user community of
Personal Computers (PCs). The over-clocking scene aims to
increase the performance of commercial off-the-shelf (COTS)
CPUs. For that, the clock rate is set manually above the level
suitable according to the voltage level specifications. To detect
errors, a rather vague stress test (e.g. calculation of prime num-
bers) is used to check the stability of the CPU. Nevertheless,
for the reliable operation of classical computer applications
the usage of undervolting may contain too many hazards to
outweigh the improved energy consumption. However, for
several WSN scenarios the situation is different since there
suddenly appearing or failing nodes may be the rule rather than
the exception. This implies that self-stabilizing algorithms [13]
or self-repairing routing schemes [9] are necessary because
of the underlying unreliable sensor network. Nodes could be
lost, damaged, or (e.g., due to the use of cheap hardware
components) generate unpredictable failures — and all these
have to be covered.

One of the possible sources of errors in WSNs is already
undervolting, but this occurs only as a side-effect whenever a
sensor node is powered through a battery directly which might
be nearly exhausted. For example the WSN of [14] includes
the common sensor node platform TelosB [15]. The nodes are
directly powered by two Mignon (AA) batteries so that the
system voltage depends on the batteries’ state. At the end of
the batteries lifetime, it will happen that the voltage level drops
below the recommended voltage for the micro-controller’s
respective clock speed. The sensor node operates undervolted,
but it still operates. Moreover, WSNs may be exposed to highly
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Figure 1. Block diagram and picture of the prototype implementation.

varying environmental conditions [16] which have a significant
impact on the reliability of the network [17]. One reason
relies on the temperature dependency of the absolute minimum
voltage level (cf. equation 2). Hence, the used methods to
allow active undervolting on sensor nodes can be used vice
versa to increase the robustness against rough environmental
conditions.

In summary, to the best of our knowledge, there is no related
work which considers undervolting as a regular technique to
increase the energy efficiency of small embedded devices like
sensor nodes and ensures the operation by adaptive methods.

III. PROTOTYPING AND PRELIMINARY STUDIES

In general, the architecture of a wireless sensor node can
be divided into three major parts: Processing unit, transceiver
unit, and sensing unit. Mainly all components are based
on CMOS technology. Thus, with regard to equation 1, a
downscaled voltage level has a positive effect on the energy
efficiency of all parts. Nevertheless, in this section we focus
on the processing unit only. The processing unit is the central
component which executes the software and is responsible to
control all other parts of the node. Due to the low power
constraints in WSNs, usually a small ultra low power MCU
is used for this purpose. In this paper, we use the common
ATmegal284p 8-Bit micro-controller [18] for the analysis
of undervolting. This MCU is used in existing sensor node
platforms such as [19], [20].

A. Hardware Prototype

Based on the prototype presented in [5] we prepared an
undervolting capable testbed. Figure 1 shows a block diagram
and a picture of the implementation, whereby we borrowed
the basic design and the voltage scaling module. In addition, a
second tiny micro-controller has been added, which is called
the Secure Instance (SI). The ATmegal284p is undervolted
and, thus, might not be reliable. Hence, the tiny co-micro-
controller can be used to validate checksums or help to
recalibrate the clock rate (cf. section IV).

B. Clock Rate issues through Undervolting

When the system clock of the ATmegal284p is provided
by the internal RC-oscillator, a stable clock rate can not be
guaranteed while using undervolting. The datasheet [18] shows



appeared in IEEE Internet of Things Journal Volume 2, Issue: 3

a significant dependency between the oscillator speed and the
voltage level even for recommended voltage levels. Thus, one
question is whether we will have to recalibrate the clock rate
if we want to use undervolting. Initially we measured the
deviation from a claimed clock rate (f,,,) as a function of the
deviation of the nominal voltage level with an oscilloscope.

0 2 4 6 8 10
10 T T T T T 10
I
& 1k 1
£
o
&
s
2 —— fou = 4MHz
8 01F k=== fp, = 5MHZ -1 01
G>J = feou = 6MHZ
° - feou = 7TMHz
- fou = 8MHZ
0.01 ! ! ! ! ! 0.01

0 2 4 6 8 10
deviation from the nominal voltage V(f,.) [%]

Figure 2. Clock rate: impact of undervolting and recalibration speed.

Figure 2 shows the impact on different clock rates; it can
be seen that the deviation is significant. For example, we
assume a clock rate of f.,, = 4MHz at the nominal voltage
level V(fcpy). With an undervolting of V(fepu) — 10% the
oscillation of the internal RC oscillator decreases, so that the
clock rate is reduced by about 4.86%.

In first instance a lower clock rate has minor effects on pure
arithmetic logical unit (ALU) operations. Provided that no
other errors occur through the undervolting, only the execution
time rises. On the other hand, time critical processes like
Operating System (OS) timer (e.g. within Contiki OS [21])
or asynchronous communication (e.g. Universal Asynchronous
Receiver/Transmitter (UART)) are not reliable anymore. For
example, the error rate of a UART communication grows.
Under normal operation with fep, = 4MHz, V = V(fpu)
and a baud rate of 9600 BAUD an error of eparr < 0.2% is
negligible. The measured worst case of f.,, = 3.4655 MHz
at V = V(4MHz) — 0.28V ends up in a communication error
of eyarr < 16% [18].

To demonstrate a more practical issue related to the wireless
communication, the data rate of an undervolted sensor node
was measured. For this purpose the node runs at a nominal
clock rate f.p,, = 4MHz and uses Contiki OS [21] with
the RIME communication stack. The packet size was set to
90 Byte.

Figure 3 shows the result of this measurement. Firstly, it
should be noticed that during this evaluation no impact on the
packet loss was recognized. However, it can be seen that a
lower voltage level forces a lower data rate. The main reason
for this effect is also related to the drop of the MCU’s clock
rate. Both the calculation of the communication stack and the
low level interaction between the MCU and the transceiver via
Serial Peripheral Interface Bus (SPI) is slowed down. Although
the wireless communication is not affected in principle, other
issues like a higher energy consumption due to longer up-times
of the transceiver unit could arise. All in all the clock rate of
the MCU affects many parts of the sensor node. Hence, to
guarantee a reliable use of a node while using undervolting,
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Figure 3. Drop of the data rate (RIME) due to lower clock rates when lowering
the voltage level

it is necessary to recalibrate the clock rate.

IV. TESTBENCH
With the aid of the hardware prototype presented in section
III-A we implemented a testbench to allow an extensive
evaluation of undervolting on wireless sensor nodes. A block
diagram of this implementation is given in Figure 4 which
shows the general interaction between all components.
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Figure 4. Testbench implementation to evaluate the effects of undervolting
on sensor nodes

The interconnection between the voltage scaling module, the
MCU (device under test) and the second reliable MCU (SI)
is realized vian an Inter-Integrated Circuit (I2C)-bus. At the
beginning of every test cycle the undervolted MCU executes
some tests. A more detailed describtion about these test (ALU,
GPIO, interfaces) will be given within the following sections
IV-A and IV-B. Afterwards, the test scores are send to the SI
via I2C frame. In turn, the SI validates the test scores and dis-
plays whether a failure caused by undervolting occurred or not.
As the counter-check of test scores takes place periodically, the
SI is able to measure the time between the current I>C frame
and the last frame that has been sent. Thus, the SI has an
indirect information about the actual system clock. Moreover
the SI is able to measure the current consumption by using a
shunt and a difference amplifier. However, in addition a more
accurate multimeter and oscilloscope were used to examine
the power dissipation during all evaluations.

A. Recalibrating the Clock

The need to recalibrate the clock rate of an undervolted
MCU was already demonstrated in section ITI-B. As mentioned
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above, the basic idea is to measure the time between two
frames of the periodic test cycle (cf. Figure 4). A dropped
clock rate would lead to a prolonged period which gives an
indirect information about the deviation of the actual clock
rate from the nominal one. Based on this deviation, the SI
can decide whether the clock rate has to be adapted or not.
Therefore, a binary information is sent to the MCU which
forces the MCU to increment or decrement the internal RC-
oscillator calibration register (OSCCAL). This linear recali-
bration approach is shown in Figure 5 at a nominal clock rate
of fepu = 4MHz.
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Figure 5. Clock rate: iterative recalibration of the clock rate.

We can see that it is generally possible to generate a stable
clock rate even with undervolting. This result is important
because it is a major requirement that undervolting should
not influence the further usage of the MCU. Of course, the
linear recalibration approach could be improved, so that the
claimed clock rate could be reached in less iteration steps.

B. Undervolting on MCUs - Characteristics

For the first tests we ignore a dedicated view on the actual
temperature and define the room temperature Tj,, ~ 22°C'
as the normal operation condition. We ordered several AT-
megal284p from three different distributors to minimize the
risk of analyzing parts from the same product line. Based
on the results of several tests, we show the behavior of an
undervolted MCU in this section.

Various failures are possible when using undervolting on
an MCU and they are not predictable without explicit knowl-
edge about the internal structure of the integrated circuit
(e.g. VHDL models). On a wireless sensor node the MCU
controls all other parts so that a failure will effect the whole
system. Accordingly, the question is how low the voltage
level V' can drop below the recommended V(f.p,,) without
any recognizable effects on the practical usage of the MCU.
Furthermore, for further generic solutions it is necessary to
know, if every ATmegal284p has an individual probability
distribution of failures or whether all are similar.

A full test of every component of the MCU is almost
impossible. For example, the test of only one ALU operation
(e.g. add) with n = 2 input variables of m = 8Bt each would
need a test vector of (2™)" = 2!6 cases. Another possibility
would be an IEC60730 Class B test, which is intended to
prevent unsafe operation of micro-controllers [22]. However,
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with the intention of further usage of undervolting as a regular
power management technique, the execution time of such a
Class B test bears no relation to the expected gain. For this
reason we strike a balance between the reliability and the
overhead of fault detection.

A scope where the online detection of errors plays a
significant role is the aerospace. In [23] an adequate method to
detect single event upsets on AVR core based microprocessors
is presented. It turns out that the ALU is obviously the most
critical point where fault injections are manifested. Hence, in
assumption that undervolting will inject unpredictable failures
to the AVR core too, the spot test is mainly focused on
the ALU. Moreover, [23] examined different algorithms with
regard to the detectability and occurrence of errors. It was
shown that a simple matrix calculation can be used to manifest
about 86% of ALU errors. Based on this results we designed
our spot test as described in the following equation 3.

checksum = det(A - B) with A, B € R™*" 3)

Nevertheless, it should be noticed, that an absolute failure
detection is not possible. The fault tolerant behavior of a WSN
should be able to handle sporadic failures even if we are not
able to detect them here (cf. sections I, I). The peripherals
tests are restricted to the I>?C, SPI, UART and General Purpose
Input/Outputs (GPIOs). Theses checks are also only spot tests
and should show that peripherals are generally able to run
below the recommended voltage level. As described above,
the clock rate was recalibrated continuously during the tests
of the peripheral’s functionality.

During all tests with undervolting up to a certain level
no error of the peripherals occurs. We can observe that
an operating point exists, where the ALU execution breaks
down. The Figures 6(a), 6(b) and 6(c) give the results of
the functionality analysis for three different instances of the
MCUs. From this we can derive some statements which help
for the further considerations.

o In general it is possible to operate an MCU with under-
volting. Up to a specific operating point, the probability
that a failure occurs is very low.

o Malfunction starts to appear in a small, sharp region
around this point. The characteristic curve for the output
signal as a function of the input voltage correlates with
the measured results [6].

o Although we use the same kind of micro-controller
(ATmegal284p), the absolute minimum voltage level
of the three MCU instances differs. On MCU1 with
fepu = 4MHz the first errors occur at a deviation of
dy = 12.22% from V(fcpy). At this point MCU2 and
MCUS3 run stable without any failures.

o The possible deviation from V' (f¢,.,), i.e., where no errors
occur, grows with higher clock rates.

1) Power Consumption: The overall goal of this paper
is to explore the feasibility and potential of undervolting to
increase the average energy efficiency of a sensor node. Hence,
the impact of undervolting on the power dissipation of the
processing unit is a matter of particular interest. Since our
approach operates outside the datasheet specifications, we have
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Figure 6. Functionality analysis for three different instances of the MCUs

no information about the typical characteristics how the current
consumption reacts on undervolting. Thus, we measured the
current consumption of three MCUs at different clock rates
fepu as a function of the deviation (in percent) from the
recommended voltage level V'(fepy,).
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A huge advantage of undervolting is that it has no other effects
on the usage of an MCU. From this it follows, that we do
not have any conflicts when using additional energy-aware
concepts like dynamic power management (DPM), DVS, or
low power listening (LPL). With regard to DVS, Figure 8
shows the energy per clock cycle as a function of d,. This
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Figure 7. Current consumption vs voltage (mean value).

Figure 7 shows the average results of the measurements.
As expected, it can be seen that the current consumption of
an MCU decreases with lower voltage levels. In addition, the
averaged, minimum and maximum standard deviation for this
measurement is given in Table L.

Table I
AVERAGED, MINIMUM AND MAXIMUM STANDARD DEVIATION OF THE
CURRENT CONSUMPTION OF THE TESTED MCUS

[ Jopu[MHZ] [ 4 [ S5 [ 6 [ 7 [ 8 |
mean(o.)[nA] 10913 | 15.333 | 17.807 | 16.458 | 27.828
maz(oe)[nA] 22489 | 27.016 | 21.404 | 19.096 | 30.920
min(oc)[pA] 4.832 5915 11.820 | 13.851 | 25.261
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Figure 8. Energy per clock cycle vs voltage (mean value).

information about the relation between energy, voltage, and
clock rate is important because this influences the way how a
DVS should be implemented. Basically there are two different
strategies:
1) A task is executed at the highest clock rate to switch to
the energy-aware sleep state as soon as possible.
2) The clock rate is adapted so that a task meets a deadline
exactly.

In this case, i.e., for the measurement results we have, the
second option would be the best choice. The reason is that
the curves "energy per clock cycle’ of the different clock rates

It can be seen that the value of the current consumption
of MCUs is almost equal for a given supply voltage. From
this it follows that undervolting will add heterogeneity in
terms of the energy efficiency to a network. Due to individual
minimum voltage levels, the energy efficiency of nodes of a
WSN becomes individual as well (cf. Section VI).

Independent of the clock rate f.,,,, the relation between the
percental deviation §,, and the percental saving of the current
consumption d; can be described as follows:

4)

(cf. Figure 8) do not show an intersection.

Table 11

ENERGY SAVINGS WHEN USING UNDERVOLTING ON ATMEGA 1284p
COMPARED TO THE RECOMMENDED VOLTAGE LEVEL V (fepu)-

[ Jepu[MH] [ 4 [ 5 [ 6 [ 7 [ 8 |
Emin[pJ] 404.0 | 4202 | 437.0 | 466.8 | 475.0
mean(8e)[%)] || 16.60 | 1830 | 19.06 | 20.02 | 22.27
mazx(de)[%] 33.52 | 3596 | 36.67 | 3823 | 42.66

Table II summarizes the significant energy saving potentials
of undervolting by stating maximum percental energy saving
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maz(0.), average percental energy saving mean(d.), mini-
mum energy per clock cycle Ey,ip.

2) Influence of Temperature: The initial idea of undervolt-
ing for WSNs belongs to the presumption, that a MCU has to
be tolerant against extreme temperatures, but this is not always
needed. Hence, for the previous observations we assumed a
’normal’ operating environment. The tests were done indoor
with a moderate temperature of Tj,, =~ 22°C. However,
some application areas of WSNs have extreme temperature
requirements, e.g., cold temperatures [24].

If a sensor node runs with undervolting and if the envi-
ronmental temperature changes, the first question is in which
direction we have to adapt the voltage level to avoid an in-
crease of failures. To study the effects of temperature changes,
we performed several experiments. For this, the MCUs under
test are heated up and cooled down with a peltier element.
As expected, we observed that a higher temperature 7" allows
lower supply voltages. For example, the break-even point
for MCU1 at f.,, = 4MHz moves from dy = 12.22%
(Tyap = 22°C) up to oy = 15% (T14p == 50°C).

Afterwards a climatic chamber was used to get more de-
tailed information about the relation between the temperature
and the break even point. The results in Figure 9 validate the
trend of the temperature dependency.

« A lower temperature increases the risk to get failures. The

voltage level has to raise.

o A higher temperature involves the chance to increase the
energy efficiency. The voltage level can be reduced to
save more energy.

However, a deliberate temperature increase with the intention
to save more energy through more extensive undervolting is
not recommended. The aging of components accelerates with
higher temperatures [25].
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Figure 9. Minimum Voltage Level vs. temperature dependency.

3) Limitations and Interim Conclusions: Our approach is
based on the ATmegal284p micro-controller. An obvious
question is how other processing units behave. Indeed, the
usage of undervolting is not limited to the used micro-
controller. Referring to equation 2, the relation between the
minimum threshold voltage and the temperature is a general
effect of all parts based on CMOS technology. The main
variation between the used and other MCUs is the specific
architecture. Thus, the critical path may differ where a failure
caused by undervolting is manifested. With adequate methods
to detect these failures like [26], [27], other MCUs are also
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able to run at more energy efficient but reliable states. We
performed some short tests with an msp430 MCU [28] of the
TelosB [15] sensor node. These tests showed that also this
MCU can run below its recommended voltage level.

Another question is, how other parts of a sensor node
(sensors, actors) react on undervolting. With regard to the
sensing quality an undervolting of sensors is not recom-
mended. A sensor converts the physical world into electrical
signals. These information is converted via an analog-digital
converter which makes the data utilizable for the processing
unit. To avoid that the analog section of the sensors could
suffer from undervolting, our approach is bound to the core
functionality of a sensor node: The processing and transceiver
units. Therefore, sensing errors are not caused by a sensor
itself.

A mainstay of our argumentation to use undervolting on
wireless sensor nodes is that WSNs are fault tolerant per se.
Moreover, as described above the sensing unit will deliver true
values about the environmental state. Anyway, the undervolted
MCU can effect calculation errors or bit flips. Within a
redundant network topology those failures can be detected
and fixed. To reduce the probability of failures a software
redundancy (oversampling) can be used. In addition statistics
about how trustful a sensor node runs with undervolting can
help to decide which is the best strategy in such cases.

The overhead for implementing undervolting on a sen-
sor node is manageable. The potential energy savings grant
additional hardware components like the SI. Moreover, the
computational requirements of the SI are less and its usage is
periodic with low duty cycles.

V. EFFECTS ON WIRELESS COMMUNICATION

Undervolting works for an MCU, but what if we include
the transceiver unit into the same voltage path? The ability to
communicate with other nodes is very important for every
wireless sensor node. Thus, if undervolting would have a
negative impact on this, the consequence could be a collapse
of the WSN structure due to undervolting. However, temporary
appearing and disappearing nodes can be handled through
tolerant routing protocols like [29]. A real problem occurs
when a node ends up isolated from the rest of the network.
The isolated node would not be able to decide whether
undervolting is responsible for its inability to communicate
or just no messages are transceived and the transceiver unit is
still fine. Two simple but inefficient approaches would avoid
this issue:

o The transceiver unit is connected to a separated voltage
path V... The voltage level of V.4, is set to the requested
value of the transceiver.

o The voltage level is temporary set to the recommended
level of the transceiver unit.

A more efficient but daring solution would be:

« The transceiver unit is potentially undervolted too and the
appearance of failures indicates the edge of functionality
(cf. section IV-B).

With regard to the last alternative and if the sensor node

uses, as it is common, an Automatic Repeat reQuest (ARQ)



appeared in IEEE Internet of Things Journal Volume 2, Issue: 3

mechanism for reliable data transfer such as provided by
the IEEE 802.15.4 standard for wireless communication, the
detection of failures when transmitting data is already covered.
Then a sensor node can take an increasing number of retrans-
missions as a sign that undervolting effects the transmission of
data. Thus, the node can react itself and adapt the voltage level
to higher values. Contrariwise, when a node receives no data
it can not decide whether other nodes do not send any data or
undervolting prohibits the reception. Hence, a WSN heartbeat
could be sent periodically to all nodes. In scenarios without
moving nodes, the absence of a heartbeat indicates an error.
Based on information such as provided by the heartbeats or the
ARQ mechanisms, a heuristic can be derived which decides
if the voltage level has to be increased or if the actual failures
are caused by other reasons.

To determine the behavior of the transceiver unit if we use
undervolting, we measured the probability that a communica-
tion error occurs as a function of the voltage level. We used
the AT86RF231 [30], a fully integrated transceiver unit which
has a minimum recommended voltage level of V., = 1.8V.
For these measurements, the node uses Contiki OS [21] with
the RIME communication stack. To detect failures during
the communication, the undervolted sensor node stays in idle
listening until it receives a request message from a second
node. This message is answered subsequently. In practice both,
the reception and the transmission of data break down at once.
The result is shown in Figure 10.

1,550 1,555 1,795 1,800

100 - I I I — 100

probability of communication failures

1,550 1,555 1,795 1,800
transceiver voltage V..[mV]

Figure 10. Undervolting induced communication errors.

It is well-known that the usage of the transceiver is one of the
most power consuming process on a sensor node. Therefore,
the influence of undervolting on the transceiver’s current
consumption is of particular interest. As the transceiver has a
fixed transmit and reception power, the current consumption is
less bound to the voltage level. The datasheet [30] underlines
this trend of a weak relation between V,;, and the current
consumption. Nevertheless, the transceiver unit is not the
only component of a sensor node which is involved in the
wireless communication. For this reason the power dissipation
of the transceiver plus the processing unit was measured while
sending 90 Byte payload via RIME communication stack.
Thus, the costs per transmitted byte at different deviations of
the nominal voltage level can be evaluated.

Obviously, Figure 11 shows that the usage of undervolting
reduces the costs per transmitted bit. The impact while running
the MCU at f.,,, = 4 MHz is even higher because of the abso-
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Figure 11. Transmit costs per byte when using Contiki OS rime stack and
undervolting.

lute minimum voltage level at this clock rate. The transceiver
unit is provided with the same voltage level as the processing
unit (cf. Section III-A). As the absolute minimum voltage level
of the used MCU at f.,, = 8MHz is > 1.8V, it will always
meet the specifications of the minimum voltage level of the
transceiver. However, an MCU running at f.p, = 4 MHz will
force the transceiver to be undervolted too. Moreover, during
preliminary studies we also analyzed the relation between the
voltage level and different traffic loads. It turns out that the
impact of the voltage level remains almost steady regardless of
the packet size. Table III summarizes the gain of the cost per
bit when lowering the voltage level by AV = 0.6V. For this
evaluation Contiki OS and the RIME stack were used while
the MCU was running at f.,, = SMHz.

Table III
GAIN OF THE COST PER BIT WHEN REDUCING THE SUPPLY VOLTAGE BY
AV = 0.6V AT DIFFERENT PACKET SIZES

[ Packet Size [Byte] [[ 10 | 30 [ 50 [ 70
[ gain (%)

[ 90 ]
[[ 11.25 [ 1053 | 9.90 | 10.04 | 9.99 |

On the other hand, reducing the voltage level below the
specifications might effect the link quality of the transceiver
unit. According to [30] the transmission power decreases with
lower voltage levels. Yet, during our measurements we do
not observe an abnormal behavior of received signal strength
indicator (RSSI) and link quality indicator (LQI) (distance
~ 1m) due to undervolting.

Overall we can conclude that, in general, it is possible to
drive also the transceiver unit with undervolting. However, so
far we have a limited set of experiments with that only.

VI. BENEFITS FOR MULTI-HOP WIRELESS SENSOR
NETWORKS

Assuming a whole WSN consists of undervolting capable
sensor nodes — what are the effects for this network when
using this power management technique?

For this purpose four more MCUs were analyzed regarding
their absolute minimum voltage level. The results for a total
of 7 MCUs at f.p, = 4MHz and f,,, = 8 MHz are given in
Figure 12.

Obviously, with regard to the energy efficiency, undervolting
adds heterogeneity to the network. When dealing with constant

49



Paper 1: Undervolting in WSNs: Theory and Practice

VecminlV]
—
in
a

1.5

1 2 3 4 5 6 7
MCU (fepu=4MH2)

VeeminlV]

1 2 3 4 5 6 7
MCU (fcpu=8MHz)

Figure 12. Undervolting adds heterogeneity. Absolute minimum voltage levels
of 7 MCUs

supply voltages, the energy consumption of the nodes is almost
comparable. However, due to the adaptation to individual op-
timal operating points, some nodes will become more efficient
than others. To maximize the lifetime of WSNs — like in [31]
and [32] — the rearrangement of network structures could also
take the effectiveness of the nodes into account.

Moreover, the potentially highly varying environmental con-
ditions of a WSN should be considered, e.g., sensor nodes
could be exposed to a temperature differences up to 65°C
during a single day [17]. The ability of nodes to run at lower
voltage levels due to higher temperatures was already shown
in Section IV-B2. Thus, the energy efficiency of a sensor
node, respectively the WSN in general, becomes dependable
on its surrounding (temperature) conditions. In future work
this effect could be used to implement more advanced energy
harvesting methods.

VII. CONCLUSION

In this study we have shown that undervolting saves up to
42% of the energy per clock cycle compared to the minimum
recommended voltage level of the used MCU. Hence, the life-
time of nodes and networks enhances significantly. With regard
to the various application area of WSNs we considered the in-
fluence of different temperatures on the concept of undervolt-
ing as well. The strong temperature dependency of the absolute
minimum voltage level and the individual capabilities of every
part adds a strong heterogeneity to the network. Thus, existing
concepts for network structuring, load balancing or routing can
be optimized on every layer. The presented results show that
undervolting is a new chance to increase the energy efficiency
of WSNs. The already existing fault tolerance of WSNs
offers the ideal basis for this power management technique.
In conclusion, the lifetime of real-world WSNs and applica-
tions could be improved heavily. The individual applicability
for undervolting depends on different factors, thus, instead of
generic static approaches, dynamic and adaptable algorithms
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should be applied. Currently, we are working on a self-learning
algorithm that is capable of predicting future system states
by, e.g., taking the trend of environmental temperatures into
account. Additionally, a large scale real world setup is planned
and designed to analyze the capabilities of undervolting in
outdoor WSNss.
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IdealVolting: Reliable Undervolting on Wireless Sensor Nodes

ULF KULAU, FELIX BUSCH|NG, and LARS WOLF, Technische Universitét Braunschweig

The energy consumption of Wireless Sensor Networks (WSNs) correlates with the voltage level at which the
nodes are powered—a lowered voltage leads to a prolonged lifetime of nodes and networks. Operating nodes
at voltage levels below the recommendation—so-called undervolting—saves energy but is accompanied by
an increased risk of failures.

In this article, we show that a WSN can still work reliably, even if the voltage recommendations are
violated. We show that there is a correlation between temperature and error-proneness at the same voltage
level and that ideal voltage levels depend on environmental conditions. Especially in outdoor deployments,
temperatures fluctuate often and heavily. Additionally, we show that these ideal voltage levels are different
for each individual node. To deal with these individual variations and varying temperatures, we present a su-
pervised learning strategy that is able to keep the nodes in uncritical states even if environmental conditions
are constantly and heavily changing while saving as much energy as possible by constantly adapting the
voltage level of these nodes to an individually ideal level. All measurements were performed on sensor node
prototypes that are also presented in this article. In detailed evaluations, it is shown (i) that a single node will
never run in the same unsafe state twice, (ii) that only five known bias points are needed to predict nearly
all temperature dependencies for an individual node, and, thus, (iii) that a system of undervolted nodes can
be as reliable as a conventionally powered network while prolonging the lifetime by more than 40%.

CCS Concepts: ® Hardware — Power and energy; System-level fault tolerance;® Networks — Sensor
networks; ® Computer systems organization — Reliability

Additional Key Words and Phrases: Wireless sensor networks, undervolting, voltage scaling, supervised
learning, energy efficiency, robustness
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1. INTRODUCTION

WSNs are becoming increasingly popular and the application areas seem to be nearly
unlimited: healthcare, home automation, wildlife monitoring, surveillance, etc., just to
mention a few. While indoor deployments of WSNs could be powered by an existing
grid, most outdoor deployments run on batteries. Even if outdoor deployments are
supported by some kind of energy harvesting, the capacity of such devices is usually
fitted to the actual needs of the specific nodes in the envisaged use case [Doering et al.
2011]. Thus, energy supply and power consumption are crucial parts in nearly every
outdoor deployment of WSNss.

There are several strategies to reduce the power consumption of nodes and net-
works. Implementing sophisticated duty cycling schedules is a very promising and often
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practised policy; during the sleep phases of processor, sensors, and radio, the energy
consumption is almost negligible. So, the major amount of energy is consumed during
the active phase of the node [Min et al. 2014]. When energy saving by duty cycling is
exhausted or, if duty cycling is not usable (e.g., as for some monitoring applications),
the energy consumption in the active phases has to be reduced.

Voltage scaling can be helpful in such situations. For most components on a node, the
energy consumption is directly related to the voltage level. Thus, adapting—usually
reducing—the voltage level to the lowest possible level will save energy [Gonzalez et al.
1997; Pouwelse et al. 2001]. The dynamic adaption of the voltage level does not need to
be compulsorily performed for the whole node; it can also be adjusted component-by-
component or for different voltage paths [Friedrichs et al. 2014].

The specific power level at which the individual components are typically running is
usually derived from datasheets or manufacturer’s information. For microprocessors,
often a range of voltage levels for a given clock speed is specified. Higher frequencies
require a higher voltage level. The reason for this is that the gate switching speed of
Complementary Metal-Oxide Semiconductor (CMOS) needs a specific minimum volt-
age. So, when reducing the clock speed to save energy, it is possible to reduce the voltage
level as well, which will save additional energy.

More energy could be saved if the voltage level could be further reduced. Under-
cutting the specified voltage area is called undervolting. When running on batteries,
undervolting is performed at the end of the battery lifetime (quasi-accidentally). If a
battery discharges, the voltage level drops, and it can be observed that even if the
voltage level has dropped under the specified level for the processor, in many cases,
the node will still work for a certain amount of time, at least until the voltage is no
longer sufficient. In addition to the clock speed, the operating voltage of CMOS-based
circuits is also temperature dependent. At lower temperatures, a higher voltage level is
needed; at higher temperatures a lower voltage is sufficient. However, although micro
controller units (MCUSs) can be exposed to rough environments, manufacturers specify
only a fixed voltage level to cover the widespread temperature range. In other words,
MCUs must be able to operate with the recommended voltage level under several tem-
perature conditions. For this reason, we analyzed the general effects of undervolting on
a wireless sensor node in our preliminary studies [Kulau et al. 2015]. The crux is that
the enormous potential of energy savings are contradictory to an increased probability
of errors when lowering the voltage level too far.

Thus, a proper voltage has to be found where the voltage level is as low as possible but
the node is still working correctly and reliably. But such an appropriate voltage is influ-
enced by many factors: Not only the environment and the temperature have an impact
on undervolting opportunities, but also the manufacturing process of the integrated cir-
cuits leads to differences in the required voltage level. So, the ideal voltage level not only
differs for diverse scenarios; it can additionally be different for each individual node.

Thus, this article proposes a self-optimizing approach which is able to deal with
these differences and get the best power saving out of each individual node. Neverthe-
less, considering highly varying environmental conditions when adapting the voltage
level to the border of correct functionality might still lead to failures. Thus, the self-
optimization is supplemented by a supervised learning algorithm that is capable of
predicting future system states by taking environmental changes into account. Both
the individual adaption together with the supervised learning process is called Ideal-
Volting. Independent of any use case, the sensor nodes running IdealVolting are able
to achieve reliable and highly energy-efficient states at all times.

In the following section, we present the technical background for voltage scaling and
the relationships among power, voltage, clock rate, and temperature. In Section 3, we
introduce the hardware of an adapted wireless sensor node that is capable of dynamic
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voltage scaling and therefore allows adaptive undervolting. In Section 4, we present al-
gorithms, implementations, and evaluation for lowering the voltage levels to individual
ideal levels. Changing environmental conditions for indoor and outdoor deployments is
considered in Section 5; Section 6 explains the supervised learning approach in detail.
The implementation of the whole system is described in Section 7 and evaluated in de-
tail in Section 8. After discussing the related work in Section 9, summary, conclusion,
and outlook are given in Section 10.

2. TECHNICAL BACKGROUND

If we take a closer look at the typical hardware architecture of wireless sensor nodes
or other embedded ultra low power (ULP) micro controller systems, it is common
practice that most of the used integrated circuits are realized in CMOS technology.
One of the advantages of CMOS is that the major part of the power dissipation belongs
to the dynamic power consumption Pgy,. During static operations (f,,, = 0Hz), only
a leakage current occurs. For some applications with extra long sleep periods, this
leakage current might be an issue and has to be mitigated [Jayakumar et al. 2014].
With a growing number of CMOS gates and a shrinking feature size, the accumulative
sub-threshold leakage current might become a problem, too [Kim et al. 2003]. However,
in this work, we focus on ULP MCUs where the static power consumption is almost
negligible compared to the dynamic power consumption.

The dynamic power consumption itselfhas a linear dependency on the clock rate ( f.,)
and a quadratic dependency on the voltage level (V). Equation 1 shows this relation,
where Cy, is a parasitic capacity that depends on the quality of the manufacturing
process:

den = C’L : fcpu : V2~ (1)

Unfortunately, the switching delay of CMOS gates grows at lower voltage levels V.
Hence, a certain clock rate ( f,,) needs a specific minimum voltage level (V) to guaran-

tee that a switching operation finishes within fi Dynamic Voltage Scaling (DVS) uses

these relationships and adapts both the clock rate ( f.,,) and the corresponding voltage
level (V(f.pu)) to the actually needed system load. Recently, the advantages of DVS in
the application area of WSNs have been studied by several groups such as Tuming
et al. [2010], Hamachiyo et al. [2010], and Hoermann et al. [2011]. With regard to
Equation 1, all these approaches have in common that the energy efficiency of a sensor
node is increased in comparison to a fixed voltage source.

These strategies avoid unsafe areas of operation by satisfying the specifications for
adjusting the voltage level V(f.,,) as stated in the respective datasheets. Neverthe-
less, during experiments with DVS in wireless sensor nodes, we observed that micro-
controller systems are able to work below their recommended voltage levels as well.

The important aspect to be considered for this is that the voltage levels given in
the specifications cover a wide temperature range of microelectronic components. Yet
the threshold voltage (V) is temperature dependent. Looking at this temperature
dependency of CMOS gates in Equation (2), a microcontroller has to have the ability
to run below V(f.,,) under normal specific conditions (whereas V;; is the threshold
voltage at the temperature T, « is a temperature coefficient) [Baker 2011]:

VilT) = Vo +a - (T —Tp). (2)

In sum, the datasheets give the safe operating voltage at a given frequency for a
wide range of temperatures. As a consequence, there is a scope for energy saving if the
operating voltage is adapted according to actual temperature values.

It might be argued that we inherently introduce a decreased reliability for the sensor
nodes since undervolting may have an impact on the correct execution of a program
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or the proper functioning of a component. Of course, any failure caused by lower than
recommended voltage levels could have a significant impact on applications. Hence,
the goal of this work is to run undervolted MCUs (nearly) as reliably as those supplied
with the specified voltage levels.

Although unpredictable errors due to undervolting may still occur, if this malfunction
risk is limited, we stay very well within the typical WSN assumptions. A single node is
not of importance, but the whole WSN must function properly. Thus, WSNs should be
designed to be fault tolerant because of, for example, rough operational areas, cheap
hardware, or even passive undervolting when the voltage of discharging batteries drops
below the recommended levels.

This implies that self-stabilizing algorithms [Ben-Othman et al. 2011] or self-
repairing routing schemes [Winter et al. 2012] are already needed because of the
underlying unreliable sensor network. Hence, in exchange for significantly increased
energy efficiency, unexpected failures due to undervolting do not strongly harm most
WSN applications.

So considering Anthes [2013], an absolute coverage of failures caused by under-
volting is not needed by every application whenever occurring failures are tolerable.
Nevertheless, although failures might be covered by the fault-tolerance mechanisms
of WSNs, there might be other cases where a balance between the benefit of and the
risk due to undervolting has to be set for each specific case. For instance, applications
and system components like routing protocols spend a lot of energy to build network
state. This state might be lost due to resets or other errors that could once again lead to
increased energy consumption. Once more, it is important to mention that the goal of
the presented approach is to avoid unstable states or incorrect execution of programs
whenever possible. The fault-tolerance of WSN is just a backup mechanism to avoid un-
predictable failures caused by undervolting being propagated to the application layer.

3. UNDERVOLTING CAPABLE SENSOR NODE

Using undervolting to reduce the energy consumption of processing units is not a new
idea. Undervolting is unintentionally done at the end of the battery lifespan of every
battery-powered node.

Indeed, ongoing research aims to integrate active undervolting at the chip level [Das
et al. 2009], but this approach is far from being production ready. Hence, to demonstrate
the feasibility and to transfer the presented concepts of reliable undervolting to a real
wireless sensor node, there was the need to develop an undervolting-capable sensor
node. Moreover, in assuming that undervolting on a chip level will be available on
commercial off-the-shelf (COTS) processing units in upcoming years, this sensor node
can be used to analyze the effects of such hardware devices in advance.

In Kulau et al. [2015], we presented a basic architecture to perform extensive eval-
uations of undervolting on WSNs. Here, this design was adapted and extended. As a
result, this prototype is a full-fledged WSN with the capability of undervolting and a
comprehensive software support of common WSN operating systems (Tiny OS [Levis
et al. 2005], Contiki OS [Dunkels et al. 2004] and Arduino®2).

This section gives a detailed description of the nodes’s architecture and points out
the pitfalls when adding scalable voltage levels to a system.

3.1. Voltage Scaling Module

One prerequisite to achieving active undervolting on a WSN is the ability to adjust
the voltage level by software. There are many fully integrated power-management

Thttp://www.arduino.cc.
2git://git.ibr.cs.tu-bs.de/project-cm-2012-inga-arduingo.git.
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Integrated Circuits (ICs) which are able to fulfil this requirement. However, these ICs
are not suitable for small embedded devices like WSNs as the quiescent current of
those parts is too high.

A more lightweight solution for a voltage scaling module that is very well suited
for undervolting in WSNs is based on a digital potentiometer. The ohmic resistor of
the potentiometer is controllable by software via the Inter-Integrated Circuit (I2C)
bus. Common adjustable voltage regulators can be connected to the ohmic resistor to
get a variable voltage level as a function of the register settings of the potentiome-
ter [Hoermann et al. 2011; Kulau et al. 2013]. Furthermore, compared to existing
power-management ICs, the usage of digital potentiometers allows for a more fine-
grained shading of the voltage level. Thus, the individual absolute minimum voltage
level (V,s) can be detected with a much higher resolution (cf. Section 4).

A rather general question is what kind of voltage regulator should be used. With
regard to the efficiency of voltage conversion, a step-down converter (buck) is more
efficient than a linear dropout converter (LDO). On the other hand, a buck has higher
quiescent current. In practice, as showed in Kulau et al. [2013], it depends on the duty
cycle whether a buck or an LDO should be used. For this reason, we designed both
voltage regulators on the layout but used an LDO for the first batch of prototypes.

A scalable voltage path is essential to provide undervolting on the processing unit.
Additionally, a second independent and scalable voltage path for peripherals is avail-
able in our system. This allows us to adapt the peripherals’ voltage to ensure that
peripherals are always supplied with their recommended voltage levels. In addition,
as shown in Friedrichs et al. [2014], an optimally scheduled peripherals voltage level
increases energy efficiency significantly. Thus, this energy management technique can
be used contemporaneously with undervolting the core components (processing and
transceiver unit) of the sensor node.

All in all, we have three different voltage levels on the Printed Circuit Board (PCB).
The core voltage V... is connected to the MCU and the transceiver unit. This voltage
path is used for undervolting, whereas the peripheral voltage V., offers the supply for
all sensing and memory components on the node. The external voltage V,,; supplies
the voltage scaling module, which generates V... as well as Vp,,.

3.2. Sensor Node’s Architecture

In general, the architecture of the sensor node follows the classical design and can there-
fore be divided into three major parts: Processing unit, transceiver unit, and sensing
unit. The ATmegal284p MCU forms the main processing unit, which is a commonly
used MCU on various sensor nodes, such as micaZ [Crossbow 2012], INGA [Biisching
et al. 2012] or Raven [Atmel 2012]. For wireless communication via IEEE 802.15.4,
the processing unit is connected to an AT86RF233 radio transceiver. In contrast to
standard architectures, this node is additionally equipped with an ATtiny84 MCU.

The ATmegal284p acts as the main processing unit, which is potentially undervolted
and thus might not be reliable. Hence, a trustable reference is needed to observe and
control the active undervolting. Using an MCU instead of static hardware devices
offers the benefit of facilitating more sophisticated methods like supervised learning
algorithms (cf. Section 6). This second co-MCU is called a Secure Instance (SI), which
is an essential part of the undervolting-capable sensor node.

A block diagram of the whole architecture of this node is given in Figure 1. As
mentioned earlier, the voltage levels are partitioned in three areas, V.., Veore. and
Vyer. These areas are not fully isolated from each other because the components are
interconnected through buses (I2C, Serial Peripheral Interface Bus (SPI), Universal
Asynchronous Receiver/Transmitter (UART)) and other control lines. Thus, a problem
occurs whenever the voltage paths have different voltage levels Vi # Veore # Viper.
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Fig. 1. Block diagram of the the prototype.

The potential difference between interface and supply voltages could lead to damage
on several components of the sensor node. For this reason, we integrated voltage-
level translators (Fairchild FXMA2104) at every point of contact between the different
voltage paths. The additional overhead of one active level translator is <5uA each.
Compared to the sleep current of common MCU or transceiver units, this additional
current consumption has a negative impact on the lifetime of WSN applications with
very low duty cycles. However, this first undervolting-capable WSN is chiefly used to
analyze the effects of lower than recommended voltage levels. Furthermore, the level
translators are needed to design such a node even with current COTS components. Of
course, for further generations of undervolting-capable sensor nodes, these level trans-
lators could be redundant, assuming that core voltage levels of ICs will be independent
from the I/O-levels.

In addition to the requirements to implement controlled undervolting, the sensor
node is equipped with the following features:

—Two external memory devices: The flash memory (Atmel AT45DB321) has a capacity
of 32MBit and the advantage that data can be stored very fast. An integrated dual
buffer avoids idle times while a page is written to the flash. Alternatively, a microSD
card can be used to store larger amounts of data.

—9 degrees of freedom sensing: To be able to use the node for motion sensing in ongoing
research projects, such as for fall detection in elderly health care or as a flight control
unit for quadrocopters, a 3-axis accelerometer (Analog Devices ADXL345), a 3-axis
gyroscope (ST Microelectronics L.3G4200D), and a 3-axis magnetometer (Freescale
Xtrinsic MAG3110) are connected to the I2C bus.

—Concurrent power monitoring: The measurement of the current consumption and
external voltage level is part of the SI. Thus, a concurrent observation of the power
dissipation is possible.

As mentioned earlier, the SI is realized through the ATiny84 MCU. Thus, the sensor
node is equipped with two MCUs,- leading to the rather practical issue of how to
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Fig. 2. Prototype of the undervolting-capable wireless sensor node with two independent and scalable
voltage paths.

Table |. Additional Overhead to Enable a Controllable Undervolting

Typical Overhead
Device Constant Overhead | Active [©A] \ Sleep [1A]
SI 400 0.1
Voltage Scaling Module v 3.6 -
I2C Level Translator v 5 -

program the devices. The usage of an external programmer would be the easiest way.
Nevertheless, the connection between the programmer and the respective MCU would
have to be plugged in manually. Hence, this solution would not be sufficient for a
smooth progress of work for just programming a sensor node. For this reason, the
programming interfaces of both MCUs are connected to the FTDI232 USB bridge (cf.
Figure 1). The FTDI232 offers a bit-banging mode which makes it possible to emulate
the programming protocol of the MCUs. To avoid collisions, the programming interfaces
of the MCUs are isolated via tri-state buffers that are controlled by the FTDI232 as
well.

Prototype Implementation. According to the presented architecture, the schematics
and a PCB layout were designed. Afterward, ten prototypes were produced to enable
this work. The complexity of the sensor node forces a four-layered PCB, but the manu-
facturing costs are comparable to an ordinary two-layered board [Biisching et al. 2012].
The presented hardware design, as well as the extensive software support (Contiki OS,
Tiny OS, Ardoino), is completely under open source licences.? A picture of the node can
be seen in Figure 2.

3.3. Additional Overhead

In order to allow for further mechanisms (e.g., to control undervolted nodes, achieve
energy efficient states and guarantee reliability), the trustable SI is inevitable. How-
ever, the integration of an additional component entails an additional overhead, as
already discussed, in connection with the need of level translators. Table I summarizes
the needed components and their typical overhead. Other peripherals, such as sensors,
transceivers, or memories, are not considered because their composition is independent
from further course of action.

It can be seen that a constant overhead of ~9u A is relatively high compared to the
sleep modes of current MCUs. Thus, especially for applications with very low duty
cycles, this overhead could have a negative impact on the overall energy consumption
of a node. In Section 8.6, this issue is taken up and discussed in detail. It should be

Shttp://www.ibr.cs.tu-bs.de/projects/inga/.
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emphasized that the presented undervolting capable node is an experimental platform
rather than a fully optimized sensor node. In our architecture, we rely on COTS parts
only; thus, some overhead (e.g., due to the level translator) is (sadly) inevitable. The
usage of an Application-Specific Integrated Circuit (ASIC) could reduce the constant
overhead significantly, but its design is out of the scope of this work. Nevertheless,
compared to the constant overhead, the SI has much higher power dissipation during
its active operation. So, even for this experimental platform, this extra effort prunes
the huge potential of undervolting. However, the introduction of additional hardware
might be permitted with regard to expected significant energy savings of up to 42% [Ku-
lau et al. 2015]. In the following, an estimation of the expected gain of undervolting
including the additional overhead is derived.

Actually, what matters most is the duty cycle of the SI because the current consump-
tion of inactive MCUs is almost negligible. Assuming that the SI executes a periodic
process to observe the accurate behavior of the main MCU, it must not stay in active
mode all the time. Furthermore, a lower computational performance of the SI results
in a low power dissipation during active times. Hence, the software implementation of
the SI is driven by the challenge of energy-efficient programming. With reference to
the prototype implementation in Section 3.2, an Atmel ATtiny84 is used as SI, which
has a current consumption of Isz,,., ~ 400uA at f.,, = 1MHz. Yet, in sleep state,
only Isy,,,, ~ 100.A are necessary. Based on these data and together with the applied
voltage level V., the energy consumption of the SI is given as a function of the duty
cycle A (¢ time):

Esi(0) = Vipor (At - Ispy, + (1= 2) -t - Isgy,,) - (3)

Furthermore, the constant overhead E., has to be considered; this is based on the
additional current consumption of the voltage scaling module, the I?C level translator
(cf. Table I).

The energy-saving effect due to undervolting is related to the main MCU. As given
by Equation (1) the dynamic power dissipation of the CMOS-based MCU shows a
quadratic dependency on the voltage level and a linear dependency on the clock rate.
Thus, the yield of undervolting is mainly part of the active power dissipation, so that a
duty cycle is not considered at this point. Analoguous to Equation (3) the active energy
consumption of the main MCU is given by:

Ecpu(Vcorev fcpu) - Vcore -l IMCUmive(Vcore’ f;:pu) (4)

According to the specified minimal voltage levels at a given clock rate V(f.,,), the en-
ergy consumption of the main MCU is given by E.,,(V (f.pu), fepu). When using under-
volting, the nominal voltage level is wilfully set below the specifications (V (f,,) — Av).
Hence, the energy consumption of the main MCU while using undervolting is given
by Eepu(V (fepu) — Av, fepw). Considering the additional overhead of the SI Egr(i), the
expected energy saving can be calculated as follows:

Ecpu(V(ﬁ:pu), fcpu)
Ecpu(V( fcpu) — Av, f;'pu) + ESI(}‘—) + Eco .

In general, information about the behavior of undervolted MCUs is not available in
the datasheets. Nevertheless, numeric results about the impact of undervolting on the
energy efficiency of the ATmegal284 processing unit are available from our preliminary
studies in Kulau et al. [2015], and we can derive E.,,(V (f.pu) — Av, fepu). Thus, together
with the data provided by the datasheets of all involved components and Equation (5),
it is possible to rate the expected gain of the whole system.

The results for different clock rates f.,, are given in Figures 3(a)-(c). It should
be mentioned that for the used type of MCU, the deviation from V(f.,,) (i.e., where

Y fepu, Av, 1) = (5)
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Fig. 3. Expected energy savings y for the overall system including SI. The duty cycle of the SI (ATtiny84)
may prune the yield of only slightly undervolted MCUs. However, in general, the overhead of the SI is easily
outweighed.

no errors occur) grows with higher clock rates. Typical deviations from the nominal
voltage level are between 12% < Vi < 24% [Kulau et al. 2015]. Hence, a large part
of the overall system gain depends on the duty cycle of the SI. Although the expected
energy savings of the undervolted MCU give ample scope to legitimate using the SI,
the additional overhead could also imply negative effects on power consumption if the
SI duty cycle is increased above a certain level.

In other words, if the MCU is checked by the SI less often, this leads to a higher gain
related to energy efficiency. Contrariwise, the possibility of detecting failures drops
with a lower check rate. Therefore, in the first instance, we need to trade reliability
for energy efficiency. In the long term, an adaptation of the check rate according to the
actual context is desirable. This is another task for the supervised learning process (cf.
Section 6).

4. AUTOMATED DETECTION OF IDEAL VOLTAGE LEVELS

Due to tolerances in the manufacturing process, the voltage level where the operation
of a micro controller becomes unreliable is different for every single MCU, even of the
same type [Kulau et al. 2015]. Therefore, we need an adaptive approach that consid-
ers the individual properties of every single MCU. This is emphasized by the limited
available information about the coherence between the underlying CMOS gates and
their temperature dependencies. A straightforward approach would be based on exten-
sive evaluations using many wireless sensor nodes. The results could be used to define
look-up tables with operational voltage-level parameters for certain environmental
conditions. In this way, one or several safe operating areas for undervolting could be
defined. However, such an approach would not only come with a large overhead due to
the necessary extensive evaluation, it would also be neither optimal nor reliable.

First, energy savings would still be less than the achievable optimum unless every
single instance is tested under all operational conditions. If some sensor nodes of the
WSN show a higher tolerance for undervolting than the tested nodes and would be able
to run below the defined minimum voltage level, the potential of energy conservation
is not exhausted.

Second, the same arguments apply for unreliability: If a node is less tolerant than the
tested nodes, this will lead to an unreliable system. Furthermore, reliable handling of
failures would not be possible. Even if the self-defined safe operating area is designed
conservatively, random errors can always occur when using undervolting, especially
when not all environmental conditions (such as temperature ranges) can be studied
beforehand. For example, suppose that the calculation of the program counter goes
wrong; the MCU could be resetting constantly and would not be able to increase its
own voltage level again.
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Fig. 4. Co-processor-based system architecture for closed-loop control.

Thus, proper failure handling mechanisms should be provided to avoid such deadlock
situations. Moreover, an independent estimation of errors caused by undervolting is
necessary to decide whether an MCU has reached its absolute minimum voltage level
Vs OF not.

4.1. Closed-Loop Control Approach

A simple solution for this challenge is the implementation of a closed-loop control to
find ideal voltage levels by successive approximation. The basic idea is to lower the
voltage level step by step and to reveal the first appearance of transient malfunction
in the MCU. Once a failure caused by undervolting is detected, the absolute minimum
voltage level Vs is reached. Immediately, the voltage level is increased slightly to run
the MCU at the most energy-efficient but stable state (now referred to as the ideal
voltage level, V,,;). The advantage of a control loop is that a unique sensor node can
achieve a balanced state between faultless execution and optimum power dissipation.
Moreover, this adaptation takes place regardless of external temperature conditions or
individual characteristics that may influence the ideal voltage level, being taken care
of by the control loop.

The reliable SI can be used to realize such closed-loop control. Figure 4 shows a block
diagram of this approach.

4.1.1. MCU Spot Test. First, we must decide how the MCU can be checked to see
whether the current voltage state is ideal or not. The basic idea is that the MCU
performs certain periodic test calculations. The SI inspects the validity of the MCU
results. A periodic full test of every component of the MCU is almost impossible. For
example, the test of only one ALU operation (e.g., add) with n = 2 input variables
of m = 8Bit each would need a test vector of (2™)" = 216 cases. Another possibility
would be an IEC60730 Class B test, which is intended to prevent unsafe operation of
MCUs [Atmel 2008]. However, with the intention of further undervolting as a regular
power management technique and the paradigm of energy-efficient programming (cf.
Section 3.3), the execution time of such a Class B test bears no relation to the ex-
pected gain. On the one hand, the Class B test is very fine-grained and would check
a major part of the MCU, which leads to high detection rate of possible failures. On
the other hand, due to long test execution time, the actual application might not be
served, which would affect the application’s process flow. For this reason, a simplified
spot test strikes a balance between reliability and the overhead of fault detection. The
online detection of errors plays a significant role in several application areas (e.g.,
aerospace applications). In Rohani and Zarandi [2009], an adequate method to detect
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Single Event Upsets (SEUs) on AVR core-based microprocessors is presented. How-
ever, failures caused by ion radiation (SEU) or due to insufficient voltage levels are
almost comparable. The system state of a transistor is changed in both cases, which
leads to a bit-flip. It turns out that the arithmetic logical unit (ALU) is the most critical
point where fault injections are manifested. With the assumption that undervolting
will inject transient failures into the AVR core, too, the spot test is mainly looking at
the ALU.

Moreover, Rohani and Zarandi [2009] examined different algorithms with regard to
the detectability and occurrence of errors. It was shown that a simple matrix calculation
can be used to manifest about 86% of ALU errors. Based on these results, we designed
our spot test as a determinant calculation of a matrix multiplication:

checksum = det(A - B) with A, B € R™". (6)

In Kulau et al. [2015], we used a variant of this test and showed that errors caused
by undervolting can be detected sufficiently. We therefore omit details in this article
and refer the reader to Kulau et al. [2015]. For this purpose, the calculation of the
checksum is executed on the device under test, which is the undervolted MCU.

Since the MCU might be unreliable due to undervolting, the validation of the calcu-
lated checksum must be done by the SI.

4.1.2. Secure Instance. The SI is realized through a second tiny microcontroller. In
contrast to the main processing unit, this MCU is always supplied with an adequate
voltage level to guarantee a trusted base for processing the test scores of the main MCU.
However, other parts also can be used if they are able to generate a binary feedback of
the test scores or the calculated checksum of the main MCU (e.g., shift registers). The
advantage of using a second MCU is that the design space of a software-based SI is
much higher.

For the basic implementation of the closed-loop control approach, a very limited
computational performance is required. Mainly, the SI has to countercheck if any
failure occurs. The tasks of the SI vary from (i) forcing the main MCU to adapt the
clock rate and optimize the voltage level, up to (ii) resetting the whole sensor node if
the MCU hangs completely (as described in Section 4.2)

However, how the SI optimizes undervolting can be more complex. The supervised
learning process described in Section 6 is also executed on the SI.

With regard to already existing fault tolerance concepts for distributed systems, an
Sl is also helpful. For example, the implementation of resource-efficient byzantine fault
tolerance is possible because the SI can be used as the trusted computing base [Kapitza
et al. 2012].

4.2. lterative Self-Optimization: Protocol

At no time would it be predictable which part of the ALU is infected by undervolting
and which consequential errors might be caused. For example, a wrongly calculated
Program Counter (PC) could also lead to software resets or, in the worst case, to
a hanging MCU (deadlock). For this reason, a protocol to find ideal voltage levels
individually has to guarantee both adequate failure handling as well a trouble-free
application of the sensor node itself. In general, iterative self-optimization is based on
a very simple periodic request-response procedure. The undervolted MCU initiates a
request to obtain information on how to adjust the voltage level and clock rate. For this
purpose, the MCU sends information about its current status to the SI. Subsequently,
the SI sends a response frame back to the MCU to advise how the MCU should update
the voltage level and clock rate adaptation for the next test cycle.

ACM Transactions on Sensor Networks, Vol. 12, No. 2, Article 11, Publication date: April 2016. 63



Paper 2: IdealVolting — Reliable Undervolting on Wireless Sensor Nodes

11:12 U. Kulau et al.
le At 4%
— ! 1 Byte 2 Byte 4
) P SN g
12C 12C
T Header Data Header Dat\L
- T T
QO . _ S
s [1Bit[1Bit] 6Bit [ 8Bit |
[_Eror ] Checksum [ Temperatwre |

Fig. 5. Request Frame. Information given from the undervolted MCU to the SI.

Table Il. Possible WSN Failure States of Sensor
Node within the Periodic Data Frame

State || Description

0 | 0 || No failure

1 | 0 || WSN heartbeat timeout

0 | 1 || Remarkable retransmission rate
1 | 1 || Reserved

Although the MCU is the unreliable part, it initiates the request. However, due to
the MCU's periodic request, the SI is able to detect the worst case of a deadlocked MCU
as well. An indicator for such an error is the absence of a request frame.

In the following, a more detailed description of self-optimization based on the request-
response approach is given.

Figure 5 illustrates the request frame that is sent from the undervolted MCU to
the SI. The request data frame contains information about the condition of wireless
communication. According to Kulau et al. [2015], depending on the selected clock rate,
undervolting may additionally infect the RF-section of a sensor node. Hence, we need
information on whether a failure on the wireless connection of the node occurred.
Therefore, the data frame has a 2-bit wide field to indicate error states. The definition
of theses states is given in Table II.

However, an SI does not have to react promptly on every WSN failure notification. The
WSN heartbeat timeout or an increasing retransmission rate could be caused by other
external events as well (e.g., interference, moving nodes, etc.). At this point, it should
be mentioned that WSN failure states are not implemented in this work. Undervolting
the transceiver unit would go beyond the scope of this work. Thus, whenever we use the
transceiver unit, we take care that the core voltage level is always above the minimum
recommended voltage level V = 1.8V.

The ALU is the first component of the MCU that may suffer from a lowered voltage
level. To detect calculation errors, we use the test method described in Section 4.1.1
(matrix multiplication). The checksum contains the result of this test performed on
the MCU and sent to the SI. The SI compares the value of the checksum with its
own calculation results and checks whether it is valid. In this case, the checksum is
6 bits wide so that the result of the calculation has to be —2° < checksum < 2° — 1.
According to preliminary studies [Kulau et al. 2015], this number range together with
the presented test method is sufficient to detect ALU failures caused by undervolting.

The temperature value in the second byte of the data frame is at this point the first
optional information sent to the SI. For the concept of closed-loop control (cf. Figure 4),
information on whether a failure occurs is entirely sufficient. Failures provoked through
environmental changes (e.g., drop of temperature) are covered anyway, because the SI
has no knowledge of the circumstance that caused the failure. Nevertheless, informa-
tion about temperature can help to avoid failures in the future. The correlation between
temperature and the appearance of failures can be used by the SI to derive a heuristic,
which is part of the supervised learning implementation (cf. Section 6).
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Fig. 6. Response data frame from the SI to the MCU.

Because the interconnection of our approach is realized through the I2C bus, the data
frame comes with a communication overhead of only 1 byte. In the first instance, the
data frame itself needs only 2 bytes, but later it will be extended for the implementation
of supervised learning. The frame should always be fairly short to minimize its influence
on the timings of the actual application. Furthermore, a larger data frame would force
the SI to stay active over a longer period of time due to a prolonged data transfer.
However, in high speed mode (SCL = 400kHz) the transmission of a byte lasts only
~20us.

A more indirect but important piece of information is the time between two data
frames A¢. In Kulau et al. [2015], it was mentioned that the voltage level influences
the clock rate of the MCU if an internal RC-oscillator is used for clock generation.
Provided that the main clock of the MCU is responsible for triggering the periodic data
frame, At gives indirect information about the actual clock rate f.,,. Hence, the SI
can send binary feedback if f.,, has to be increased, decreased, or held constant. Of
course, the SI can generate a more complex response to accelerate recalibration to the
desired clock rate. However, as evaluated in Kulau et al. [2015], a simple feedback-
based calibration is sufficient.

Additionally, A¢ indicates whether the MCU is still working. We observed that a
failure of the ALU test does not imply that the MCU fails completely. After the reception
of false checksum values, the SI advises the MCU to increase its voltage level to prevent
further failures. However, a wrong ALU calculation may also infect the PC result. It
could happen that the PC jumps to an unused memory address and, as a consequence,
the MCU hangs. In that case, an internal MCU watchdog would not be a solution
because a trigger by the watchdog would only force a reset without resetting the voltage
level. This would be the worst case because the sensor node is not able to return to a
safe operating state. With our system design, the SI is able to solve this issue in the
following manner.

Whenever At > #imeons. the SI recognizes that the MCU is no longer available. The
SI acts like an external watchdog and resets the sensor node in three steps:

(1) The SI pulls the reset line of the MCU to ensure that the MCU does not effect the
I2C bus (Tri-State).

(2) The SI becomes an I2C master device to control the voltage scaling module. The
voltage level is set back to V(f,.).

(3) The SI becomes a I2C slave device again and releases the reset line of the MCU.

Thus, even if the worst case of undervolting happens, this does not lead to a complete
outage. A node is just not available for ~#;.0u:. For the other nodes in the WSN, this
temporary breakdown of a sensor node equals a suddenly disappearing and reappearing
node. Under the assumption that WSNs are able to handle structural changes in the
network per se, this does not lead to any significant problems. Algorithms [Suomela
2013], MAC protocols [Lee et al. 2006], and routing algorithms [Winter et al. 2012] for
WSNs are designed to be fault tolerant.
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Table lIl. Binary Feedback to the MCU: How to
Modify the Clock Rate Calibration

State H Description

0 | 0 || No recalibration

1 | 0 || Increase clock rate

0 | 1 || Decrease clock rate

1 | 1 || Reset calibration register to default value

In addition to the connection between the SI and the MCU, the I2C bus may be
shared with other peripheral components like sensors, actuators, or memories. Hence,
the correct functionality of this bus is required. Failures may lead to lost or modified
data transfers while interacting with the peripherals. Another effect when using the
I2C bus as the interconnection to the SI is that a malfunction of this interface through
undervolting might influence the checksum result of the data frame. However, in the
first instance, we are only interested if a failure occurs. Whether it was a wrong ALU
calculation or an I2C bus error is not important. Indeed, over time, it will be possible to
observe different sources of errors, and it would be wasteful if this information is not
used for further optimization. Yet, the SI is able to decide how to adapt the voltage level
and clock rate. If any failure occurs, the voltage level has to be increased immediately.
Otherwise, the voltage level can be decreased gradually or hold constant depending on
the further usage of the proposed protocol. The SI propagates this information to the
MCU by a response frame as follows:

The first two bits contain the binary feedback for the recalibration of the clock rate
(clock rate adjustment). Table III describes the 2-bit feedback to the MCU.

Like many other MCUs, the ATmegal284p MCU offers a register to calibrate the
internal RC-oscillator (called the OSCCAL register). For this implementation, the OS-
CCAL register is fed by binary feedback to mitigate the impact of undervolting on the
clock rate f.,,. It would be possible to improve the recovery of f.,, further by giving
more detailed information. However, for that, the response data frame would have to
be spread to more bits. For example, we could send the entire value for a calibration
register back to the MCU; this is part of the supervised learning process. Nevertheless,
in this case, a linear recalibration is sufficient.

The second byte of the response data frame indicates the change of the actual voltage
level. With regard to the later implementation, we assume that the voltage level is
defined by an 8-bit register. A too-fast drop of the voltage level could have a negative
influence on the clock rate and could cause errors. Thus, it is recommended to lower the
voltage level only stepwise. After reception of the voltage level adaptation, the MCU
takes the new register value and forwards it to the I?C voltage scaling module.

Why does the MCU and not the SI control the voltage scaling module? All relevant
parts are connected to the I2C bus, so, in general and as described above, the SI would
be able to access the voltage level. The major reason is that the SI is nothing more
than a reliable oracle. Therefore, the SI should be passive and only intervene when
the sensor node is in a deadlock. To control the voltage scaling module, the SI has to
become an I2C master. Thus, the I2C bus is shared by two master devices. This means
that the bus lead has to be arbitrated. In the worst case, the SI would never get the
permission to write on the bus, or it could block overlaying applications from using the
I2C bus. For this reason, the MCU is responsible for all master I2C transactions except
for deadlocks (as explained earlier).

4.3. Finding Ideal Voltage Levels: Functionality Tests

It is essential to know whether the proposed automated finding of ideal voltage levels
Vopt 1s a firm base for further implementation. Thus, before deriving more sophisticated
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Fig. 7. Iterative self-optimized undervolting, general functionality. At the dotted vertical lines, an error is
detected.

algorithms to achieve energy efficiency, reliability, and robustness, the functionality of
iterative self-optimization has to be tested. Moreover, with regard to the lifetime of
sensor nodes, it would be useful to know how undervolting performs in a real WSN to
estimated the expected gain.

For this interim evaluation, the undervolting-capable sensor nodes presented in
Section 3 were used. At this point, all experiments were performed in a non-varying
laboratory condition at T}, ~ 22°C. However, because temperature has a strong impact
on the threshold voltage of CMOS gates, the general reliability of finding ideal voltage
levels at different temperatures is considered as well.

The nodes were all running at 4MHz (nominal minimum voltage 1.8V') because this
is the most interesting and challenging use case for the specific MCU [Kulau et al.
2013]. For long-term evaluation, the nodes were set to the MCU’s default clock rate of
8MHz (nominal minimum voltage V(f.,, = 8MHz) = 2.4V).

The general functionality of self-optimization can be seen in Figure 7. For these
measurements, the voltage level has been decreased gradually. Starting at ~1.78V, the
algorithm lowers the voltage every 10 iteration steps; thus, in this case, every tenth
second. The lower part of Figure 7 shows a magnification of the lower right part of
the upper curve. Any time an error occurs, the absolute minimum voltage level V; is
reached. Subsequently, the voltage is raised by two intervals and then lowered again to
show the repeatability of finding ideal voltage levels. Obviously, the cyclic algorithm of
readapting the voltage level continuously is not ideal because unnecessary failures are
provoked. However, the evaluation shows the general functionality of self-optimizing
undervolting and the reliable detection of failure states using this approach.

4.3.1. lterative Self-Optimization. We tested the iterative self-optimization with four dif-
ferent prototypes. Figure 8 shows that they all behave similarly, but, due to individ-
ual differences, the ideal voltage level is different for every node. For the four tested
nodes at T, ~ 22°C, the lowest voltage at which accurate functionality is achieved is
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between V,,;, = 1.48V and V,,,, = 1.60V, with a mean of V,,.,, = 1.53V and an average

standard deviation & = 0.037V.

4.3.2. Clock Rate Stabilization. The internal oscillator of an MCU is voltage dependent,
as mentioned in Section 4.2 and in Kulau et al. [2015]. Figure 9 shows that without a
recalibration (black line), the period of a data frame would increase during decreasing
system voltage. Because this would lead to evident errors (e.g., at UART transmis-
sions), the clock rate has to be recalibrated. The functionality of the protocol-based
recalibration of three nodes can also be seen in Figure 9; the accuracy of the calibrated
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Fig. 10. Long-term evaluation with four undervolted nodes.

frequency depends on the actual voltage level and individual effects. The accuracy of
our implementation is higher than 98.5% for every node.

4.3.3. Increased Energy Efficiency — Long-Term Evaluation. The goal of this evaluation is to
show the huge energy saving potential of undervolting. Moreover, it should show that
an undervolted system does not only work in short-term laboratory settings.

We set up a simple scenario consisting of five nodes: four undervolted nodes and one
normal node without undervolting for comparison purposes. All nodes were equipped
with two AAA batteries each and placed in an office to measure the environmental
temperature. All nodes sent their data to a sink node via an IEEE 802.15.4 radio link.

On four nodes, self-optimizing undervolting was used to discover an ideal voltage
level. After determining this operating point, the voltage level would only have to
readapt if and when a failure occurs. However, reliable operation is continuously
controlled by the SI. Therefore, the SI verifies the checksum and recalibrates the
clock rate with a static period of #,s.e; = 1s as described in Section 4.2. As men-
tioned, for this evaluation, all nodes were set to the MCU’s default clock rate of
fepu = 8MHz. The normal node was set to the minimum recommended voltage level of
V(fepu = 8MHz) = 2.4V [Atmel 2010]. Hence, we compared our undervolting approach
with the hitherto ideal operation point.

Figure 10 shows the setup of this evaluation. An ADC of the SI was used to sample
and send the battery voltage levels together with the payload data of the temperature
measurement application. The resulting discharge curves of the batteries are shown in
Figure 11. We declared the lifespan of a node to last from the first to the last received
packet. In case of the “normal” node, the last voltage values below the recommended
2.4V were also counted in the lifetime. The undervolted nodes settled at a voltage level
0f1.834V <V < 1.891V, which corresponds to a deviation from the nominal voltage of
21.2% < AV < 23.58%.

The results show that undervolting increases the lifetime up to 42.27%, which is
comparable to the short tests done in preliminary studies [Kulau et al. 2015]. A more
detailed view of the lifetime improvements is given in Table IV.

A previous mentioned advantage of undervolting is that it does not influence the fur-
ther usage of the MCU. For this reason, it is essential to know whether undervolting
has a negative impact on the overlaying application. In this case, the exemplary ap-
plication was measuring the temperature of an office. Hence, temperature was sensed
and continuously compensated for by using calibration coefficients and a predefined al-
gorithm of the temperature sensor [Bosch-Sensortec 2009] itself. Figure 12 shows that
undervolting does not influence the measurement in respect to the correct execution
of the compensation algorithm. Compared to the normal node, the highest deviation is
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Fig. 11. Battery discharge curves of the long-term evaluation. The usage of self-optimizing undervolting

prolongs the lifetime of the nodes significantly.

Table IV. Prolongation of the Lifetime Compared to a
DVS-Capable Sensor Node

Node

L1 [ 2

E

[ 4

Improvement [%] [ 35.76 | 40.89 | 42.27 | 39.61
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Fig. 12. Aggregated temperature values at the sink node of the long-term evaluation. No significant impact
is seen on the overlying application using the undervolting approach.
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Fig. 13. The ideal voltage level shows a significant temperature dependency. Note: Different environmental
conditions do not have any impact on the reliable finding of ideal voltage levels.

less than 2%, which is not attributable to undervolting because the declared accuracy
of the sensors is already +3%.

During the whole evaluation, no abnormal behavior of the Received Signal Strength
Indicator (RSSI) or other restraints of link quality was observed. Of course, in this
case, a minimum voltage level of 1.834V is higher than the specified minimum supply
voltage of the transceiver. Thus, potential communication failures would only have
been attributed to bus errors.

4.3.4. Influence of Temperature. Up to now, the presented approach deals with almost
static environmental conditions. However, in Section 2, the use of undervolting was
motivated by the strong connection between the threshold voltage of CMOS parts and
the external temperature. From this, it follows that, in addition to individual differ-
ences between the sensor node’s hardware, the ideal voltage level shows a significant
temperature dependency, as shown in our preliminary studies [Kulau et al. 2015].

So far, it is known that a higher temperature leads to a lower ideal voltage level
and vice versa. Thus, active undervolting can compensate the effect that the current
consumption of MCUs grow with higher temperatures. Moreover, higher temperatures
lead to more energy-efficient MCU states.

Nevertheless, while the self-optimizing approach performs well under constant en-
vironmental conditions, it is important to know whether ideal voltage levels can be
adjusted using this approach. Therefore, a node was exposed to different tempera-
tures while performing the self-optimization process. Figure 13 shows results of this
measurement using the same node at three different temperatures.

This specific node still works with a minimal voltage of 1.48V at a temperature of
Thot =~ 45°C. At a temperature of T,y ~ 7°C, accurate functionality is only given if
the voltage level is not below 1.62V. However, the basic functionality of the automated
finding of ideal voltage levels is not influenced by different temperatures. Thus, it is
possible to adapt the voltage level to the ideal state even for various environmental
conditions, which is essential for the usage of undervolting in real WSN applications.
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Fig. 14. Measurement of the temperature value (die temperature) of some exemplary WSN application
areas.

5. CONSIDERING ENVIRONMENTAL CONDITIONS

Even without an allegedly daring energy management technique like undervolting, a
classical WSN already struggles with outdoor deployments [Boano et al. 2013, 2014;
Beutel et al. 2011]. Highly varying temperature especially leads to decreased efficiency
in the entire WSN. For example, temperature fluctuations have a strong impact on clock
drift, which might effect time synchronizations. Considering the already required clock
recalibration with the aid of the SI (cf. Section 4.3.2), this issue can be mitigated as a
side effect when checking the main MCU periodically. Indeed, it should be mentioned
that the SI needs a temperature-stable reference clock to generate usable feedback for
main clock recalibration.

In addition to this effect, the probability of hanging in resetting nodes is also higher
so that running a WSN for quasi “normal” conditions already becomes a challenge.
However, with the background of CMOS gate temperature dependency and the concept
of active undervolting with the aid of a control loop, it could be possible to achieve both
a more energy-efficient and robust WSN even in challenging environments.

To estimate how deployed sensor nodes are stressed by their environmental condi-
tions, we measured the die temperature of an IC on the undervolting-capable sensor
nodes (cf. Section 3) of some exemplary application areas (outdoor, basement, office,
car). The measurements took place in central Europe with a sample rate of 0.2Hz. For
this evaluation, we did not set the voltage level below the specifications.

Figure 14 shows the absolute temperature values for a period of approximately one
day where the start time of the measurements is about 4 p.m. Whereas nodes inside
a building are less exposed to varying temperatures, outdoor deployments experience
a wide temperature range even in a single day, conceivably between 5°C and 65°C.
Indeed, when nodes are exposed to sunlight, the absorption of the IR-radiation leads
to temperature values much higher than the actual air temperature. Long-term eval-
uations showed that temperatures up to 83°C are reached [Boano et al. 2013].

The measurements in Figure 15 also show that outdoor nodes are exposed to a higher
variation in temperatures compared to indoor deployments. Even within a few minutes
the temperature varies between several degrees. With regard to Section 4.3, these
varying environmental conditions may provoke failures or inefficient energy usage.
Feedback on whether the absolute minimum voltage level Vs is reached is indicated
by the detection of a provoked error caused by undervolting. Hence, at least one failure
occurs whenever a new ideal voltage level is searched due to changes in temperature.
It is possible that the disadvantage of potential errors could be higher than the energy
savings under specific environmental conditions.
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Fig. 15. Temperature change within one minute.

Thus, using the strong temperature-dependent concept of undervolting becomes a
challenge. Dropping temperatures especially could lead to unstable system states when
setting the voltage level to the edge of functionality. Conversely, in anticipation of such
high temperatures, the voltage level of nodes can be lowered even further. All in all,
assuming that the ideal voltage level is bounded by the actual temperature, the energy
efficiency of a sensor node will depend on its current context.

Another potential optimization, when the characteristics of the environmental pecu-
liarities are known, is to adapt the period of the control loop dynamically. In Section 3.3,
the overhead due to additional hardware complexity (SI usage, level translator) was
mentioned. A more stable environment leads to longer intervals of the control loop
and therefore to fewer duty cycles. On the other hand, a stressful outdoor usage would
cause a shorter period. Here, the update interval is set to a static value of 1s (highest).
Experience with deployed and undervolted WSNs will provide information that may
be used in future work to model a dynamic interval or a reactive adaptation.

However, to achieve reliable undervolting on the sensor nodes, the simple control
loop has to be extended. Otherwise the hitherto proposed control of active undervolt-
ing would only be useful for mostly homogeneous application areas. The next section
introduces supervised learning methods to extend the applicability substantially.

6. SUPERVISED LEARNING

By aggregating ideal voltage levels together with environmental information, a sensor
node can learn from its surrounding world over time. However, learning first needs
the ability to remember certain events. Beyond that, this memory can be used to draw
conclusions that help to improve the actions of the specific nodes continuously.

In our system, these memorizable events are detected failures caused by undervolting
while finding ideal voltage levels. Thus, it is possible to determine which voltage level
is suitable at which temperature and how the clock rate has to be adjusted for those
operation points. Moreover, a learning approach means that a sensor node should not
run into every possible failure. Hence, in Section 6.2, a subset of operating points is

used to predict further system states. The whole supervised learning process is part of
the SI.

6.1. Learning Phase

Figure 16 shows the components and flowchart of the learning approach to adapt
voltage level and clock rate as a function of temperature. The initial state of the
learning phase starts by searching the ideal voltage level for the current environmental
condition V,,(T"). This process was described and evaluated in Section 4.
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Fig. 16. Principle of the supervised learning approach for undervolted nodes. Assured states (ideal voltage
level and recalibration register) are stored in a table.

After finding V,,,(T'), the temperature is used as the input for a function x(7") to
calculate the table index of the corresponding settings. The quantization of the tem-
perature values leads to a reduced memory footprint of the table. The allocation of how
many temperatures are covered by one ideal voltage level depends on the specific MCU.
It is easy to condense the table in this way when the detected voltage level is used to
cover higher temperatures only. However, the increments of the characteristic curve
become coarser and energy might be wasted. Two temperature values are assigned to
one voltage level for our platform (quantization factor ¢ = 2). Equation (7) gives the
used function. T is used to cover negative temperatures:

T + Toffset
—ojset | 7

5 J (7)
A table entry consists of the triple (ideal voltage level, OSCCAL recalibration register,

Status) with the following information:

x(T) = L

Ideal Voltage Level. This is the ascertained V,,, for the current temperature 7' and
is defined as follows:

Vopt(T) = Vaps(T) + Vnu"g- (8)

The absolute minimum voltage level V,;, is reached whenever the first error is de-
tected. Running the MCU at V,;; must not mean that further execution completely fails.
Nevertheless, the probability of occurring failures is considerably increased. Hence,
Vs 1s adjusted by a safety margin V,,,. However, this supervised learning approach
would not fail even if V,,, is set to zero; indeed, it allows different strategies. The dis-
advantage of such a setting compared to conservative settings of V,,, is an increased
amount of errors within the learning phase. On the other hand, an oversized margin
will curb the possible energy savings. In practice, we set V,,, ~ 15mV as is a sufficient
tradeoff between reliability and energy efficiency.

OSCCAL Recalibration Register. As mentioned earlier, the clock rate of the MCU
is influenced by undervolting. To recalibrate the main clock, the MCU ATmegal284p
[Atmel 2010] offers an OSCCAL that is accessible by software during runtime. Be-
cause the recalibration is done continuously, the OSCCAL register is always up-to-date.
Hence, when finding a stable state, OSCCAL can be associated directly.

Why should the value of OSCCAL be stored when recalibration is done continuously:
In connection with energy efficiency, the SI adds a non-negligible overhead that has
to be exceeded by the benefit of undervolting, as described in Section 3.3. As soon as
a node has learned enough table entries, the periodic execution of the control loop is
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unnecessary. After sending the information of ideal states as a function of the environ-
mental temperature to the main MCU, the SI can be switched off to save even more
energy (cf. Section 3.3).

Status. The status entry simply holds information for the processing. In addition to
the information on whether an ideal state for a given temperature exists, it indicates
whether this state is ascertained or predicted. For further use cases, it can also indicate
the reliability of an entry by, for example, taking into account the average duration
without any error.

Considering DVS techniques, it would further be possible to expand the table by the
dimension of the clock rate f.,,. However, due to limited memory capabilities of the SI,
we focused here on a fixed clock rate to optimize dynamic power management (DPM)
by IdealVolting.

6.2. Prediction

The goal of the second phase is to derive a trend that can be used to predict ideal voltage
levels even for unknown environmental conditions. With regard to the reliability of the
node, a prediction of ideal voltage levels would be of enormous benefit. Assuming that
only the learning phase would be used, every new temperature would cause an error
before the corresponding V,, is stored. Hence, to shorten the learning phase, some
ascertained table entries are used to predict the missing ideal voltage levels.

Considering Equation (2), the threshold voltage of a CMOS-based MCU depends
on the temperature coefficient «. Because a coefficient is equivalent to a factor, we
assume a linear dependency of V,,; and the temperature T'. Measured results in a
climatic chamber [Kulau et al. 2015] and previous long-term measurements of under-
volting confirm a linear connection between voltage level and temperature. A higher
temperature leads to a lower ideal voltage level and vice versa.

However, the straight proportional dependency of V,,; on the temperature simplifies
the prediction. A special case of regression analysis, linear regression, can be used to
estimate the slope m and the y-intercept b. Together with the function x(7') of the
table described in Section 6.1, ideal voltage levels can be given as a function of the
temperature T (disturbance variable er):

Vopt(T) = [m-x(T) + b] + €r. 9

Consider n as the number of ascertained ideal voltage levels V,,, stored at table
index x4. Then, the slope m is calculated by the following equation:

g Vg, — bz Vo)

(10)
Y oa1 Xa? — (i)’
By using m, the intercept b is given as:
n n
b— 2 d=1Vopty  Dg-1%d m (11)
n n

Because the voltage level of the I2C voltage scaling module is set by an 8-bit reg-
ister, the calculated result of V,,(T') is rounded to the corresponding integer value
(cf. Equation (9)). Both rounding and linear regression show that a disturbance ¢ is
part of the calculated optimum voltage level. On the one hand, e; > 0 would have a
slightly negative effect on energy efficiency. On the other, er < 0 could jeopardize the
postulated reliability of this approach. To ensure a safe execution of applications, all
er have to be lower than the safety margin V,,, of Equation (8):

IeTl < le‘g A Vopt(T)- (12)

ACM Transactions on Sensor Networks, Vol. 12, No. 2, Article 11, Publication date: April 2016. 75



Paper 2: IdealVolting — Reliable Undervolting on Wireless Sensor Nodes

11:24 U. Kulau et al.

-
"
+
+
"

|
N
TT T 1T
IR B
|
N

_4 I | | | | ! ! ! _4
2 3 4 5 6 7 8 9
ascertained ideal voltage levels n

Fig. 17. Averaged deviation of the predicted optimum voltage levels from the measured ones. Deviations
below the dashed line could lead to unreliable execution.

How many ideal voltage levels n have to be found before a prediction fulfills Equa-
tion (12). For this purpose, we draw on our previous studies [Kulau et al. 2015], where
ideal voltage levels were ascertained by measurements in a climatic chamber. This ref-
erence measurement was used to verify the prediction of ideal levels. First, we defined
every permutation of a subset of ideal levels with different sizes n. Based on these
subsets, we executed the prediction and compared the results with the reference mea-
surement. The deviations from the predicted values compared to the measured ones is
shown in Figure 17.

Figure 17 shows that the accuracy of the predictions grows with the number of
ascertained ideal voltage levels that are taken into account. This dependence was
expected. Fortunately, only n = 5 points are necessary to predict an almost reliable and
energy- efficient characteristic voltage curve V,,(T'). Initially for our implementation,
we conservatively set the threshold for the start of prediction ton > 7.

However, a decent prediction is only possible on the assumption that the amount of
the ascertained ideal voltage levels is free of outliers. Especially when dealing with
undervolting, the values listed in the table of the learning phase should be validated
before starting the prediction. An adequate procedure is to take the standard deviation
into account, for example by using the 20 —method:

Vopty = Vopty > 9 (13)

Vopt, is outlier < ‘
g

21 Vopty

tq n
1 n T—\2
and o0 = /=7 - g1 (Voptd - VOPtd>

When an outlier is detected, there are several ways to solve this issue. Our imple-
mentation deletes the corrupted entry and decreases n. Thus, the prediction is deferred.
Another possibility could be to repair the outlier by using, for example, Equation (9).
One solution is to substitute the entry with the mean value of neighboring entries.
However, interpolated values would add extra uncertaintly to the prediction.

In addition to the voltage level, a table entry contains the register value OSCCAL
for recalibration of the clock rate. The process of recalibration is estimated as a linear

function, too. Hence, we use the same methods just described to predict the missing
OSCCAL values.

with Vop
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Fig. 18. Implementation of the Control Loop — I?C communication protocol between the main MCU and
the SIL.

7. IMPLEMENTATION

As mentioned, the major part of the software implementation of active undervolting
is part of the SI. One advantage of the request-response mechanism is that the soft-
ware overhead on part of the main MCU is low. For example, a simple concurrent
Contiki [Dunkels et al. 2004] process is absolutely sufficient and influences application
processes only slightly. However, compared to the simple communication protocol of
the automated detection of ideal voltage levels (cf. Section 4.2), a bit more effort to
achieve the supervised learning method is needed because the exchanged frames are
more complex. Figure 18 shows the principle of this communication.

A request frame from the main MCU to the SI (MCU — SI) contains four bytes. In
the first instance, the information of a request frame helps the SI to decide whether
the MCU runs stable or not. An alternating bit (alt) is part of the first byte. If the SI
receives the same bit twice, something probably went wrong. An example for this could
be that undervolting leads to a software reset by calculating the PC as zero. Other bits
of the first byte are used to control the functionality of the SI, like enabling or disabling
the external watchdog (wtd). The second byte contains the result of the MCU spot test
whereby the SI checks for calculation errors. Of course, information about the current
temperature is part of the request frame because the supervised learning approach is
based on the correlation between the minimum voltage level and the corresponding
temperature. The value of the recalibration register (OSCCAL) is sent to the SI to
countercheck the current clock rate settings.

The information of a request frame is used to indicate ideal voltage levels at different
environmental conditions and store those working points in a table. So, in general, the
SI implements the flowchart presented in Figure 16. The program paradigm of the SI is
automata-based programming. Thus, the software implementation as a state machine
allows the verification of functionality and ensures determinism. Moreover, with regard
to the prediction of further operating points (cf. Section 6.2), a state machine is easy to
expand by simply adding transitions.

During calculations, the SI sets a lock bit which indicates that the SI is busy because
the calculation has not finished yet. Subsequently, the new values for setting the voltage
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Fig. 19. Summary of the operation of the control loop to self-optimize the ideal voltage level adaptation.
Note that the given flowchart is solely a rough draft of the implementation.

level and recalibration register are offered in the response. In addition, the SI could
offer debug information like logged failures, fill level of table, or the time of the last
control loop cycle. Afterward, the SI awaits the next request frame, which is triggered
by the main MCU. Whenever a request frame is missing, the SI forces the main MCU
to be reset. Thus, a deadlock situation caused by undervolting or other influences is
avoided by the external watchdog (cf. Section 4.2).

To summarize the operation of IdealVolting, Figure 19 gives an overview of how the
adaptation of ideal voltage levels is implemented. The duty-cycle of the SI implemen-
tation is 0.58%.

8. EVALUATION

Evaluations demonstrate the overall functionality, effectiveness, reliability, and usabil-
ity of the presented approach.

Here, we are less focused on the energy-saving effects of undervolting than in
Kulau et al. [2015], and the evaluation in Section 4.3.3 already showed the enormous
potential energy savings of undervolting. Nevertheless, a comparative evaluation
of undervolting as provided by IdealVolting against other state-of-the-art energy
management techniques is also part of this section.

8.1. Learning Phase: Long-Term Observations

In Section 4.3.3, a long-term evaluation showed that a stable WSN application is
ensured even though the nodes are set below the manufacturer’s recommended volt-
age level. However, this test took place within an office building and the nodes were
less stressed by environmental changes. Hence, an evaluation is needed to show the

78 ACM Transactions on Sensor Networks, Vol. 12, No. 2, Article 11, Publication date: April 2016.



appeared in ACM Transactions on Sensor Networks Volume 12, Issue 2, April 2016

IdealVolting: Reliable Undervolting on Wireless Sensor Nodes 11:27
< Node 1 ¢ Node 2 4 Node 3 o Node 4(Ref) -—+-- Temperature
E E TT | rrTrrrrrrTT | TrT T T TTT1TTTd | TTTTTTTTT | TTT T TTTTT | TT 4 m
BRI I 0 33
2 2
a B I 1 2
g m II |II|“ ! 1 II | | | T I | I | I . I | T N | | Ll 1
1.82

[rrrrrrrrerrrrprerrrrrrr [ rrrrrrrrrrrrr rrr T rd

Temperature [°C]
Voltage Level [V]

07/27 07/29 07/31 08/02 08/04
time

Fig. 20. Temperature measurement and voltage levels of 10 days of experiment in an attic with three
supervised learning undervolted nodes at f.,, = 4MHz (without prediction process).

long-term stability of undervolted nodes deployed in challenging environments, espe-
cially under realistic temperature changes (cf. Section 5).

During this evaluation, the prediction process is disabled. The goal is to show the
principle of the learning phase and that ascertained states are safe (i.e., that they
are a reliable basis with which to predict further states). Overall, we used four nodes
and deployed them in an attic in summer. Three of these nodes were undervolted; the
fourth node used a regular voltage level for reference purposes. During this evaluation,
the clock rates of the nodes were set to f.,, = 4MHz, which leads to a minimum
recommended voltage level of V(f.,, = 4MHz) = 1.8V according to the datasheet.

Figure 20 shows that this level is significantly undershot by all undervolted nodes.
Thus, since the voltage level has a quadratic influence on the power dissipation of
CMOS gates [Tietze and Schenk 2007], all undervolted nodes operated with notably
increased energy efficiency.

As noted, during this 10-day evaluation the prediction process was disabled. While
the nodes execute the learning phase, every unknown temperature leads to an error
because of the feedback for readapting the voltage level. Especially at the beginning,
the amount of detected errors is considerably increased (as can be seen in the upper
part of Figure 20). Every new temperature value adds an entry to the table of a
node. From this, it follows that after the first day cycle the density of errors drops as
stable states are already ascertained for most recurring environmental temperatures.
Later, sporadic errors occur whenever the nodes are exposed to hitherto unknown
temperature values. Thus, with regard to lifetimes of several months, the total amount
of errors will decrease even further. Yet, some errors may still be provoked whenever
an ideal voltage level is searched for a new temperature.

8.2. Function Test of IdealVolting

To limit the absolute amount of errors, in Section 6.2 the prediction process was pre-
sented. The learning phase together with the prediction process allows for the reliable
usage of undervolting (IdealVolting). For this evaluation, we used a climatic chamber
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Fig. 21. Two independent measurements in a climatic chamber with four nodes using the supervised learn-

ing approach. The temperature values were measured by the nodes themselves, but they are also validated
against a non-undervolted reference node.

to achieve widespread temperatures within a short time compared to real-world de-
ployments. In this case, we used four nodes running the presented implementation of
the supervised learning approach plus prediction. Every node executes an exemplary
application that samples the temperature of a pressure sensor and continuously com-
pensates the raw values by a predefined algorithm. Application data and information
about the state of the supervised learning process were send to a sink node via an IEEE
802.15.4 wireless link. The clock rates of the nodes were set to f.,, = 8MHz, which
leads to a minimum recommended voltage level of V(f.,, = 8MHz) = 2.4V according
to the datasheet.

Figures 21(a) and (b) show the results of two independent measurements. At the
beginning, the voltage level is lowered from V = 2.4V linearly until the first unstable
state is found. Just as in the previous evaluation, first every new temperature value
evokes errors due to the searching for ideal voltage levels. However, in Figure 21(a)
it can be seen that after about seven detected errors, which corresponds to n = 7
ascertained ideal voltage levels V,,/(T), the prediction is executed (vertical, dashed
lines). Although the nodes are exposed to unknown temperature conditions afterward,
no more errors are detected due to prediction. The same result is obtained by the second
measurement (cf. Figure 21(b)). Conspicuous is the deferred execution of the prediction
of node 2: Compared to the other nodes, node 2 was not able to ascertain the same
amount of table entries in the same period of time. However, the missing states for
prediction are collected later. Afterward, node 2 is as reliable as the other nodes.

Both measurements show that the voltage level of each node is individually adapted
to the environmental temperature. A higher temperature leads to a lower voltage level
and vice versa. Thus, the general effect of increased CMOS gate current consumption
at higher temperatures is compensated for; indeed, in this case, the node’s energy ef-
ficiency is even increased. For measurement 1, Figure 22 depicts the characteristic
voltage curves—either ascertained or predicted—as a function of the temperature for
all four nodes. It can be seen that every node has its individual characteristic regard-
ing minimum voltage level (intercept) and temperature dependency (slope). From the
characteristic voltage curves, it follows that, according to the energy efficiency within a
WSN, using IdealVolting will add more heterogeneity. For example, in further applica-
tions, the individual energy footprint of nodes could be used to optimize load balancing
or routing schemes.
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Fig. 22. Characteristic voltage curves. Ideal voltage levels as a function of temperature. Ascertained and
predicted states of the first climatic chamber measurement.

Table V. Mean Deviation and Standard Deviation of the Temperature
Measurement Compared to the Reference Node

Node 1 | Node 2 | Node 3 | Node 4
mean deviation [%] 2.264 0.6255 0.521 0.966
standard deviation o [%] 3.219 2.558 3.1584 | 2.775

8.3. Quality of Sensing: Varying Conditions

The exemplary overlaying application of the previous evaluation was to sample, com-
pensate, and send the temperature value of a sensor to a sink node. Once again, to show
that the presented approach does not have a negative impact on the quality of sensing,
we compared the received temperature values with those of a reference node. Table V
gives the deviation of all values of climatic chamber measurement 1. The average stan-
dard deviation is about 3%. In this case, this equals a total deviation of AT ~ 0.77°C.
Considering the declared accuracy of the sensors (£3%), it is hardly attributable to
undervolting.

8.4. Robustness

To test the robustness of the IdealVolting implementation, we used a light bulb as
a heat source and a freezer to cool down a node abruptly. The process of supervised
learning and prediction is the same as described earlier. Figure 23 illustrates this short
test and the outcome.

To simulate a challenging environment, we exposed the node to sporadic varying
temperatures. The different colors indicate how the current voltage level was selected.
The node starts with the iterative search of ideal voltage levels. The searching is
increasingly replaced by ascertained ideal voltage levels, and, after 1400s the prediction
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Fig. 23. Testing the robustness of IdealVolting by using a lightbulb as heat source and a freezer to cool down
the node abruptly.

took place (dashed line). After prediction, the node was alternately placed in a freezer
or under a lightbulb to generate a sudden drop or rise of temperatures. However, after
the prediction, no error was detected, which allows IdealVolting to be used in rough
environmental conditions as described in Section 5.

8.5. Reliability: Long-term Outdoor Evaluation of IdealVolting

To summarize long-term evaluation, one node from the previous evaluation was de-
ployed outdoors in central Europe to measure the environmental temperature. The
collected temperature values and various status information were sent to a sink node
via an IEEE 802.15.4 wireless link. The sink node was placed indoors. The clock rate
of the nodes was set to f.,, = SMHz.

In addition to the measurement task, the outdoor node executed the proposed Ide-
alVolting scheme, which includes the learning phase, the prediction of further system
states, and thus the continuous adaption to energy-efficient but reliable system states
at any environmental condition. The overall duration of this evaluation was 135 days
or ~4.5 months.

8.5.1. Learning and Prediction. Figure 24 depicts the learning phase, in which the gen-
eral behavior is similar to the evaluation in Section 8.2. The node lowers the voltage
level from V(f.p, = 8MHz) = 2.4V linearly until the first ideal voltage level is found.
Depending on its environmental condition, the node collects more and more table en-
tries until the prediction process takes place (dashed line). In practice, after almost
8 hours the node was able to calculate its characteristic voltage curve, which prevents
errors for further system states.

Of the total amount of n = 7 errors throughout the long-term evaluation, all of them
occurred within the learning phase because no further errors were detected during the
remaining evaluation. In relation to the overall duration of 3,241 hours, a timespan of
8 hours with possibly sporadic errors seems to be tolerable or even negligible for many
applications. Moreover, as an extension to the presented approach, the parameters
of the characteristic curve were stored in the Electrically Erasable Programmable
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Fig. 25. Long-term evaluation of almost 4 months.

Read-Only Memory (EEPROM) of the SI. Hence, when reusing the node for further
applications, it may even skip the learning phase.

8.5.2. Long-term Results. Figure 25 shows the temperature and voltage level of the
entire evaluation span. It can be seen that an outdoor node is exposed to a challenging
environment (see Section 5). However, IdealVolting acts inversely proportional to the
temperature and thus avoids unreliable system states.

Table VI summarizes notable facts about this evaluation after the prediction process
has been performed.
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Table VI. Summary of the Long-term Evaluation (After Prediction)

Overall Single Day # Test Cycles
max | min [ mean | max A [ mean A 11646372
Temperature [°C] 47.0 -1.0 | 11.74 32.0 15.93 # Detected Errors
Voltage Level [V] 1.839 | 1.779 | 1.823 | 0.03706 0.0199 0
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Fig. 26. Comparison of undervolting comparing IdealVolting against state-of-the-art power management
techniques.

Compared to the outdoor measurement in Section 5, the maximum difference in
temperature of 32°C is rather small because the node was placed in a shady spot
without direct sunlight.

Indeed, the total amount of errors is still non-zero. As described earlier, the provoked
errors are necessary to derive the characteristic curve of the node. Yet, assuming that
a newly installed WSN often needs time to run stable anyway, the errors that occur
during the learning phase are almost negligible. Moreover, whenever no failure is
tolerable, it is possible to pre-set the nodes in the lab because the characteristic curve
is stored in the EEPROM after prediction. Hence, the node can skip the transiently
unreliable learning phase if needed.

8.6. System Gain in Power Dissipation

In Kulau et al. [2015], we showed the enormous energy savings when setting the voltage
level below the recommended specifications. Unfortunately, the presented IdealVolting
approach of a self-optimizing and reliable undervolting comes with some overhead
that has to be outweighed by the expected gain. In Sections 3.2 and 3.3, this issue
was discussed. Here, the question is whether IdealVolting is still beneficial and how it
compares to other power-management strategies.

With regard to other state-of-the-art power management techniques, this evaluation
compares IdealVolting to DPM, DVS, modDVS, and pure undervolting. modDVS is an
improved variant of DVS for low-power MCUs (see Kulau et al. [2013] for more details
about modDVS).

For a varying system load, the power dissipation of three different MCUs was mea-
sured for each of the aforementioned power management techniques. The comparison of
the gain of pure undervolting using IdealVolting against DPM, DVS, and modDV'S was
therefore always based on the average power consumption of the three MCU instances.
The deviation from nominal voltage level for undervolting compared to IdealVolting
was AV = 22.9%. The results are given in Figures 26(a) and (b).

Due to additional overhead when using IdealVolting (cf. Section 3.3), the gain drops
at low duty cycles. Hence, IdealVolting is mainly beneficial the longer a node persists
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Fig. 27. Characteristic voltage curves of the nodes that used IdealVolting. Every node shows an individual
characteristic.

in active mode. WSN applications with extraordinary sleep periods (e.g., Chen et al.
[2013]), would not gain from the current IdealVolting implementation. Nevertheless,
the presented approach can be combined with existing power management techniques
for such scenarios [Jayakumar et al. 2014]. During power-down sleep states, the pe-
riodic check of the MCU is needless. Unused components like the SI and the level
translator can be totally switched off.

8.7. Increased Energy Efficiency: Long-Term Outdoor Evaluation of IdealVolting

In Section 4.3.3, we performed a long-term evaluation of an exemplary WSN, showing
how the self-optimizing control loop ascertained ideal voltage levels. However, the
evaluation took place within an office environment so that no voltage adaptation due
to temperature fluctuations was needed.

With IdealVolting, we showed that reliable undervolting is also possible for harsh
environmental conditions. To show how IdealVolting performs against the naive ap-
proach of Section 4.3.3, we repeated this evaluation but (i) we deployed the nodes
outdoors, and (ii) we used the IdealVolting scheme. The application task and general
node settings are the same for this application; for more details about the setup of this
evaluation, refer to Section 4.3.3.

The characteristic voltage curves for the nodes running IdealVolting are given in
Figure 27. As expected, every single node shows its own characteristic in slope and
intercept.

The battery discharge curves are given in Figure 28. It can be seen that the results
are similar to those of the indoor deployment. All nodes ran stable even for varying
environmental conditions, whereas lifetime increased significantly.

The percentage improvement of the lifetime due to IdealVolting is summarized in
Table VII. With IdealVolting, the lifetime increases up to 40.78% compared to a node
powered at the recommended voltage level of V(f,, = 8MHz) = 2.4V.

For the sake of completeness, Figure 29 shows the measured temperature profiles. It
should be mentioned that the fluctuation of the evaluations’ environmental condition
was moderate. The absolute temperatures stayed at 9.2°C < T,y < 31.3°C.
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Table VII. Prolongation of the Lifetime Compared to
a Normal Sensor Node (V = 2.4V)
Node H 1 \ 2 \ 3 \ 4
Improvement [%] H 40.15 \ 40.87 \ 35.43 \ 36.31
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Fig. 29. Aggregated temperature values at the sink node of the long-term evaluation of IdealVolting
outdoors.

9. RELATED WORK AND PRELIMINARY STUDIES

One recurring challenge for several WSN application scenarios is the absence of a
sufficient and location-independent energy source. Since the improvement of battery
capacity, unluckily, does not follow Moore’s Law, other ways must be found to enhance
the lifetime of sensor nodes and networks [Christopher Mims 2011]. Talzi et al. [2007]
and Liu et al. [2004] pointed out that, especially for outdoor deployments, energy
efficiency is a key factor when setting up a maintainable WSN.
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In addition to many other approaches, adjusting the voltage level to achieve a more
energy-efficient WSN is a commonly studied technique. For example, passive methods
like that presented by Cho et al. [2007] aim to increase the average MIPS of a MCU
by adapting the clock rate f.,, of a system to the current battery state. Active meth-
ods adapt both the clock rate f.,, and the voltage level V to the actual system load.
Implementations of such DVS approaches are common practice and available even for
WSNs. Kulau et al. [2013], Hoermann et al. [2011], and Tuming et al. [2010] show the
tremendous benefit of a downscaled voltage level. However, existing DVS approaches
still act conservatively and avoid lowering the voltage level below the recommended
V(fepw)-

Using undervolting to reduce the energy consumption of processing units is not a
new idea. In connection with DVS, several articles [Wang et al. 2011; Lee and Zomaya
2010] quote undervolting as an energy-saving technique but without going into details.
However, the explicit use of lower-than-recommended voltage levels takes place at the
chip level [Kuroda et al. 1998]. Implementations like that in Lefurgy et al. [2013]
formulate a legitimation of undervolting similar to that given in the introduction.
The recommended operating voltage of MCUSs is often selected to cover worst-case
scenarios. Thus, energy is wasted when MCUs are used under moderate environmental
conditions. One advantage of on-chip solutions is that they allow users to detect failures
on-the-fly, which allows one to roll back and replay corrupted operations [Das et al.
2009].

In contrast, this article is focused on a system-level approach based on COTS ultra-
low power MCUs as used in common sensor node architectures [Biisching et al. 2012;
Moteiv Corporation 2006; Crossbow 2012].

However, for implementing active undervolting, the manufacturers of MCUs offer
insufficient information about internal structures. Nevertheless, against the backdrop
that COTS microcontrollers must be able to be undervolted, we made an experimental
feasibility analysis [Kulau et al. 2015]. The results show a significant potential for
energy savings and a sufficient way to detect errors caused by undervolting.

In summary, to the best of our knowledge, there is no related work that considers
undervolting as a regular technique to increase the energy efficiency of small embedded
devices like sensor nodes and ensures their reliable operation by providing adaptive
methods. Moreover, the presented hardware platform is the first undervolting-capable
sensor node available to investigate the effects of ideal voltage levels of real-world
deployed sensor nodes.

10. DISCUSSION AND CONCLUSION

All in all, many WSN use cases will benefit from IdealVolting. If there is a standard use
case for WSNs, then it is to record data in the field, lightly process it, and transmit it.
Beyond that, in some applications, the MCU is used for post-processing, such as data
compression [Kimura and Latifi 2005] or encryption [Chan and Perrig 2003]. Hence,
the workload of the MCU of a sensor node differs and depends on the specific WSN
application.

Up to now, we showed that the current IdealVolting implementation performs best
for higher workloads above >4% duty cycle. Nevertheless, we are working on further
optimizations of IdealVolting to increase energy efficiency even for low duty cycles.

Energy efficiency is also crucial for nearly every outdoor deployment of WSNs. When-
ever established strategies like DPM or DVS are exhausted and a node’s voltage level is
already adapted to the needed minimum as specified by the manufacturer, IdealVolting
gives a significant opportunity for further savings. Yet, simply decreasing the voltage
level under the recommended minimum is not always a good idea. The level at which a
node or an MCU still works properly depends on the clock speed, the temperature, and
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its individual properties due to deviations in the manufacturing process. Out of these
three factors, only the clock speed is controllable by the user. Therefore, a static “ideal”
voltage level computed once and for every node in a network is not possible.

Thus, we presented a supervised learning strategy for undervolting in WSNs that
covers the environmental conditions and the individual peculiarities of each individ-
ual node. This allows us to sustain the reliability of the network while the energy
consumption is significantly lowered and the lifetime is prolonged.

We showed that the presented concept is qualitatively workable and that a quan-
titative gain of up to 42% can be reached considering the energy demand of nodes.
Moreover, we demonstrated that the system can successfully learn the impact of dif-
ferent environmental conditions and effectively adapt to new situations.

Future work will include the optimization of the SI utilization and further evalua-
tions of IdealVolting in experimental WSN setups. To analyze the effects and impact
of IdealVolting on challenging WSNs applications, we are currently working on an
outdoor testbed to achieve both reliability and energy efficiency.
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Abstract—Much effort has been put into optimizing the
energy-efficiency of wireless sensor nodes, but existing work
exclusively focuses on the transceiver and the processing unit.
Nevertheless, the peripheral energy consumption may dominate
that of the entire node. We introduce the concept of a dynamically
scalable peripheral voltage supply: Even for peripheral devices,
a lower voltage level leads to a lower energy consumption. Each
peripheral requires a different minimum operating voltage, but
switching the voltage level consumes energy as well. We combine
theory and practice to present an algorithm weighing off the
benefits of a downscaled voltage level against the switching
overhead, i.e., for calculating an optimal peripheral voltage
schedule. Our approach is capable of self-parameterization and
has been implemented and tested on a prototype, saving up to
47 % of peripheral energy as compared to existing solutions.

I. INTRODUCTION

Compared to the growth of computational capabilities
(Moore’s law), the evolution of adequate mobile energy
sources is limping. Hence, a significant amount of research
aims at improving the lifetime of mobile applications like
wireless sensor networks (WSNs). In this context, Dynamic
Voltage Scaling (DVS) is a well-known technique, which
depends on the ability of a system to adapt the voltage level to
its workload. As the dynamic power consumption of CMOS
gates shows a quadratic dependency on the voltage level, DVS
helps to significantly improve the energy efficiency of micro-
electronic systems [1], which has been exploited in several
existing approaches [2], [3], [4], [5], leading to an increase of
WSN lifetime. Nevertheless, existing work exclusively focuses
on the micro-controller unit and does not consider peripherals
like memory devices, sensors, or actuators. However, for some
applications, a set of various sensors is needed [6]. Thus, the
active power consumption of the sensing unit can easily exceed
that of the micro-controller unit. For example, the current
consumption of a typical gyroscope [7] is about three times
higher than those of the msp430 [8] micro-controller.

Hence, the reduction of peripheral power consumption has
a significant impact on the overall energy efficiency of a sensor
node. Typical sensor node implementations lose much energy
to a fixed, predefined, global peripheral voltage level. In this
paper, we seize the concept of scalable peripheral voltage to
optimize the overall power consumption and thus battery life.

For this purpose, we assume an a-priori known usage
sequence of the peripheral devices on one sensor node, e. g. one
that is periodically repeated, for instance: “read sensor 1, read

sensor 2, write to external memory, read sensor 1, ...”. Every
peripheral device requires a minimum peripheral voltage level
and a lower voltage implies lower energy consumption [5]; but
switching the voltage level requires energy as well.

The current best practice is to statically set the voltage level
to the maximum of the minimum required voltage level of all
peripherals and to not change it dynamically.

Our novel approach addresses the trade-off between the
energy gain of a temporarily reduced peripheral voltage and
the corresponding switching overhead. We have developed
and implemented an algorithm calculating optimal voltage
schedules for arbitrary peripheral usage sequences. Yet, the
overhead for calculating the schedule is negligible, as the
optimal sequence of switching the voltage level is calculated
only once during startup.

We address the rather practical issue of measuring the
parameters of the involved peripheral components in our
implementation as well. The developed prototype is able to
self-parameterize every needed variable to run the algorithm.
Hence, a fully self-optimizing and generic solution is pre-
sented.

The outline of the paper is as follows: Related work
is discussed in the next section. Section III formalizes the
peripheral voltage scheduling problem and introduces notation.
Sections IV and V present our scheduling algorithm and
its practical implementation. Our approach is evaluated in
Section VI, while Section VII concludes this paper.

II. RELATED WORK

Typical DVS approaches focus on the processing unit
only [9], [3]. However, our previous work [5] considers the ef-
fects of various voltage levels on the peripherals as well. Even
peripherals like Micro-Electro-Mechanical Systems (MEMS),
which mainly consist of none-CMOS parts [10], have a re-
duced energy consumption when exposed to a downscaled
voltage level. This result leads to the idea of adapting the
peripheral voltage level to the actual sensing requests instead
of the system load.

[5] introduces an exclusive scalable voltage path for the
peripheral components. Thus, together with a non-negligible
switching overhead, the voltage level of the sensors and
memory devices can be adapted. In this context, the scheduling
problem is to find the best trade-off between reducing the
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energy consumption by temporarily lowering the voltage level
and the inferred switching costs.

Existing algorithms [11], [12] for voltage scheduling on
low-performance sensor nodes are not sufficient for this pur-
pose. In conclusion, they focus on the processing unit only or
neglect the energy costs for adapting the voltage level.

To the best of our knowledge, there is no related work
addressing the scheduling problem of finding an optimal
voltage adaption scheme.

III. THE PERIPHERAL VOLTAGE SCHEDULING PROBLEM

We consider a wireless sensor node with a set of periph-
eral hardware, typically sensors and external memory. Each
peripheral hardware device requires a minimum voltage to
be properly operated. To the best of our knowledge, the
best practice up to date is to statically configure the lowest
peripheral voltage conform to all peripheral devices’ voltage
requirements. This can be very inefficient, because most hard-
ware consumes more energy when exposed to higher voltage.
In this work, we seek to exploit a sensor node’s mechanism
to dynamically switch the peripheral voltage.

The crux is that switching the voltage does not come for
free. If it would, one could simply operate every peripheral
device with its minimum required voltage. But switching
the voltage consumes energy as well: The additional time
interfacing a scalable voltage supply prolongs the duty-cycle
of a processing unit, leading to a higher energy consumption.
We present a measurement for the switching overhead in
Section V.

In this work, we provide an algorithm for peripheral voltage
scheduling that weighs off the energetic benefits of switching
to a lower peripheral voltage against the switching overhead
without violating the minimum voltage requirements of active
hardware.

We achieve this by exploiting two observations due to
preliminary measurements.

1)  Most peripheral hardware devices can be safely un-
dervolted while they are inactive.

2)  The energy consumption of each peripheral device
increases when the peripheral voltage is increased.

Both observations have been verified in experiments for a wide
variety of hardware.

A. Peripheral Energy Consumption

Consider a sensor node with a set S of peripheral hardware
devices. In order to assess the benefits of switching to a lower
peripheral voltage before using s € S, we need to know
how much energy is consumed when querying s using the
peripheral voltage v. We denote that relation by the function
es(v), which may be arbitrarily complicated, see Figure 1.
es(v) depends on the time t, necessary to query s, the
peripheral voltage v, and the accumulated current I;(v,t)
flowing through s as well as through the inactive peripheral
hardware S\ {s}:

ts
es(v):v/o Iy(v,t)dt €))
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Figure 1. Active and passive energy consumption of the peripheral set of
our prototype, compare Table I. The vertical bars at 1.800V, 1.950V, 2.000V,
and 2.400 V denote the minimum voltages of EEPROM and Pressure Sensor,
Magnetometer, Accelerometer, and Gyroscope, respectively.

Moreover, some peripherals support various operating
modes, resulting in a different energy consumption as well.
As an example in Figure 1 the magnetometer can be used in
standard mode M, and with higher accuracy M, leading to
higher energy consumption ey, (v). We simply model such
varieties as different peripherals s € S.

Instead of attempting to explicitly model es(v), we con-
sider it a black box and only assume that it is a monotonically
increasing function. In the following subsection, we argue
that only a very small set of values for v is of interest for
our scheduling problem (only the minimal voltages for the
peripherals). That allows us to (1) measure all relevant values
of es(v), of which there are no more than |S|?, in a self-
parameterization phase, compare Section V-A, (2) then run
the scheduling algorithm using those values, and (3) run the
schedule.

B. Notation

We formalize the peripheral voltage scheduling problem
motivated above, using the following model.

Consider a sensor node with a set .S of peripheral hardware
devices. Each s € S has two attributes: (1) a minimum voltage
Umin($) required to properly operate s, and (2) the energy
consumption es(v) of all peripherals while only s is active,
depending on the peripheral voltage v, see above. Throughout
this work, we assume e, (v) to be a monotonically increasing
function, i.e., that a reduction of the peripheral voltage never
results in an increased energy consumption. For a constant
amount C' of energy, the switching overhead, the sensor node
can adapt its peripheral voltage, refer to Section V for details.

The sensor node is presented a sequence of queries denoted
by [1,...,n] to fulfill its sensing and operation tasks. Query
i operates the peripheral device s; € S, thus requiring a
minimum peripheral voltage of vmin(s;) and resulting in an
energy consumption of ey, (v). Note that s; = s; for i # j
is quite common, because the typical application repeatedly
operates a handful of sensors over a very long running time;
in other words, we usually have n > |S|. A sequence of pe-
ripheral voltages v(1),...,v(n) is called voltage schedule for
the queries [1, ..., n], and we call a pair of query and voltage
(i,v(7)) a configuration. (i,v(i)) is feasible if V(i) > Vmin(S;)
and a voltage schedule is feasible if all its configurations are
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feasible. The energy consumption E of a voltage schedule is:

otherwise.

Our goal is to minimize . We call a voltage schedule optimal
if E is minimal. It follows from the monotonicity of es(v) that
an optimal schedule only uses v(i) € {vmin(s) | s € S} =
{V1,...,Viu} with Vi < ... < V,,. As motivated above, there
are at most |S|? device-voltage combinations whose energy
consumption can be measured in a self-parameterization phase,
compare Section V-A.

2

Note that the current best practice, i.e., not adapting the
peripheral voltage, is equivalent to a trivial schedule that
simply keeps the minimum peripheral voltage high enough for
all peripheral devices: v(1) = ... = v(n) = maxses Vmin($)-

IV. ALGORITHM

Let us, for the configuration (7,V;), determine the min-
imum amount of energy FE;; necessary to reach it using a
feasible schedule v(1),...,v(i¢) while assuming an infinite
energy consumption for infeasible configurations. For the first
query, we have:

o0
E -
b {651 (VJ)

For 2 < i < n, there is the mandatory energy consumption
es, (V) to answer the query 1 itself, as well as the accumulated
costs for traversing ¢ — 1 preceding configurations. There are
two ways to reach the configuration (4,V;) with an optimal
energy consumption: Either the peripheral voltage from the
previous query is kept, or it is changed. The former case yields
an additional energy consumption of £;_; ;. In the latter case
we require the minimum amount of energy E;_4 to reach the
cheapest feasible predecessor configuration and the additional
costs C' for switching the voltage, where E;_; = F;_; with
ji=arg minj E;_1,;. This yields, for 2 <1¢ < n:

if V} < vmin(sl),
otherwise.

3)

00 (1, V;) is infeasible,
es; (Vi) + Eic1j Ei1;<E,_1+C, &
es; (V) + Ei_1 +C  otherwise.

Eij =

Equations (3) and (4) directly translate into Algorithm 1,
see Figure 3. It uses dynamic programming to efficiently solve
the recursion by determining F;. before E;.i.; the optimal
overall schedule is that ending in the configuration (n, V),
where E,, ; = E,, is minimal and the schedule v(1),...,v(n)
is determined by following the backward references stored in
P, compare Figure 2.

A. Algorithm Extensions

Algorithm 1 processes finite query sequences of fixed order.
In the remaining part of this section, we outline how to extend
it to determine optimal schedules for periodically repeating
queries, how the order of queries can be modified to find more
energy-efficient schedules, and how to integrate global voltage
limits into Algorithm 1.

6 |

Figure 2. Using dynamic programming to determine an optimal schedule.
Here: (v(1),...,v(10)) = (V3,V3,V3, V3, Vy, Vo, Vo, V3, V3, V3). Note
that different queries with the same vyin(s;), like 3, 7, and 9 may originate
from the same sensor s € S.

1. for j < 1,...,m do
). Fij e {oo if V; < Umin (1)
es, (V;) otherwise
3: Pl,j — L
4: end for
5: for i < 2,...,n do
6: Jargming_y o, B
7: for j < 1,...,m do
8: if V} < vmin(si) then
9: Ei,j — 00
10: Pi,j — L
11: else if &;_; ; < E;_1;+ C then is a maximum
of
12: Ei,j — €y, (V}) + Ei—l,j
13: Pl',j —J
14: else
15: Ei)j — es,i(‘/j) +Ei,17j+C
16: Pi,j (—j
17: end if
18: end for
19: end for
Figure 3.  Algorithm 1. Determining an optimal schedule using dynamic
programming.

1) Periodic Schedules: The most common scenario is not
to have a finite sequence of queries, but one that is repeated
indefinitely, i. e., until battery depletion. So instead of a query
sequence [1,...,n], we have [1,...,n,1...,n,...]. Algo-
rithm 1 can calculate an optimal schedule for that case as well:
Suppose that query ¢ has the strongest voltage requirement
of all queries, i.e., it maximizes vyn(s;) =: V. Then any
feasible schedule must enter the configuration (¢, V') whenever
i occurs in the query sequence. We use (¢,V) as a fixed
point. It is easy to check that an optimal voltage schedule
is obtained by providing Algorithm 1 with the query sequence
[1,...,4,...,n,1,...,4—1,4] and then periodically repeating
the schedule for the underlined queries.

2) Optimal Ordering of Queries: Occasionally, queries
do not have to be served in a specific order, e.g. in case
of independent data aggregation. This scenario allows us to
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Figure 4. Block diagram of the prototype implementation.

reorder queries and the question arises, which ordering results
in the cheapest voltage schedule. We claim that a cheapest
optimal schedule is achieved when the queries [1,...,n] are
ordered such that, w.1.0.g., Umin(s1) > ... > Umin(s,) and
outline a proof:

Suppose we know some ordering resulting in a cheapest
schedule. Group its queries into segments S, ..., Sy of max-
imal length, such that all queries in segment S; are served
with the same voltage V' (.S;). For all i # j we have V (S;) #
V(S;), because otherwise merging S; and S; would result in
a cheaper schedule, contradicting optimality. Sorting queries
within a segment doesn’t change the energy consumption and
neither does sorting the segments themselves. Note that every
query j belongs to the segment .S; with minimum V'(S;) >
Umin($;): If it didn’t, the schedule would not be optimal due to
the monotonicity of e, (v). Putting it all together proves that
ordering the queries by descending minimum voltage yields a
schedule with the same, i.e., optimal, costs.

3) Voltage Limits: There might be some lower bound Vi,
to the voltage of some inactive peripheral that is violated by
Umin($) for some other peripheral s € S. Then Algorithm 1
is easily extended to only use voltages of Vi, or higher:
Recall that we only use Vi < ... < V,, as voltage candidates
and let V; = max{V; | V; < Vpin}. Now Algorithm 1 can
just use the voltage candidates Vi < Vi < ... < V),
instead. This even speeds up the process, especially the self-
parameterization phase, because less voltages need to be
considered, see Section V-A.

V. IMPLEMENTATION

The demand of energy-efficiency leads to limited resources
like computational performance. Hence, typical wireless sen-
sor nodes are equipped with ultra low-power (ULP) micro-
controllers of small complexity. We use an 8-bit Atmel AT-
megal284p micro-controller as processing unit, because it is
wide-spread [13], [14], i.e., has practical relevance, and due
to its scarce (CPU-) resources, a common limitation in WSNSs.
So it demonstrates that our approach is sufficiently lightweight
for such requirements.

Related to the DVS capable node of [5], we borrow the
design of its voltage-scaling module to achieve the ability of a
software-defined voltage level for the peripherals: The voltage
scaling module is connected to the processing unit via 12C-
bus and provides a voltage level of 1.8V < v < 3.3V with
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Table I. PROTOTYPE PERIPHERALS.
Peripheral s | Device | Description | vmin(s) [V]
A ADXL345 Accelerometer 2.000
E AT24C08C EEPROM 1.800
P BMPO85 Pressure Sensor 1.800
G L3G4200D Gyroscope 2.400
M MAG3110 Magnetometer 1.950
My, MAG3110 Magnetometer (high accuracy) 1.950
Table II. ENERGY CONSUMPTION € (Upin(s’)) PER QUERY FOR EACH

SENSOR-VOLTAGE PAIR (S, Umin(s’)).

Energy Consumption e (vmin(s’)) [1J] per Query
s=F ‘ s=P ‘ s=M ‘ s=A ‘ s=G

Reference Voltage ||
s ‘ Umin (87) [V] H

E,P | Vi =1.800 4.943 13.140 — — —
M Va = 1.950 6.106 15.072 282.827 — —
A V3 = 2.000 6.363 15.466 292.033 18.962 —
G V4 = 2.400 8.019 18.915 365.285 25.585 14.391

an 8-bit resolution. In this case, the overhead of switching
to an arbitrary voltage level is C' =~ 7.76 pJ. This includes
the increased active time of the MCU and the voltage scaling
module’s static power dissipation, refer to [5] for details.

Our prototype’s sensing unit is divided into an analog
and a digital section. The analog section offers the ability of
connecting fully analog sensors to the ADC channels of the
ATmegal284p, while the digital section includes the devices
of Table I. All of them are connected via 12C bus.

The basic sensor set is inspired by motion-sensing ap-
plications like gait analysis [15] or flight control of quadro-
copters [6]. These applications observe various sensors, so our
scheduling approach promises to increase their energy effi-
ciency. Nevertheless, in order to expand the set of peripherals
for further experiments, the I2C-bus is accessible through a
pin header. Figure 4 shows a block diagram of the prototype.

A. Self-Parameterization of es(v)

As described above, in order to calculate an optimal sched-
ule, we need information describing the overall peripheral
energy consumption, which depends on the active peripheral
device s and the peripheral voltage v. We denote that by the
function es(v), compare Equation (1). For this reason, we
added a tiny co-micro-controller (co-MCU) to the prototype,
which is able to concurrently sample the current consumption
of the peripherals (a shunt is used in connection with current
sense amplifiers) and to measure the time (the co-MCU can be
triggered by the ATmegal284p via digital GPIOs). That design
allows us to measure ez(v) for any given values of s and v.

Together with the predefined minimum voltage level
vmin($) of each peripheral s, the co-MCU is able to determine
the energy consumption of all components as depicted in Equa-
tion (1): For each (s,s’) € S x S, we measure e;(vmin(s')),
see Table II.

In connection with the subsequent calculation of the sched-
ule, it is sufficient to use raw values instead of the physical
units for time, current, and voltage. With regard to limited
processing power of wireless sensor nodes, this simplification
replaces expensive floating-point arithmetic with cheap integer
operations.
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Figure 5. Test-setup of the evaluation.

VI. EVALUATION

Figure 5 shows the prototype implementation and the test-
setup for evaluating our voltage scheduling concept.

We compare four peripheral voltage handling strategies,
three heuristics and Algorithm 1:

1) CONSTDEFAULT is what happens when a sensor node
has no mechanism to adapt the peripheral voltage. A
constant peripheral voltage of 3.3V is kept.

2) CONSTMAXMIN is the trivial strategy that uses the
maximum minimum voltage, i.e., maXses Vmin($),
for all queries. It never changes the peripheral volt-
age. Note that this strategy is, to our best knowledge,
the current best practice. It is motivated by the
scenario of a statically configured voltage that cannot
be adjusted dynamically.

3)  ALWAYSSWITCH, another trivial strategy, which al-
ways, i.e., for every query with a different voltage
requirement than its predecessor, switches the voltage
to its minimum requirement. It ignores the switching
overhead.

4)  SCHEDULED refers to a schedule computed by Algo-
rithm 1, carefully weighing off the benefits of a lower
peripheral voltage against the switching overhead.

In order to test the strategies, we devise various test cases,
i.e., query sequences. Each of the above strategies is applied to
every test case. We run the resulting voltage schedules 10 times
each and measure their average energy consumption. Consult
Section IV-A1 on how to use Algorithm 1 to efficiently deal
with periodically repeating query sequences.

All test sequences, the resulting peripheral energy con-
sumption of each strategy, as well as the percentage of energy
saved by the SCHEDULED strategy as compared to the other
three are presented in Table III. Which character refers to
which sensor in a test sequence is specified in Table I, e. g.,
sequence 9 alternates between the gyroscope and the pressure
Sensor.

The average peripheral energy consumption for a query
sequence is depicted in the center block of Table III. Clearly,
the SCHEDULED strategy, i.e., Algorithm 1, never consumes
more energy than any other strategy.

We present the percentage of energy saved by the
SCHEDULED strategy compared to CONSTDEFAULT, CON-
STMAXMIN, and ALWAYSSWITCH in the right block of
Table III.

The improvement of SCHEDULED over CONSTDEFAULT
is between 31.54 % (sequence 9) and 47.90 % (sequence 10),
clearly a significant improvement.

Compared to CONSTMAXMIN, SCHEDULED saves up
to 20.41 % (sequence 10), the majority of the improvements is
comfortably above 17.00 %. As CONSTMAXMIN is a much
better approach than CONSTDEFAULT, these still are out-
standing improvements. On the other hand, the improvement
regarding sequences 5 and 9 is zero within measuring noise.
This is explained as follows: For sequences 5 and 9, the
optimal schedule is to constantly keep the minimum maximum
voltage. The CONSTMAXMIN strategy does that by chance,
SCHEDULED does it, because it is optimal.

ALWAYSSWITCH performs better than CONSTDEFAULT
and, in most cases, better than CONSTMAXMIN, but SCHED-
ULED still saves more energy. Despite the median improvement
of SCHEDULED compared to ALWAYSSWITCH being be-
tween 1 % and 2 %, there are some cases where it is significant:
For sequences 8, 5, and 9, SCHEDULED saves 8.45 %, 10.29 %,
and 20.29 %, respectively. There are cases where there is
little to no improvement of SCHEDULED compared to AL-
WAYSSWITCH. As above, this is owed to the fact that the
ALWAYSSWITCH strategy happens to provide an optimal or
near-optimal schedule.

Concluding, there are three important observations:

1)  Much energy is saved by SCHEDULED compared to
the three other strategies.

2) SCHEDULED never uses more energy than any of
the other strategies. L. e., there is no situation where
using it wastes energy. This is owed to the fact that
Algorithm 1 finds an optimal schedule within our
model, while any other strategy is bound to fail for
some cases.

3)  Occasionally, SCHEDULED is just as good as CON-
STMAXMIN or ALWAYSSWITCH. These are the sce-
narios where the heuristics CONSTMAXMIN or AL-
WAYSSWITCH happen to find an optimal solution.
This does not impair the quality of SCHEDULED, it
rather demonstrates that CONSTMAXMIN and AL-
WAYSSWITCH are worthy competitors.

A final insight of our experiments is the following. In our
prototype, the switching overhead is 7.76 pJ, which is quite
high compared to peripheral queries requiring between 4.94 pJ
and 365.29 pJ. It could be improved using more sophisticated
hardware, compare Section V. But even under those adverse
conditions, dynamically switching the voltage saves energy,
even with a simple strategy as ALWAYSSWITCH, even more
so with the optimal SCHEDULED strategy.

Our concluding observation is that the good experimental
results stem from the fact that dynamic voltage scheduling
can save much energy, that we use a good model, and that
SCHEDULED, i. e., Algorithm 1, is not a heuristic but provides
provably optimal voltage schedules.
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Table IIl. ~ IMPACT OF VOLTAGE SCHEDULING ON PERIPHERAL ENERGY-EFFICIENCY COMPARED TO CLASSICAL APPROACHES.
H Average Peripheral Energy Consumption [zJ] H Energy saved by SCHEDULED compared to
# [ Query Sequence || CONSTDEFAULT | CONSTMAXMIN | ALWAYSSWITCH | SCHEDULED || CONSTDEFAULT | CONSTMAXMIN | ALWAYSSWITCH
1 AEPGMAEPGM 1321 864 723 716 45.80 % 17.13 % 0.97 %
2 GAMGAMGAM 1872 1215 1013 1008 46.15 % 17.04 % 0.49 %
3 GAMPE 663 432 357 352 46.91 % 18.52 % 1.40 %
4 GAMPEGAMPE 1325 863 725 712 46.26 % 17.50 % 1.79 %
5 GEPGEPGEP 183 123 136 122 33.33% 0.81 % 10.29 %
6 PEMAG 663 432 358 352 46.91 % 18.52 % 1.68 %
7 PEMAGPEMAG 1328 864 725 712 46.39 % 17.59 % 1.79 %
8 GAPEGAPE 209 133 142 130 37.80 % 2.26 % 8.45 %
9 GPGPGPGPGP 241 165 207 165 31.54 % 0.00 % 20.29 %
10 PAMPE 666 436 356 347 47.90 % 20.41 % 2.53 %
11 APEGAME 720 465 398 385 46.53 % 17.20 % 3.27%

A. Limitations

Our method guarantees that active peripherals never are
undervolted, but relies on undervolting the inactive ones —
otherwise CONSTMAXMIN would be optimal. So a potential
drawback of our method is that the measurements of an active
peripheral might be impaired by the fact that it has been
undervolted in the recent past. We tried to find evidence for
such an impairment, but none of our peripherals, see Table I,
was in any way compromised by the undervolting.

Should, however, such an effect be observed in an appli-
cation, e.g., that one sensor must not be undervolted below
a certain limit, Section IV-A3 shows how to easily integrate
such a limit into Algorithm 1.

VII. CONCLUSION

In this paper, we address sensor nodes capable of dy-
namically adjusting the peripheral voltage level. We optimize
peripheral energy-efficiency by (1) carefully modeling and
(2) optimally solving the following optimization problem:
Peripheral hardware consumes more energy when exposed
to a higher voltage level, each peripheral hardware device
requires some minimum voltage to be properly operated,
and adjusting the voltage level requires energy as well, the
switching overhead. Our approach weighs off the benefits of
a downscaled voltage level against the switching overhead.

We formulate a mathematical model of the above optimiza-
tion problem and provide an algorithm finding optimal voltage
schedules. The optimality of our schedules is verified with an
implementation and a dedicated prototype sensor node.

In experiments we observe energy savings of up to 47 % as
compared to a fixed voltage level. The experimental evaluation
also confirms the practical performance of our approach, thus
verifying both our model and our algorithm. Additionally, due
to its optimality, our approach never requires more energy than
its alternatives.

Further work includes the generalization of our approach
to related scheduling problems, as well as the distribution
of the problem: Neighboring sensor nodes may collaborate
when observing the environment and thus avoid the switching
overhead by sharing their sensor set.

REFERENCES

[11 U. Tietze and C. Schenk, Electronic Circuits: Handbook for Design
and Application. Secaucus, NJ, USA: Springer-Verlag New York, Inc.,
2007.

96

(2]

(31

(4]

[5]

(71

(8]

[91

[10]

(11]

[12]

[13]

(14]

[15]

T. Hamachiyo, Y. Yokota, and E. Okubo, “A cooperative power-saving
technique using dvs and dms based on load prediction in sensor
networks,” in Sensor Technologies and Applications (SENSORCOMM),
2010 Fourth International Conference on, july 2010, pp. 7 —12.

L. B. Hoermann, P. M. Glatz, C. Steger, and R. Weiss, “Energy
efficient supply of wsn nodes using component-aware dynamic voltage
scaling,” Wireless Conference 2011 - Sustainable Wireless Technologies
(European Wireless), 11th European, pp. 1 =8, april 2011.

W. Tuming, Y. Sijia, and W. Hailong, “A dynamic voltage scaling
algorithm for wireless sensor networks,” in Advanced Computer Theory
and Engineering (ICACTE), 2010 3rd International Conference on,
vol. 1, aug. 2010, pp. V1-554 -V1-557.

U. Kulau, F. Biisching, and L. C. Wolf, “A node’s life: Increasing WSN
lifetime by dynamic voltage scaling,” in The 9th IEEE International
Conference on Distributed Computing in Sensor Systems 2013 (IEEE
DCoSS 2013), Cambridge, USA, May 2013. [Online]. Available:
http://www.ibr.cs.tu-bs.de/papers/kulau-dcoss2013.pdf

M. Muller, S. Lupashin, and R. D’ Andrea, “Quadrocopter ball juggling,”
in Intelligent Robots and Systems (IROS), 2011 IEEE/RSJ International
Conference on, 2011, pp. 5113-5120.

ST Microelectronic, “L3g4200d mems motion sensor: ultra-stable
three-axis digital output gyroscope,” 2010. [Online]. Avail-
able:  http://www.st.com/st-web-ui/static/active/en/resource/technical/
document/datasheet/CD00265057.pdf

Texas Instruments, “Msp430f15x, msp430f16x, msp430f161x mixed
signal microcontroller,” 2002. [Online]. Available: http://www.ti.com/
lit/ds/symlink/msp430f1611.pdf

W. Dargie, “Dynamic power management in wireless sensor networks:
State-of-the-art,” Sensors Journal, IEEE, vol. 12, no. 5, pp. 1518 —1528,
may 2012.

F. Khoshnoud and C. de Silva, “Recent advances in mems sensor tech-
nology x2013; biomedical applications,” Instrumentation Measurement
Magazine, IEEE, vol. 15, no. 1, pp. 8-14, 2012.

T. Ishihara and H. Yasuura, “Voltage scheduling problem for dynam-
ically variable voltage processors,” in Low Power Electronics and
Design, 1998. Proceedings. 1998 International Symposium on, 1998,
pp. 197-202.

Y. Cho, Y. Kim, Y. Joo, K. Lee, and N. Chang, “Simultaneous opti-
mization of battery-aware voltage regulator scheduling with dynamic
voltage and frequency scaling,” in Low Power Electronics and Design
(ISLPED), 2008 ACM/IEEE International Symposium on, 2008, pp.
309-314.

Crossbow, “Micaz,” 2012. [Online]. Available:
openautomation.net/uploadsproductos/micaz_datasheet.pdf
Atmel, “Avr raven,” 2012. [Online]. Available: http://www.atmel.com/
Images/doc8117.pdf

J. Chen, K. Kwong, D. Chang, J. Luk, and R. Bajcsy, “Wearable sensors
for reliable fall detection,” in Engineering in Medicine and Biology
Society, 2005. IEEE-EMBS 2005. 27th Annual International Conference
of the, 2005, pp. 3551 -3554.

http://www.



appeared in European Conference on Wireless Sensor Networks (EWSN 2015)

Demo Abstract: Voltage Scheduling of Peripheral
Components on Wireless Sensor Nodes

UIf Kulau*, Stephan Friedrichs T and Lars Wolf*

*Technische Universitidt Braunschweig
Institute of Operating Systems and Computer Networks (IBR)
Miihlenpfordtstr. 23, 38106 Braunschweig, Germany
Email: [kulau,wolf]@ibr.cs.tu-bs.de

Abstract—While existing work focuses on the transceiver and
the processing unit to increase the energy efficiency of wireless
sensor nodes, it is missed that peripheral energy consumption
may dominate that of the entire node. Related to Dynamic Voltage
Scaling (DVS), even peripherals’ energy efficiency benefit from
a downscaled voltage level, but different peripherals require
different minimum voltage levels. With this demo we combine
theory and practice to present the implementation of an algorithm
weighing off the benefits of a downscaled voltage level against the
switching overhead, e.g. for calculating an optimal peripheral
voltage schedule.

I. INTRODUCTION

As the dynamic power consumption of CMOS gates shows
a quadratic dependency on the voltage level, DVS helps to
significantly improve the energy efficiency of microelectronic
systems [1]. Hence, several existing DVS approaches [2], [3]
lead to an increase of WSN lifetime. Nevertheless, not only
MCUs but also peripherals like memory devices, sensors, or
actuators benefit from a downscaled voltage level.

Each peripheral hardware device requires a minimum voltage
to be properly operated. The common practice is to statically
configure the lowest peripheral voltage conform to all periph-
eral devices’ voltage requirements. This can be very inefficient,
because most hardware consumes more energy when exposed
to higher voltage. Hence, we seek to exploit a sensor node’s
mechanism to dynamically switch the peripheral voltage.
The crux is that switching the voltage does not come for free.
If it would, one could simply operate every peripheral device
with its minimum required voltage. But switching the voltage
consumes energy as well: The additional time interfacing a
scalable voltage supply prolongs the duty-cycle of a processing
unit, leading to a higher energy consumption.

The concept of incorporating switching cost among power
different radio modes was discussed in [4], but is focussed on
the radio transceiver only. In the following we outline the algo-
rithm introduced in [5] which will be showed in our demo. This
algorithm allows for peripheral voltage scheduling that weighs
off the energetic benefits of switching to a lower peripheral
voltage against the switching overhead without violating the
minimum voltage requirements of active hardware.

Consider a sensor node with a set S of peripheral hardware
devices. In order to assess the benefits of switching to a lower
peripheral voltage before using s € S, we need to know
how much energy is consumed when querying s using the

tMax Planck Institute for Informatics
Saarbriicken, Germany
Email: sfriedri@mpi-inf.mpg.de

peripheral voltage v. es(v) depends on the time ¢, necessary to
query s, the peripheral voltage v, and the accumulated current
Is(v,t) flowing through s as well as through the inactive
peripheral hardware S \ {s}:

ts
es(v) = 11/ Is(v,t)dt ()
0

Each s € S has two attributes: 1. a minimum voltage vpyin(s)
required to properly operate s, and 2. the energy consumption
es(v) of all peripherals while only s is active, depending on
the peripheral voltage v, see above. Throughout this work, we
assume e, (v) to be a monotonically increasing function, i.e.,
that a reduction of the peripheral voltage never results in an
increased energy consumption. For a constant amount C' of
energy, the switching overhead, the sensor node can adapt its
peripheral voltage. The sensor node is presented a sequence of
queries denoted by [1,...,n], so that the energy consumption
FE of a voltage schedule is given by:

E=Y e (u(i) +Z{oc

Our goal is to minimize F, so we call a voltage schedule
optimal if E is minimal. It follows from the monotonicity of
es(v) that an optimal schedule only uses v(i) € {vmin(s) | s €
St={Vi,...,Viu} with Vj < ... < V,,.

if v(i —1) # v(3),

otherwise.

2

II. ALGORITHM

Let us, for a pair of query and voltage (¢, V}), determine the
minimum amount of energy F; ; necessary to reach it using
a feasible schedule v(1),...,v(¢) while assuming an infinite
energy consumption for infeasible configurations. For the first
query, we have:

X0
E s =
{e.ﬁ(vj)

For 2 < i < n, there is the mandatory energy consumption
es; (V) to answer the query 1 itself, as well as the accumulated
costs for traversing ¢ — 1 preceding configurations. There are
two ways to reach the configuration (i,V;) with an optimal
energy consumption: Either the peripheral voltage from the
previous query is kept, or it is changed. The former case yields
an additional energy consumption of E;_1 ;. In the latter case
we require the minimum amount of energy E;_1 to reach the

if ij < vmin(sl),
otherwise.

3
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cheapest feasible predecessor configuration and the additional
costs C' for switching the voltage, where E;_; = F;_1; with
= argminj E;_4 ;. This yields, for 2 <i < n:

00 (1, V) is infeasible,
es; (Vi) + Ei1j Ei_1;,<E_1+C, @&
es; (V) + Ei—1 +C  otherwise.

Eij =

We use dynamic programming to efficiently solve the recursion
by determining E; . before ;1 .; the optimal overall schedule
is that ending in the configuration (n, V;), where E,, ; = E,, is
minimal. For a detailed description of the algorithm and some
extensions please refer to [5].

III. IMPLEMENTATION

IV. EVALUATION

Although the demonstration will give the user already the
chance to optimize custom schedules, the following table
depicts some exemplary schedules to show the general benefit
of our approach. The energy savings are compared against
three classical strategies. CONSTDEFAULT is what happens
when a sensor node has no mechanism to adapt the pe-
ripheral voltage. A constant peripheral voltage of 3.3V is
kept. CONSTMAXMIN is the trivial strategy that uses the
maximum minimum voltage, i. €., maxses Umin(s), for all
queries. ALWAYSSWITCH always switches the voltage to its
minimum requirement. It ignores the switching overhead.

Table II. SAMPLE SCHEDULES TO SHOW THE BENEFIT OF
PERIPHERALS’ VOLTAGE SCHEDULING COMPARED TO NAIVE APPROACHES.

Energy saved by SCHEDULED compared to

| Am E . I
&. —oltage Scaling Modulq Query Sequence || CONSTDEFAULT | CONSTMAXMIN | ALWAYSSWITCH
%’ Transceiver] - : P AEPGMAEPGM 45.80% 17.13% 097 %
— } Lseasa (1 MCU | 08 GAMGAMGAM 46.15 % 17.04% 0.49%
. ATmega1284p | GAMPE 46.91% 18.52% 1.40%
: Digital GPGPGPGPGP 31.54% 0.00% 20.29%
FTDI232 : Peripherals PAMPE 47.90 % 2041 % 2.53%
Tiny Co-MCU : Power Monitoring

ATtiny84 :

Figure 1. Block diagram and a picture of the actual prototype implementation.

Related to the INGA sensor node [6], we use an 8-bit At-
mel ATmegal284p MCU as processing unit. Thus, the low
computational capabilities of this MCU demonstrates that our
approach is sufficiently lightweight for WSN requirements.
Figure 1 shows a picture and a block diagram of the prototype.
Compared to ordinary sensor nodes a voltage scaling module
is connected to the processing unit via I2C-bus. This module
provides a voltage level of 1.8V < v < 3.3V with an 8-
bit resolution to the peripherals. In this case, the overhead of
switching to an arbitrary voltage level is C' ~ 7.76 uJ. This
includes the increased active time of the MCU and the voltage
scaling module’s static power dissipation, refer to [3], [5] for
details.

Our prototype’s sensing unit is divided into an analog and
a digital section. The analog section offers the ability of
connecting fully analog sensors to the ADC channels of the
ATmegal284p, while the digital section includes the devices
of Table I. All of them are connected via I2C bus. In order to

Table 1. EQUIPPED PERIPHERALS FOR DEMONSTRATION.
Peripheral s |  Device |  Description | vmin(s) [V]
A ADXL345 Accelerometer 2.000
E AT24C08C EEPROM 1.800
P BMPO085 Pressure Sensor 1.800
G L3G4200D Gyroscope 2.400
M MAG3110 Magnetometer 1.950

calculate an optimal schedule, we need information describing
the overall peripheral energy consumption.For this reason, we
added a tiny co-MCU to the prototype, which is able to
concurrently sample the current consumption of the peripherals
(a shunt is used in connection with current sense amplifiers)
and to measure the time (the co-MCU can be triggered by
the ATmegal284p via digital GPIOs). Hence, es(v) can be
measured for any given values of s and v.
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V. DEMONSTRATION

With a GUI a custom query of peripherals (cf. Table I) can be
created. This query is transferred to the prototype board via
USB. As the implementation follows a fully self-optimizing
approach, the prototype board firstly self-parametrizes the
energy functions e, (v) of involved peripherals. Afterwards, the
board executes the optimization algorithm to get the optimal
voltage schedule for the given query. Finally the query is
processed while the optimal schedule is compared against
the trivial voltage strategies as described in the previous
section. For this purpose, the second tiny MCU samples the
current consumption of CONSTDEFAULT, CONSTMAXMIN,
ALWAYSSWITCH and of course SCHEDULED. The results are
send back to the PC, where the GUI displays an oscilloscope
of the current consumptions as well as an analysis of the saved
energy.
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ABSTRACT

It is a well-known fact that Wireless Sensor Networks (WSNs)
that are exposed to real environmental conditions suffer from
harsh temperatures. Yet, the temperature does not only
have negative impact as the energy efficiency of processing
units benefits from higher temperatures. The minimal volt-
age for correct operation of CMOS circuits is bounded by
the temperature. Thus, temperature-dependent undervolt-
ing schemes for WSN nodes have been proposed in the past
to extend the network lifetime. However, not much thought
has been given into directly influencing the most relevant
factor: Temperature. In this work we look at the influ-
ence of various WSN housings onto the temperature profile
of WSN nodes and quantify the energy saving potential of
choosing the right housing.

1. INTRODUCTION

In the past the WSN community gained a lot of experience
with the challenges of using WSNs for outdoor applications
e.g. [1, 7]. One aspect is that nodes often are exposed to
rough environmental conditions, particularly temperatures
[11, 2]. Unfortunately, the nodes suffer from such extreme
temperatures as the efficiency of IEEE 802.15.4 transceivers
decreases with growing temperatures and thus, the reliabil-
ity of transmissions decreases [9, 3]. However, an increased
temperature does not only have negative effects on the oper-
ation of a WSN as the temperature has a significant impact
on the energy efficiency of the sensor node.

Safe operating voltage for Complementary Metal-Oxide
Semiconductor (CMOS) circuits depends on the environ-
ment temperature: With higher temperatures, and thus high-
er electron mobility, the minimum threshold voltage of CMOS
gates decreases [6]. This has led to approaches undervolting
components below their specified minimum voltage in or-
der to save energy for battery powered devices like wireless
sensor nodes [5].

As a micro controller unit (MCU), which is commonly
used on wireless sensor nodes, is specified to cover a wide
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temperature range, even under normal conditions (room tem-
peratures) the nominal voltage level can be undershot sig-
nificantly without any negative impact on reliability. The
voltage level itself has a quadratic impact on the dynamic
power consumption of CMOS parts [10], thus for normal
environmental conditions energy savings up to 42% at the
processing unit are possible. Therefore, the occurrence of
higher temperatures will lead to even lower acceptable min-
imum voltage levels where an MCU can be operated reli-
ably [5]. Hence, temperature becomes an influencing factor
for energy consumption and influencing a nodes temperature
is one way to increase energy efficiency. Obviously, actively
heating a node is not sustainable, however housings of dif-
ferent materials with different heat capacities and thermal
conductivities can change the temperature a device experi-
ences.

In this paper we will first present an energy model and
the undervolting capacities of the INGA WSN node, which
have been determined by controlled experiments. We will
then present logged temperature data over three months
using different WSN housings. Together with the energy
model this allows us to calculate the energy needed to oper-
ate INGA in each of the housings and locations to see if any
of them offers an advantage over others. Finally we wrap
up by pointing out limits of the presented approach and dis-
cuss how the findings in this paper can help to optimize the
energy efficiency of a WSN application.

2. TEMPERATURE VS. ENERGY

The current consumption of node components such as the
processing unit and the transceiver unit are temperature de-
pendent due to physical effects, which is well documented in
the corresponding datasheets. Considering undervolting the
connection between temperature and energy efficiency can
be strengthened even more. As mentioned above, in our pre-
vious work [5] we have shown that MCUs can be operated
below their recommended voltage levels, as the threshold
voltage of CMOS gates is temperature dependent. Thus,
the absolute minimum voltage level of an MCU is given as
a function of the surrounding temperature (Vi,(T)). We
took 4 = [0...14] undervolting-capable INGA [5, 4] sensor
nodes and measured their absolute minimum voltage lev-
els for reliable operation at different temperatures to deter-
mine Vi, (T). In this case the nominal minimum voltage
for the MCU on INGA is 2.4V@8MHz. Due to imperfec-
tions and fluctuations in CMOS production the minimum
acceptable voltage of individual chips differs, so that ev-
ery sensor node has its own individual characteristic curve.
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Figure 1: Characteristic curves of undervolted AT-
megal284p MCUs on the INGA sensor node.

Figure 1 shows the result of this evaluation. All nodes are
able to operate significantly below their recommended volt-
age level. Moreover, higher temperatures allow nodes to
run at lower voltage levels. To get a comprehensive en-
ergy model for the INGA node we measured the current
consumption of sensor nodes with changing voltage levels
at different temperatures in a climatic chamber. For this
evaluation the consumption of a whole sensor node with all
components is considered while the transceiver unit was set
to sleep state, so that the main current consumption de-
pends on the MCU only. The considered temperature range
reaches from —15°C' < T < 60°C. Figure 2 shows the result
of this measurement. When considering both, voltage and
current consumption. Overall, higher temperatures leads to
increased energy efficiency.

- Nominal Voltage
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Figure 2: Measurement of the current consumption of the
INGA wireless senor node at different voltage levels and tem-
peratures (transceiver unit in sleep mode)

Based on these results we derived an energy model by
using regression calculation. With an average deviation of
1.97% from the measured values, the model of the current
consumption as a function of the temperature 7" and the
voltage level v can be given as follows:

16V < v < 2.4V
{—15°5<_T<6000 Heew, T) =pts-THt-v (1)

with p = —4.558872[mA], s = —11.97692[uAK '] and
t = 3.770542[mAV .

Combined with the individual characteristics of each node
as shown in Figure 1, which can be represented by a linear
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(a) Direct sunlight

(b) Shadowed location

Figure 3: Experimental Setup

approximation of the form Vi, (T) = a; + b; - T', the power
consumption of an undervolted sensor node can be calcu-
lated as a function of the temperature only.

3. EXPERIMENT

To quantify the potential energy savings from optimal
temperature profiles we performed a long term measure-
ment of the temperatures experienced by sensor nodes in
4 different housings and 2 different locations. As a base-
line we measured the air temperature, which an unpackaged
sensor node would experience during its probably short life.
In addition to that we measured the temperature inside the
normal INGA case, which is an ABS printed plastic enclo-
sure. Further, a transparent glass enclosure has been used,
to determine whether the expected green-house effect will
have a positive impact. Finally, one housing was a stone
normally used in storage heaters. The idea is that the large
thermal capacity of the stone might be helpful by sustain-
ing high temperatures for a longer time. Each housing as
well as the air temperature has been measured under direct
sunlight as well as in the shadow.

The measurement setup can be seen in Figure 3. We ran
the measurements for approximately 3 months from May
to July in Northern Germany. Every 10 seconds we took a
temperature sample for each housing. Current measurement
status and the opportunity of requesting temperature traces
are available for the community®.

3.1 Results

With the measured temperature charts for each day, the
energy model from Equation 1 and the undervolting char-
acteristic of a node as shown in Figure 1 it is possible to
calculate how much energy a node consumes at a given lo-
cation in a given housing. For the sake of simplicity for
the following analysis we used a generic node characteris-
tic which has been calculated as average from the 15 nodes
examined in Figure 1.

Figure 4 shows the measured temperature. The detail plot
on the right shows the temperature data from June 4th to
June 7Tth. It is easy to see the daily pattern. During night,
after everything cools down, there is virtually no difference
between the different housing types. During day time the
standard case and the glass reach the highest temperatures
and thus seem to offer the best undervolting potential. It
can be seen that the stone dampens temperature changes
due to its higher heat capacity, but it does not seem to be
able to hold the temperature significantly longer than the
other housings. Table 1 concludes the measurement and

lwww.ibr.cs.tu-bs.de/users/kulau/PotatoNet-heat.
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Figure 4: Longterm temperature measurement of different housings and locations.
Casc @ Casext Glas @ Glas3t Pure @ Puret Stone @ Stone 3t 3 - Sun
= - Shad
£ pay  TC] 17.663 20719 18.949 21.803 17.231  19.116  17.915  21.280 : ot Deviation
"8‘ y ZT[OC] 4.388 5.629 4.436 5.480 4.460 5.072 4.518 5.733 Ez_ Mearll
g Night T[°C| 12.397 11.533 12.512  11.683 12.277 11.650 13.085 12.447 _ Baseline
& or[°C] 3.871 3.917 3.871 3.925 3.871 3.908 3.852 4.056
2 Day AT[%) 2.745  20.077 10.696  27.083 0.000 10.828 4.131 23.464
§ oar|%] 1.359 8.428 5.888  10.648 0.000 4.943 2.211 10.093
™ Night AT[%) 1.097 -6.889 2.115 -5.557 0.000 -5.799 7.514 1.051
opl°C] 1.037 3.868 1.137 3.208 0.000 3.274 5.588 3.727

Table 1: Summary of the average temperature and the percent deviation from the baseline (Pure node deployed in shadow).
During daytime the average temperatures of the housings differ a lot with the node in the glass showing the highest average

temperature. During nighttime the differences between the housings is minor.

shows the averaged temperature with corresponding stan-
dard deviation of each housing for day- and night-time. For
this evaluation the day-time is defined from dawn to dusk
and recalculated for each day. Nevertheless, it should be
mentioned, that the day-time does not equal the time of di-
rect sunlight, as surrounding circumstances like trees and
houses shadowed the experimental area well ahead of dusk.
In addition Table 1 depicts the deviation of the temperature
compared to the baseline, which is defined by the node that
is deployed unpacked in the shadow (Pure Shadow).

We have chosen a very warm day (July 3rd) and a rather
cold day (May 16th) within the measurement period and
calculated how much energy a node would consume in each
housing during day-time. The results can be seen in Ta-
ble 2. In general it is clear that undervolting can achieve
huge efficiency gains reducing energy consumption by a fac-
tor of up to 2.7. The data also clearly shows that higher
temperatures are preferred, as they enable more aggressive
undervolting, therefore energy efficiency is generally better
in hot days. Due to the dependence between current con-
sumption and temperature this is even true in the case when
no undervolting is used. In any case a housing always im-
proves things. On the hot day the stone housing with direct
exposure to the sun gains another 4.0% energy efficiency
compared to just putting the node in the shadow. For the
cold day the glass exposed to the sun beats a shadowy place
by 4.4%

To show the change of energy efficiency over a day Figure
5 outlines the percent gain of power dissipation compared
to the baseline housing (Pure Shadow) for an exemplary
day (July 17th). It can bee seen that the direct sunlight
deployment leads to up to ~ 8% more efficient processing

~

just because of the right housing. All in all between the
maximum reached temperature of 55.62°C' (Case Sun) and
the minimum temperature of 0.69°C' (Pure Sun) the savings
of power dissipation amounts to 40.5% when undervolting is
applied.

4. DISCUSSION AND LIMITATIONS

We have seen that higher temperatures offer more un-
dervolting potential and thus can improve energy efficiency.
The evaluation focuses on processing unit energy consump-
tion. When communication is considered the effects of tem-
perature and potentially undervolting on the transceiver or
used sensors need to be considered. As a rule of thumb
undervolting a transceiver does not gain much, because it
will always need to put a certain amount of energy in the
air. However, the already mentioned negative impact on
the transceiver’s reliability at increased temperatures could
lead to energy consuming retransmissions, which have to be
taken into account.

There is also the question, whether higher temperatures
will affect the aging of the electronic components signifi-
cantly [8]. We assume with the tested housings, considering
the process structures and tolerances of WSN node electron-
ics this is not a problem, after all we did not reach higher
temperatures than can be expected for a WSN node de-
ployed outdoors, we just try to influence circumstances so
those temperatures can be reached faster, more often and
for a longer time. Of course, when trying to build special
housings acting as a solar oven to further increase energy
efficiency, this might become an issue.

It can be argued, that the differences between housings are
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Figure 5: Gain in energy efficiency due to undervolting and
housing effects compared to baseline (Pure Shadow) over the
course of an exemplary day.

Undervolted Nominal Voltage
hot day cold day hot day cold day

Case @  323.76  376.83 85246  902.86
Case ¥+ 313.07  374.58  843.63  901.05
Clas @  320.99  374.26  850.17  900.90
Glas % 312.73 [372:041  843.27  [899:10
Pure @ [825006] |377.99 [853554]  903.80
Pure ¥  318.94  376.02  848.44  902.32
Stone ® 322.68  377.95 85167

Stone ++ |BHBNOB] 374.87 [842:790 901.38

Table 2: Energy consumption of the nodes from dawn to
dusk in [J]. For hot days the black stone case enables the
highest energy savings.

not extraordinarily large, but keep in mind that you can get
these optimizations for free: Just choose you sensor housing
accordingly. At the very least just paint it black. Also,
making sure your nodes are exposed to the sun, if possible,
helps. This will also help in other ways: Your battery will
be warmer too, which enables most battery technologies to
deliver more capacity, thus the lifetime of a node should
grow even more than suggested by the results presented in
this paper. Vice versa, a damping housing, e.g. the Stone,
could help to mitigate the adverse effects on the transceiver
unit.

5. CONCLUSION

In this paper we firstly showed, that the temperature has
a significant impact on the energy efficiency of wireless sen-
sor nodes’ processing units. When using undervolting this
effect can be enhanced so that up to 40.5% more efficient
processing was reached just because of the environmental
temperature.

Hence, we evaluated different types of housing and deploy-
ment locations (direct sunlight and shadowed) to analyse the
influence of their thermal characteristics. Together with a
proposed energy model of a sensor node’s processing unit,
that also takes the temperature into account, we were able
to determine the power dissipation under various environ-
mental conditions.

A long term study was performed to show the benefit when
choosing the right housing for an outdoor WSN deployment.
We showed that the total amount of energy can be reduced
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and that there is a substantial variation over a single day.
Nevertheless, we are also aware of the negative impact of
high temperatures on the transceiver unit but at least we
have a crux: High temperatures have a negative impact on
the transceiver units but lead to a more energy efficient pro-
cessing on the wireless sensor node.
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ABSTRACT

We present PotatoNet, an outdoor testbed for Wireless Sen-
sor Networks (WSNs). Its primary focus is robustness, re-
liability and flexibility. PotatoNet is designed to operate
without on-site maintenance for extended periods of time.
It can withstand heat, dust and rain and has already been
tested running outside for several months.

1. MOTIVATION

Many testbeds for WSNs have been proposed with the
goal of enabling users to test new methods and algorithms
in a realistic environment. However, many of these testbeds
have only been developed for indoor use [8, 4, 7, 3]. Nodes in
an outdoor testbed need to be weather proof, and withstand
the environmental conditions specific to their application.
However, because outdoor testbeds might be installed in re-
mote areas, software and architecture are equally important:
When it is not possible to perform regular maintenance, and
any hard- or software failure can lead to a prolonged down-
time, robustness and reliability become the main focus of
hard- and software design. Smart Farming provides an espe-
cially challenging outdoor environment. Nodes are deployed
in the open field and are not protected from direct sunlight.
Additionally, they need to be permanently water-proof as
they are exposed to rain and irrigation (see Figure 1).

Nevertheless, there are also some outdoor testbeds de-
ployed previously. Indeed, [5] reports the experience of run-
ning a testbed on a potato field and highlighted many chal-
lenges encountered when operating a testbed outdoors. Due
to the complexities involved, many outdoor testbeds are
rather special purposes WSN deployments [1, 6] and do
not offer the same flexibility and generic usability as indoor
testbeds. With the PotatoNet we combine the robustness
needed for an outdoor testbed with maximum flexibility.

2. IMPLEMENTATION

The overall architecture of PotatoNet is shown in Figure
2a. The basic architecture consists of a central box provid-
ing management functionalities and distributing power to
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classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full cita-
tion on the first page. Copyrights for third-party components of this work must be
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all nodes. For cost-efficiency reasons the nodes are designed
to be cheap, while complexity and redundancy features are
moved to the central component. We are using Ethernet
with passive PoE to distribute power and managing field
nodes. Several features in the architecture lead to Pota-
toNet’s high robustness and resilience against failures:

Every WSN node is paired with a small embedded Linux
board running OpenWRT Linux. The separate program-
ming platform is able to flash the sensor node using ISP.
PotatoNet offers two separate Internet uplinks. The main
uplink is using Ethernet and can be connected to a standard
SOHO router. The management server in the central box
includes a cellular data card. Power to individual field nodes
can be switched on and off via software. In case a short cir-
cuit triggers a reboot, all field nodes are powered off when
the system restarts. This allows switching them on one by
one identifying the faulty one.

We use a INGA [2] WSN node (DVS-capable Version
1.6.1) in PotatoNet’s field nodes. The programming plat-
form inside each field node is based on the WRTNode'. This
USD 25 platform is based on a 680 MHz MIPS CPU (Me-
diatek MT7620N) with 64 MiB RAM running OpenWRT?.

We developed a special companion board that provides
an efficient DC-DC converter to supply the WRTnode and
INGA from the PoE supply voltage (see Figure 2d).

All components of the central box are mounted inside an
73 liter (600 x 400 x 410 mm®) aluminum box. We use
rugged industrial connectors for Ethernet and Power to pro-
tect against dust and humidity (see Figure 2b). For the
enclosure of the field nodes we use standard PVC-U tubing
with 160 mm diameter. The enclosure consists of a drainage
double socket closed with two socket plugs (see Figure 2c).
As only one (or two for cascading) Ethernet cable needs to
go into enclosure we used simple cable glands to connect the
Ethernet cable and seal the enclosure.

3. CONCLUSIONS

We presented the PotatoNet outdoor WSN testbed. Pota-
toNet is a generic testbed for outdoor applications of WSN
nodes with a strong focus on robustness and availability. It
is currently deployed in a Smart Farming scenario and will
be successively extended with more field nodes in the future.

Software and custom-designed hardware schematics will
be made available at the PotatoNet project page®.

"http://wrtnode. com
*http://openurt.org/
Shttps://www.ibr.cs.tu-bs.de/projects/potatonet/
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Abstract—The fault-tolerant character of WSN protocols and
applications that do not assume completely reliable systems
legitimize undervolting — a highly efficient energy management
technique where the supply voltage is set below the minimum
specifications. As has been shown in earlier work, by using the
reliable IdealVolting undervolting scheme the lifetime of WSN
applications can be increased significantly while keeping the
node in a safe state even under rough environmental conditions.
To show the usability of undervolting in a real world WSN
deployment, we performed a long-term study of IdealVolting in
a Smart Farming application. All measurements were performed
on a generic outdoor testbed for WSNs (PotatoNet) which is also
presented within this paper. We collected a long-term dataset
of a WSN running for one farming season on a potato field
to compare the reliability and performance characteristics of
IdealVolting against a regular powered WSN.

I. INTRODUCTION

The limping evolution of batteries on the one hand and
the growing field of challenging Wireless Sensor Network
(WSN) applications on the other necessitate advanced power-
management techniques on several layers. Existing solutions
for energy management act conservatively, including reserves
and safety margins, neglecting the fact that a WSN on the
lower layers is not a reliable system: For example, connectivity
can be fluctuating and unpredictable, and nodes may fail any
time due to energy problems or hardware failures due to
rough environmental conditions. Instead reliability is realized
by upper layers such as specific network protocols and careful
application design.

Hence, it is time to rethink the constraint of absolute
reliability when aiming to increase the energy efficiency
significantly. Operating WSN nodes at voltage levels below
their minimum recommendations, offers such a potential of
significant energy savings but at an increased risk of fail-
ures [1]. In [2] we proposed Ideal Volting, which is an adaptive
and reliable undervolting scheme for WSN nodes. Ideal Volting
tries to combine aggressive energy savings with reliability by
finding safe operating areas below the minimum specification
for each individual node under different temperatures. Ide-
alVolting uses a supervised learning strategy which is able
to keep the nodes in safe states even if the environmental
conditions are constantly and rapidly changing.

In this paper we focus on a real world application and
perform a long-term study of about 4 months to examine
the performance of IdealVolting in WSNs. While [2] has
demonstrated the energy saving potential of IdealVolting, in

this paper we wanted to measure by how much, if any,
Ideal Volting decreases baseline reliability of a real WSN.

For this purpose we firstly present PotatoNet — a robust
outdoor WSN testbed for Smart Farming applications. The
PotatoNet testbed was used to evaluate the WSN reliability by
continuously alternating between Ideal Volting and operating at
a nominal voltage level.

In consequence we are able to compare an undervolted
WSN using IdealVolting against a normally powered WSN.
As far as we know this is the first work that evaluates
undervolting within WSN in a real world deployment. We
will show that there is a difference between individual nodes
regarding their undervolting capability and that IdealVolting
can adapt to these individual differences. The measurements
show that Ideal Volting fulfills the promise of increasing energy
efficiency significantly without having a measurable negative
effect on WSN reliability.

II. IDEALVOLTING

An important aspect to be considered when undervolting
the micro controller units (MCUSs) of a sensor node is that the
voltage ratings given in the datasheet cover a large temperature
range. Yet, the threshold voltage (V;;) of a Complementary
Metal-Oxide Semiconductor (CMOS) gate is temperature de-
pendent. For the threshold voltage V;; at temperature T the
following equation holds

Vin(T) = Vino + - (T — Tp) (D

where V¢ is the threshold voltage at the temperature 7 and
« is a temperature coefficient [3]. While MCU manufacturers
need to specify their minimum voltage for worst-case con-
ditions at the extreme of the allowed temperature range and
taking production variances into account, Equation (1) implies
that under most conditions an MCU has the ability to run well
below its specified minimum voltage.

The actual voltage level at which a node or an MCU still
works properly depends on the clock speed, the temperature,
and its individual properties due to variations in the manu-
facturing process. To adapt each node to its “ideal” voltage
level, IdealVolting implements a control loop between an
undervolted main MCU and a tiny but reliable co-MCU. While
the main MCU executes a spot-test periodically, the co-MCU
validates the test-results to decide whether the voltage level
can be lowered or not. By collecting a set of absolute minimum
voltage levels where malfunctions are detected, the co-MCU
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Figure 1: PotatoNet system architecture.

facilitates a supervised learning process. It is able to learn and
predict a safe voltage level for a given temperature value V' (7T')
on a node-individual basis.

Of course, the additional hardware incurs some overhead
that needs to be offset by the gains of undervolting. In our
earlier work we have already shown, that this is possible and
the lifetime of WSN applications can be increased signifi-
cantly [2]. In this paper the scope is to determine whether
adaptive undervolting has an impact on the reliability of WSN
applications.

IdealVolting mainly affects the MCU of the sensor node
(ATmegal284p). In this context it is important to mention that
although the transceiver is connected to the same voltage path
as the undervolted MCU, during our evaluation the specified
minimum voltage level of the transceiver (V. = 1.8 V) was
never undershot. Hence, the transceiver unit of the nodes has
never been undervolted during this experiment.

III. POTATONET — OUTDOOR WSN TESTBED

In this work the goal is to determine the stability of adap-
tively undervolted WSN nodes under realistically changing
environmental conditions. These conditions can be encoun-
tered in Smart Farming applications. Smart Farming is an
upcoming application area for WSNs, which are used to
analyze and monitor the conditions of the soil and crops in
order to optimize yield and minimize the use of fertilizer
and pesticides. Hence, to evaluate IdealVolting against the
backdrop of a real world application, we entered a cooperation
with a potato research station! in Northern Germany, that
allowed us to use one of their trial fields for our outdoor WSN
testbed — PotatoNet.

Although the basic intention of PotatoNet was to evaluate
undervolting in WSNs, the testbed was designed to be generic
for further research. As the testbed is around 100km away
from the university and is intended for long-term experimenta-
tion, the overall system design strongly focuses on robustness.

This section gives an overview on the PotatoNet’s architec-
ture and the challenges that are typically encountered when
setting up a WSN testbed outdoors.

The PotatoNet architecture depicted in Figure 1 consists
of a “Central Box” that manages the communication uplink,

Uhttp://www.vsd-dethlingen.de
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data collection and power distribution and a number of “Field
Nodes” that contain a WSN node and supporting hardware.

A. Power Supply and Distribution

Due to the need for a management server, the programming
hardware and a potentially large amount of nodes, it is clear
that the whole PotatoNet setup cannot be run off a couple
of batteries. However, since for certain remote scenarios
operating from a battery-buffered off-grid solar array might
be the only option, the whole electronics of the central box is
designed to be able to run off a 24 VDC supply. The central
switch is the only component that requires 230 V AC, therefore
an AC inverter is used to power it. At our test field mains
power is available, therefore the central box includes a 300 W
24V DC power supply for itself and all field nodes.

Power is distributed to the field nodes using Passive Power
over Ethernet (PoE), which uses some lines in an Ethernet
cable for DC power without any signaling. This reduces the
maximum Ethernet speed to 100 Mbps, which is not a problem
for PotatoNet’s use case. The PoE injectors can be switched
on and off individually by the management server. This allows
a hard reset of nodes that are stuck and it can be used to power
off nodes that are not part of a running experiment.

Upon reboot all PoE injector ports are disabled and will not
be enabled automatically. This is a safety feature in case one
of the nodes develops a short circuit, triggering a crash of the
rest of the system. By restarting without any active node, such
problems can be debugged remotely by activating the nodes
one by one.

The power usage of the whole system is around 45 W for
the central box with 2W added for each field node.

B. Central Box

The central box of PotatoNet is mainly based on an embed-
ded PC — called "Management Server”.
Management Server: The management server is an IPC
(Advantech ARK-1360F-S6A1E) running Debian Linux. It
has no moving parts as it is fan-less and boots from a
Compact Flash card. We integrated a cellular data card so
the management server has a network connection, even if
the rest of the PotatoNet network breaks down. We choose
fairly robust hardware for the management server, as it is a
crucial component. While it is not a problem if some remote
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Figure 2: PotatoNet deployment at trial field of the VSD research station in Dethlingen.

nodes fail, without the management server it is not possible to
interact with the testbed remotely. As long as electricity supply
is available, the management server should boot up and build
a network connection.

Central Box Mechanics: All components of the central
box are mounted inside a 73 liter aluminum box (60 x 40
x 41cm?, see Figure 2b). We use rugged connectors for
Ethernet and power to protect against dust and humidity. For
thermal reasons a filter fan with 15m3h~! throughput and an
additional filtered air intake on the opposite side provide some
airflow through the case. This kept the air temperature under
40 °C even under direct sunlight during the summer season.

C. Field Node

The PotatoNet design includes an independent system that

communicates with the management server and is able to
program and collect data from a WSN node.
Programming Platform: We decided to go for an embedded
Linux platform for cost and flexibility reasons. Every WSN
node is paired with a WRTnode?>. The WRTnode includes
a 680MHz MIPS (MT7620 [4]) processor and 64 MiB of
RAM. It runs the OpenWRT? embedded Linux distribution.
The WRTnode supports a number of GPIOs, which can
be used for In System Programmer (ISP) programming of
the WSN node. Two Ethernet MACs are supported which
allows communication with the management server as well
as chaining WRTnodes. As an added bonus the WRTnode
includes a complete Wi-Fi implementation, which means the
PotatoNet can also be used for Wi-Fi experiments. A single
WRTnode costs USD 25, which is cheaper than having a low
production run of less powerful, custom designed hardware.
By supporting OpenWRT a large amount of standard Linux
software is available for installation directly from the Open-
WRT repositories. This makes programming or processing
data collected from the WSN node easy.

To interface the WRTnode with the WSN node and connect
it to the management server we designed a simple companion
board which includes some passive components for the ISP
programmer and two Ethernet jacks and a DC-DC voltage

Zhttp://wrtnode.com/
3https://openwrt.org

regulator that can generate the required 5V DC supply from
the PoE supply. The WRTnode and the INGA WSN node
can be plugged into the companion board directly. Including
components, the board adds about USD 10 to the price of a
node.
WSN Node: We use the INGA WSN node [5] in version
1.6.1. This version of the node is a derivation of our first
undervolting capable sensor node presented in [2]. The design
includes an IEEE 802.15.4 transceiver (AT86RF233) as well
as two microcontrollers (ATmegal284p, ATtiny84) to enable
the IdealVolting implementation. However, for more details
about the node’s architecture we would like to refer to [2].
The WRTnode is able to program both INGA processors
independently by using standard programming software*.
Node enclosure: We needed an enclosure to hold the INGA
node and WRTNode. In contrast to the central box, we went
for a cheap design without costly rugged connectors. Of
course, weather ruggedness should not be compromised. We
ended up with a design based on standard PVC-U tubing
with 160 mm diameter. We used a drainage double socket
closed with two socket plugs. The electronic components have
been mounted to one socket plug. As only one (or two for
cascading) Ethernet cable needs to go into enclosure we used
simple cable glands. The total cost for one enclosure is about
USD 10. Figure 2b shows two deployed enclosures (in orange)
on the potato field.

D. Network Architecture

In the PotatoNet system there are several physical and

logical networks running in parallel. The Ethernet networks
are separated by VLANs and managed by the switch in the
central box. Only the management server has access to all
VLANSs. The following networks exist in PotatoNet:
IEEE 802.15.4 network: Network between the INGA WSN
nodes (cf. Section III-C). This network is used for the actual
long-term evaluation described in this paper. It is neither
required for logging nor for reprogramming. Hence, the eval-
uation is not influenced by any overhead due to maintenance
messages.

“http://www.nongnu.org/avrdude/
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WRTnode Ethernet network: One Ethernet port of each
WRTnode is connected to the central box. The management
server can connect to the WRTnodes and execute actions
such as reprogramming the attached INGA node or collecting
logged data. If the main uplink is available, the WRTnodes can
access the Internet which simplifies updating or installing new
software. If the PotatoNet falls back to its (metered) backup
uplink, Internet access for the WRTnodes is cut, but they
can still connect with the management server. Because we
equipped each WRTnode with two Ethernet ports in a switch
configuration, WRTnodes can be daisy-chained. Due to the
low power draw and the comparatively high PoE voltage of
24V this is efficient enough to daisy-chain several field nodes.
Main uplink: One Ethernet port of the central box is re-
served for the Internet uplink. It is just expected that an IP
address with Internet access can be obtained via DHCP auto-
configuration. Therefore, it is enough to connect the uplink
port to a typical SOHO router. If needed, the uplink port can
be permanently powered, for connecting PoE equipment such
as a Wi-Fi bridge.

Cellular backup uplink: When the main uplink fails, a
cellular backup, driven by a UMTS card in the management
server will be used. Even when most components fail, as long
as the management server gets electricity and boots up, a
researcher can login through the cellular backup and analyze
any problems.

Device management network: The manageable switch as
well as components such as Wi-Fi bridges usually contain
some web-interface for configuration. We put the management
interfaces of these devices into a separate VLAN that can be
reached via the management server. This allows monitoring
and reconfiguration of these devices even after PotatoNet is
deployed.

E. Deployment

Before deploying the testbed at its final location, the central
box and field nodes have been tested by running on an exposed
spot on the roof of a university building for 4 weeks. This
enabled us to test resistance to various weather conditions and
assess the general reliability of the system, while still being
able to access it easily. We could verify that the enclosures
can withstand heavy rain and that direct exposure to the sun
is not a problem from a thermal point of view. Afterwards,
we deployed 9 field nodes and the central box on a farmed
testing field from the VSD research station for potato crops to
perform our long-term evaluation.

As the installation is 100 km away from the university and
cellular connection is too unreliable to act as the sole uplink,
we needed a secondary (stable) internet connection. The next
low-speed DSL landline is around 450m away inside the
research station. Due to a street and a small forest in between
the station and the field, a direct Wi-Fi link is infeasible. We
opted to cross the street with a Wi-Fi Bridge and use a VDSL
point-to-point link to bridge the distance to the field. Figure
2a depicts the deployment, the location of field nodes and the
main uplink topology.

108

IV. LONG-TERM EVALUATION

The intention of the long-term evaluation is to show the
usability and reliability of an undervolted WSN compared to
a WSN where all nodes run at specified voltage levels.

Therefore, we let all field nodes change periodically be-
tween IdealVolting and using nominal voltage according to
the datasheet. By switching modes every 144 seconds, we can
ensure that nodes experience similar environmental conditions
whether using IdealVolting mode or running with nominal
voltage.

Every INGA WSN node executes a process which is
able to handle commands via Universal Asynchronous Re-
ceiver/Transmitter (UART). These commands are sent by the
central box via the WRTnode connected to an INGA. There
are commands to force the node to (i) enable/disable the
Ideal Volting process and (ii) to send data to a given destination
at a given tx-level with a given payload.

As the WRTnode is connected to the node’s UART, a virtual
connection to the management server can be used to delegate
the entire evaluation by the central box. For the evaluation we
used 9 field nodes. Every node is able to send the data at 16
different tx-levels ([0 = +4dBm, ..., 15 = —17dBm]) [6]. The
payload message includes a unique and consecutive sequence
number n and the current temperature 7' at the sender itself,
which is a very typical task for a WSN application.

All debug outputs of the nodes were collected by the central
box via the virtual UART connection. Algorithm 1 depicts the
pseudo-code running on the management server orchestrating
the experiment.

Algorithm 1 Centralized scheduler

1: iv < on

2: while true do

3 for each node i € N do

4 tell node ¢ set Ideal Volting=iv

5: end for

6: for each node i € N do

7 for each tx-level [ € S do

8 tell node 7 to broadcasts (z,l,7T,n)
9 n < n+l
10 wait 1s
11 end for

12: end for

13: if iv == on then
14 iv < off
15 else

16 iv <— on
17: end if

18: end while

The central server will ask each WSN node in turn to
send a packet at a given transmit power while executing
either IdealVolting or not. The sent data includes the node’s
address 1, the tx power level [, the sensed temperature 7' and
a sequence number n uniquely identifying the transmission.
The destination of each message was the broadcast address of
the WSN. Every node within the communication range of the
respective sender logs the received information (7,1, 7", n) and
adds information about the received signal strength indicator
(RSSI) and local temperature 7;. This data is sent via UART
and the WRTnode network to the management server.
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undervolted and normal powered nodes AT

Before the start of this study, each node has already learned
its individual undervolting characteristic V' (7") [2]. This model
will only be adapted by IdealVolting, if errors occur.

In total we collected 7.5 GB of data over a time span of
almost 4 months. Three different scenarios can be considered,
as the potato crops had been farmed and harvested during our
study.

« At the beginning the potato crops grew and the links
between nodes were influenced by the water-rich plants
(07/17 — 08/21).

o In the second phase the plants were chopped so that
no plants shadowed the communication between nodes
(08/25 — 09/11).

o For the last stage all nodes were moved and deployed
at the edge of the field, to avoid the destruction of the
testbed as the potatoes were harvested (09/11 — 11/18).

A. Temperature Measurement

The simplistic Smart Farming task performed by each WSN
node was to sample the surrounding temperature with 1Hz
sample rate, and to store the data on the WRTNode. This
ensures that nodes are busy processing data even while they
are not currently asked by the central scheduler (cf. Algorithm
1) to transmit a temperature update. Thus, we have a higher
chance of provoking errors during the IdealVolting phase.

Figure 3 shows the measured temperature values of all nodes
for the entire duration of this study. Beside the maximum
values of —1°C < T < 49°C the high fluctuation of T
indicate that WSNs deployed on a field are exposed to a
challenging environment. Although all nodes sampled almost
the same environment, there are slight variations between the
nodes which is also depicted in Figure 3. This is due to the
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Figure 5: Voltage levels of all nodes during IdealVolting. Sig-
nificant heterogeneity in terms of minimum voltage capability
of individual nodes can be observed.

differently sized potato crops. While some nodes were covered
by leafs, others experienced more exposure to direct sunlight.

B. IdealVolting Characteristics

During this study each node operated at a fixed clock rate
fepu = 8 MHz. For this frequency the manufacturer specifies
a safe operating voltage of at least 2.4V [7].

The ideal voltage level (absolute minimum voltage level
without malfunction) chosen by IdealVolting depends on (i)
the individual characteristics of the MCU and (ii) on the
temperature experienced by the node. The minimum voltage
levels are inversely proportional to temperatures so that the
Ideal Volting process continuously adapts the voltage to operate
the MCU with the lowest voltage that is still within the learned
safe operating area. In Figure 5 the continuous adaptation of
the nodes as well as the individual characteristics caused by
different intensities of adaptation can be seen. As a conse-
quence the strong temperature dependency of the absolute
minimum voltage level and the individual characteristics of
nodes add a strong heterogeneity to the network. This node-
individual information might be used in the future to further
optimize routing and load balancing approaches in WSNs to
increase the lifespan of the whole network.

To check the correctness of results from an undervolted
MCU, Ideal Volting does a regular spot-test that is evaluated by
the safe co-MCU (cf. Section II). This spot-test is based on
the examinations of [8] which shows that a simple matrix-
multiplication is sufficient to detect arithmetic logical unit
(ALU) errors [9], [2]. For this evaluation the spot-test was also
executed when the nodes were running with nominal voltage.
All test-scores have been logged at the central box. In total
each node executed ~ 107 spot-tests. During the whole study
neither normal powered nodes, nor nodes running IdealVolting
ever failed a spot-test.

C. Impact on Sensing Quality

As the temperature measurement was performed by both
the WSN running in IdealVolting mode and the WSN running
with normal voltage, we can answer the question whether
undervolting influences the quality of sensed data. The correct
operation of the MCU is only one aspect of a correctly

109



Paper 7: Undervolting in Real World WSN Applications: A Long-Term Study

J Om | 6m; 9m | 4 9m | 6my 9m 100 —r—— — T T — T T — T T T T T T T
HTTTITTTT TTTTTTT [ o i ]
- - —— APRR E | .

80— PRRy, E E
— [ —— PRR, s ]
° 60 ® -
o 7] O g ]
£ £ [ ) 5 ]
I I & 40 [ with potato haulms 28 without potato haulms
(3] a ot 58 :
20 ?WWM’ L\\(v*“”‘s.f gg E
r A gt ‘“ﬂﬂ S ]
e 0 9 0 F imdilicvmmasinimdipoly et T s oy ociee gg s S
& 50 07/17 07/27 08/06 08/16 08/26 09/05

B [0) 10 100 g ' —————]
SiN8) o f r Akt 1

o 80 - y
T 60 [ 3
50 I5 & F — aerer ! -
9 § w0E T PRRiy edge deployment without potato crops E
| ? o r  — PRR, 1
(6 (5) 20 F ]
O v sin s eyt et e b Aot e
e 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

09/15 09/25 10/05 10/15 10/25 11/04 11/14
Time

(a) Field-topology (b) Edge-topology

(c) Node 0: PRR - field deployment (top figure) and PRR — edge deployment (bottom figure)

Figure 6: Topology of the field and edge deployment with exemplary results of the PRR for node 0.

Table II: Summary of the PRR evaluation and comparison. Table includes the mean values of the PRR for undervolted and
normal state (PRR;,, PRR,,), the mean value of the difference with standard deviation (APRR) and the correlation r(APRR, v).

Field deployment (with potato haulms) |

Field deployment (without potato haulms) |

Edge deployment (without potato crops)

Node PRR, PRR;, APRR 7(APRR,v) | PRR, PRR;, APRR 7(APRR,v) | PRR, PRR;, APRR r(APRR, v)
0 13.64 13.84 0.199 + 0.756 0.0220 78.59 7891  0.316 £ 1.990 -0.0241 88.15 87.88 -0.271 4 1.183 -0.0941
1 9.61 10.00  0.387 4+ 0.797 -0.0501 78.72  79.33  0.609 + 1.548 -0.3945 85.24 8543  0.184 4+ 1.251 -0.0413
2 5.05 5.18  0.129 £ 0.726 0.0083 5429 54.67 0.384 4+ 1.380 -0.1904 7441 7466 0241 £ 1.257 -0.2247
3 17.64 17.69 0.051 £ 0.939 0.0560 82.39 82.17 -0.218 £ 1.052 -0.0949 78.58 78.29 -0.287 + 1.162 -0.0387
4 20.47 21.50 1.025 + 1.462 -0.3214 83.00 83.18 0.184 4+ 1.264 -0.2864 88.11 8831  0.201 £ 1.269 -0.0183
5 6.84 7.07  0.229 + 0.605 -0.1595 68.08 68.55 0.463 £+ 1.431] -0.3150 7636 76.91 0.544 + 1.383 0.0383
6 11.96 12.07 0.114 + 0.775 -0.1161 59.56 60.53 0971 + 1.630 -0.3444 55.14 5593 0.786 + 1.366 -0.2974

Table I: Difference in measured temperature between Ideal-
Volting and normal operation. No correlation r(AT,v) be-
tween temperature difference and voltage — IdealVolting is
not influencing the sensed data.

Node AT[°C) maz(AT)[°C]  min(AT)[PC]  7(AT,v)
0 -0.0327 + 0.0705 0.4433 04317 -0.0324
1 -0.0450 + 0.0849 0.5490 -0.5711 0.0134
2 -0.0346 + 0.0697 0.2962 -0.4938 0.0045
3 -0.0339 + 0.0757 0.3658 -0.4165 0.0029
4 -0.0418 + 0.0832 0.4948 -0.5472 0.0340
5 -0.0401 + 0.0741 0.3605 -0.4115 -0.0134
6 -0.0364 + 0.0808 0.4604 -0.5026 -0.0073
7 -0.0420 + 0.0753 0.3920 -0.4873 -0.0376
8 -0.0429 + 0.0755 0.3499 -0.4045 -0.0056

operating node. If IdealVolting reduces the accuracy of sensed
data, we need to know as this might not be acceptable for
some applications.

For each node, Figure 4 depicts the difference between
the temperature measurements in IdealVolting and normal
powered state for all nodes AT'. It can be seen that the absolute
deviation is always < £0.6 °C. To prove that the quality of
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sensing is not influenced by undervolting, we correlated the
voltage level v of the nodes with the respective differences
AT between the measurements performed in Ideal Volting and
normal mode. If there was a connection between measure-
ment deviations and voltage levels, the correlation coefficient
r(AT,v) would reveal this. The results are shown in Table
I. For each node we calculated the average temperature dif-
ference AT and standard deviation between IdealVolting and
normal operation. The minimal and maximal measurement
differences show that we do not have any outliers, where we
get a temperature difference significantly above the average
difference. Finally, the correlation coefficient (AT, v) proves,
that there is no correlation between voltage level v and the
difference in temperature measurement AT

Knowing this we can also infer that in both states, Ideal-
Volting and normal operation, the WSN experienced the same
environmental conditions. By switching between IdealVolting
and normal mode every 144 s we really are comparing the two
operating modes under the same environmental conditions.
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D. Characteristics of PRR

Another major question is whether undervolting has an
impact on the performance of the WSN communication. The
Packet Reception Ratio (PRR) is the most important metric
here. Any energy savings by the MCU would immediately
be offset if a decreased PRR in Ideal Volting mode demands
costly packet retransmissions.

To analyze the connection between undervolting and the
PRR of a WSN we first define the PRR as the percentage
of packets that have been received out of all sent packets.
Hence, we calculated the PRR of each node for all broadcasted
messages from every other node at every tx-level. Due to the
centralized logging we know

1) When a node transmitted a message.

2) Whether the WSN was operating in IdealVolting mode

or not at this time.

3) What was the content of the message (i,l,7,n) (cf.

Section 1V).

4) Which other nodes received this message.

Therefore, we are able to consider the PRR in the Ideal Volting
mode (PRR;,) and nominal voltage mode (PRR,,) separately.

Figure 6 shows the PRR of node 0 for the different scenarios
described in Section III-E. Figure 6a shows the topology of
the field deployment while the top figure of Figure 6¢ shows
the corresponding PRR,, and PRR;,, over time. The difference
between the PRRs is depicted as APRR = PRR,, — PRR;,,.
The short interruption (08/08 - 08/10) results from a temporary
usage of the PotatoNet for a different short-term experiment.

It is obvious that the potato crops have a significant impact
on the PRR. After a haulm chopper removed the potato crop
haulms on August 28th, the PRR immediately increased by
~ 4 times. On September 11th we rearranged the nodes at the
edge of the field due to the final harvesting of the potato crops.
Figure 6b shows the changed topology. The bottom figure of
Figure 6¢ plots the corresponding PRR values.

In all scenarios the PRR of node 0 stays almost equal for
both WSN states. The difference APRR seems negligible. This
is a good indication that IdealVolting is not influencing the
PRR. To prove this, similar to the argumentation in Section
IV-C, we correlated the voltage level during IdealVolting v
with the difference in PRR, APRR. If undervolting impacts
the PRR of the WSN the correlation coefficient r(v, APRR)
would show a statistical relationship.

Table II summarizes the entire evaluation including the
correlation 7(APRR, v) in every scenario for the nodes 0 to 6.
Nodes 7 and 8 have not been considered for this evaluation.
Although both nodes operated throughout the entire evaluation,
they received far fewer messages (around 1% of the amount
the other nodes received). There is just not enough data for
any meaningful statistical analysis. The weak reception rate
of these nodes was independent of the voltage state. While
there seems to be a bias toward negative correlation values,
the absolute values are very low so that a statistical connection
between undervolting and the PRR of the WSN can not be
attested.

This analysis proves that Ideal Volting has no negative effect
on the performance of the wireless links.
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Figure 7: RSSI of undervolted and normal powered nodes
against temperature (exemplary links).

E. Impact on RSSI

As already mentioned, the transceiver unit of the nodes
is supplied by the same voltage path as the MCU. Hence,
during IdealVolting the voltage level of the transceiver varies
too. However, IdealVolting never falls below the minimum
recommended voltage level of the transceiver (1.8 V).

To analyze whether the adaptation of the voltage level has
an impact on the RSSI, we reused the method of correlating
the voltage level v with the difference between RSSI of
undervolted and normal powered nodes (ARSSIT). Table III
shows the mean ARSST and standard deviation for links to
node 0. As to be expected from the PRR results, the correlation
coefficient r(ARSSI,v)) indicates no connection between
undervolting and the RSSIL.

Recent publications stated that temperatures can influence
the performance of wireless communication. Commonly used
IEEE 802.15.4 transceivers suffer from high temperatures, as
their internal amplifiers efficiency decreases [10], [11]. In [12]
this effect is also validated. However, so far only one specific
transceiver unit (TT CC2420 [13]) has been examined. As we
have shown that undervolting has no impact on RSSI, we can
take a look if and how temperature influences the performance
of our 802.15.4 receiver. Different from previous work, the
INGA node uses an AT86RF233 [6] transceiver.

Figure 7 shows the RSSI as a function of the temperature for
three exemplary links. For this evaluation we only considered
the edge topology, as this deployment was not affected by
external events (e.g. plants). We can neither prove nor refute
that higher temperatures tend to lower RSSI but a detailed

Table III: IdealVolting has no impact on the RSSI.

Link ARSSI[dBm) r(ARSSI,v)
150 0.11509 + 1.01578 0.05137
250 0.06573 + 0.77007 0.02772
30 0.05139 + 0.91692 0.00508
450 0.05924 + 1.01099 0.01831
50 0.00975 + 0.80512 0.00694
60 0.01332 + 0.40945 -0.02496
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Node

Figure 8: Savings Y7.. of current consumption /.. when using
Ideal Volting instead of normal supply voltage. High variations
due to temperature and individual characteristics.

examination is beyond the scope of this paper.

F. Energy Efficiency of the MCU

Our results have shown that undervolting using IdealVolting
neither impacts reliability nor sensing accuracy of the WSN
application. However, Ideal Volting has a significant impact on
the energy efficiency of the nodes. In [14] we presented an
energy model I..(v,T) of the used MCU which was derived
by measurements in a climatic chamber. Using this model,
the current consumption of the MCU can be expressed by the
following Equation:

(v, T)=p+s-TH+t-v 2)

yJ16v<v<a4v
—15°C < T < 60°C

with p = —4.558 mA, s = —11.976 yAK™! and ¢t = 3.77mA V™!

With this model, it is possible to calculate the current
consumption of the MCU for each node and every state and
thus quantify the savings in current consumption Y;.. due to
undervolting.

For the sake of fairness we only compare the current
consumption I.. instead of the power dissipation. The power
dissipation P would include the voltage level v which leads to
even more savings due to IdealVolting as the voltage level is
dynamically lowered depending on the temperature. However,
when comparing the power dissipation the efficiency of voltage
conversion plays a significant role. As this efficiency depends
on the actual components (e.g., buck converter, linear dropout
converter (LDO)) we limit our comparison to /...

Figure 8 shows the distribution of current consumption
savings across all nodes. Due to the experienced temperature
and individual characteristics of each nodes the savings vary
over time for each node. In total, the savings lay between
33.52% and 53.16%. This increase in the MCU’s efficiency
immediately translates into an increased lifetime for a WSN
and knowledge about the individual characteristics of each
node can be used to fine-tune, e.g., load balancing.

V. CONCLUSIONS

Violating the specified minimum voltage levels of com-
ponents by undervolting increases the energy efficiency sig-
nificantly. As operating MCUs outside their specification in-
creases the risk of malfunctions, undervolting needs to be
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managed carefully. In previous work we presented Ideal Volt-
ing, an adaptive self-learning undervolting scheme for WSN
nodes that aims to preserve reliability while saving energy by
undervolting.

In this paper we performed a long-term study to examine
whether undervolting can be used for real-world WSN appli-
cations. For this purpose we presented PotatoNet — a robust
outdoor WSN testbed — to run evaluations in a realistic Smart
Farming scenario.

Our evaluation has proven that IdealVolting has no impact
on the reliability of the wireless links and no impact on the
quality of sensed data. Thus, the service quality the application
running on the network is experiencing does not decrease
when using IdealVolting. At the same time, Ideal Volting saved
up to 53% of MCU supply current, which directly benefits the
network by increasing the lifetime of its nodes. Finally we also
release all collected data for the community?.
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Abstract—Energy is one of the most critical resources in
Wireless Sensor Networks (WSN). For any WSN deployment,
being it for a productive use case or for a testbed, the ability
to perform energy measurements is of major importance, e.g.,
to estimate the status of the WSN, the need for maintenance, or
for remaining lifetime. This paper presents a distributed energy
measurement system for outdoor applications. An existing testbed
has been extended by the micro controller unit (MCU)-based
oscilloscope PotatoScope. Measuring voltage and current of the
sensor node, undervolting effects and energy consumption of
realtime applications can be observed. The PotatoScope is capable
of capturing the power dissipation precisely at a high temperature
range of 100 K. Using high sample rates with up to 500kHz,
the system needs to be capable of storing and archiving the
measured data. A final evaluation shows a 0.9% drift for voltage
measurements and a 1.6% drift for current measurements over
the range of 100K. Using an SD card, long-term measurements
can be made with up to 500 kHz. Nevertheless, a live mode allows
sample rates up to 2 MHz when using the PotatoScope with a
computer.

I. INTRODUCTION

Although the academic research on WSNs has been going
on for more than 15 years, real-world experiences show
that it is still challenging to operate WSNs reliably. This is
why testbeds have been established enabling users convenient
examinations of their applications for such networks. Many
testbeds and management solutions for WSNs exist like [1],
121, 131, [4], [5], [6], [7]. However, all of these testbeds
have in common that they are only located indoors. However,
especially when WSNs are deployed outdoors, the hardware
of the sensor nodes suffers from the environmental conditions.
Recent publications have shown that temperature is still an un-
derestimated factor. The efficiency of transceivers, the energy
efficiency of the components and batteries as well as the aging
of electronic parts is affected by the temperature.

In Bannister et al. [8] the impact of temperatures on the
reliability of radio transceivers has been evaluated. They
measured the Receive Signal Strength Indicators (RSSIs) of a
real world WSN deployment and observed a drop of the RSSI
and the packet reception rate (PRR) at higher temperatures.
Boano et al. [9] describe variations of up to 56°C within 24h
and propose to raise the transmission power to mitigate the
adverse effect on the transmission unit [10].

Beside this, Kulau et al. [11] take advantage of the temper-
ature dependency of Complementary Metal-Oxide Semicon-

ductor (CMOS) gates and implement an active undervolting
to extend the lifetime of wireless sensor nodes. The absolute
minimum voltage level for MCUs gets therefore temperature
dependent which allows lower voltage levels at higher temper-
atures. A basic study how this approach influences the energy
efficiency of nodes deployed outdoors has been performed in
[12].

In further consequence the energy efficiency and energy
budget of a WSN is highly affected by its environmental
condition.

To facilitate investigations on these effects and to evaluate
power consumption of applications in realistic outdoor envi-
ronments, we have build the PotatoNet testbed, consisting of
18 nodes, distributed over an area of almost 10000 square
meters [13]. Measuring the energy profile of applications —
including MAC and routing protocols — can help to increase
the lifetime of WSNs significantly. Furthermore, knowing the
current drawn from a node can help to optimize the discharge
characteristics of batteries [14].

In this paper we propose a reliable, scalable and convenient
distributed energy measurement of nodes by using a MCU-
based oscilloscope — the so called PotatoScope. An essential
requirement for the measurement is correctness within a
widespread temperature range of 100 Kelvin. It has to be ruled
out that changes in power dissipation due to environmental
variances are not traced back on temperature dependencies of
the PotatoScope itself.

The distribution of our nodes in our existing testbed requires
an on-line measurement, this implies that we measure the
energy at each node individually. A current mirror will not
be used, as the current would be doubled and this would be
a conflict to the goal to save energy in WSNs. Due to the
low current consumption of nodes, we cannot use a inductive-
based solution, as the magnetic field cannot be measured in
all cases. Finally, our solution is using a shunt resistor as this
is a common and widely used method.

Moreover, we have to ensure that the proposed approach
is scalable. Hence, the PotatoScope should a) be inexpensive
and b) implement a distributed storage of energy measurement
results. The entire system has to be easy-to-use by the user and
should provide transparent interfaces for further customiza-
tions.

The rest of this paper is structured as follows: The next
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section will discuss related work and outlines differences to
our solution. The existing testbed is presented in Section III.
Then, Section IV will introduce the detailed architecture of
the PotatoScope. A theoretical calculation of the measurement
error will be performed in Section V. The evaluation of the
PotatoScope is discussed in Section VI. We present our system
for distributed energy measurements in Section VII before
giving a final conclusion in Section VIII.

II. RELATED WORK

In most setups it is hard to get a realistic picture of energy
usage. You can hook up a single node to expensive lab
equipment such as an oscilloscope to study it in detail. This,
however, does not give an overview how a whole network is
performing. Furthermore, it is impractical to apply in outdoor
testbeds (cf. previous Section I). Often researcher rely on
energy accounting mechanisms built into the operating system.
For every transmission or other action they assume a certain
fixed amount of energy to be used [15], [16]. The problem
is that these mechanisms are not very accurate as the current
consumption between different nodes varies significantly even
under constant environmental conditions [17]. When individ-
ual and precise measurements are required, currents from a
few micro-amperes up to several hundred milli-amperes have
to be covered. This can usually not be realized using a single
shunt resistor, but a series of different resistors is needed. Thus,
the design of such energy meters is more complex and adds
additional costs to the system as they require multiple stages
to measure these currents [18]. In fact, due to the costs and
the complex switch-over such systems are neither scalable nor
suitable for outdoor applications.

Li et al. [17] present an approach that uses different motes to
derive energy models. Evaluations have been performed in a
lab environment to control the temperature easily. However,
the impact of different temperatures on the measurement
arrangement was not considered, but current consumption at
different temperatures where recorded without any counter-
check. This means that temperature effects resulting from
the measurement circuit itself are not taken into account. An
important note to take from their paper is that using a simple
modeling approach is not enough. As mentioned above, even
across identically constructed nodes there is a difference in
power dissipation of up to 15%. As a consequence the model
has to be customized for each node and for temperature effects
as well.

A further approach performs an on-line measurement on
every single node, to directly measure voltage and current
consumption. Some energy meters have been presented in [19],
[20], [21], [22]. Hergenroeder et al. [19] built an USB-based
solution — the Sensor Node Management Device (SNMD) —
that measures energy of a connected sensor node. It can also
be used for performing maintenance tasks like programming
the node. Measurements can be taken at a sample rate of up
to 500 kHz in buffered mode and is limited to 20 kHz without
a buffer on a single channel. The sampling resolution is 16bit
and they support a high range for the voltage from 0 V-10V
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and for currents of up to 500 mA. Using a sample rate of
500kHz the buffer — that can hold up to 448000 samples —
is filled up after only 1.1 seconds. As a consequence, long
term measurements of multiple seconds or minutes can only
be performed in the slow, unbuffered mode at 20 kHz. With
costs of about $300 [23], slow continuous sample rates of
20kHz and only a single measurement channel, the SNMD
would not be applicable for use in our testbed.

Several more energy meters have been presented, like
Multichannel Energy Measurement Device (MEMD) by Zhu
et al. [20]. Their idea is to use a multi layer architecture to
provide power for MCU, transceiver and sensor differently
to get better knowledge of these parts. While the general
approach seems solid, they only use a buffer of 1900 samples
per channel which is filled fairly fast at samples rates between
5.5 kHz (unbuffered) and 150 kHz (buffered). The MEMD uses
a serial interface for communication which automatically leads
to slow data rates when saving data or using the unbuffered
mode.

Finally, Prayati et al. [24] present the Power Consumption
Measuring System (PCMS). This is a current-mirror based
solution for creating a power consumption model of the TelosB
processor board. It has six independent A/D convertes, that can
sample at a rate of 50kHz. For measuring currents it uses a
pretty expensive device that is placed between the measure-
ment platform and a PC on the other side. Unfortunately this
solution is pretty expensive as the device itself costs about
$460.

The following Table I summarizes the features of the pre-
sented energy meters. A comparison to our PotatoScope is also
given within this table.

TABLE I: Comparison of energy meters

Name Channels fs [kHz]* Resolution Range [mA] Duration
SNMD 1 400 (20) 16bit 0-150/200/500 Is
MEMD 4 150 (5.5) 10bit 0-40 < s
PCMS 6 40 16bit 0-50 -
pPS## 2 500 12bit 0-26.6 2.5h

*Buffered (Unbuffered)
**PotatoScope

Firstly, it can be seen that sampling for more than a few
seconds is either not possible or limits the the user to very
unacceptably low sampling rates. In addition, none of the
previously presented energy meters is able to provide a reliable
energy measurement for challenging environmental conditions
— e.g. outdoor deployments. Up to now temperature effects
have not been taken into account and to the best of our
knowledge we present the first examination of temperature
effects on energy meters in Wireless Sensor Network (WSN)
testbeds.

III. POTATONET TESTBED

This section gives a brief overview about our existing
outdoor testbed PotatoNet [13]. The testbed was built in the
light of Smart Farming applications, so that it is located
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in a rural area with poor network connectivity and limited
maintainability. Thus, PotatoNet was designed to be robust and
to ensure that the testbed can survive for extended periods of
times without needing local maintenance from specialists.

A central management server (Central Box — embedded
Linux PC) is used to manage and monitor all connected nodes.
The nodes themselves are connected to the Central Box via
a WRTnode ! — a $25 MIPS-based embedded Linux board
with 680 MHz — that runs the embedded Linux distribution
OpenWRT 2. The WRTnode supports both an Ethernet and a
Wi-Fi interface, of which we use the first one in combination
with power-over-ethernet (PoE) to provide permanent power
supply. The actual sensor node [25] is connected to WRTnode
GPIOs providing a full-fledged In System Programmer (ISP).
All nodes are connected via Ethernet cables between 30 and
80 meters to the Central Box. If needed, nodes can be concate-
nated by using the internal Ethernet switch of the WRTnodes.
Redundant uplinks at the Central Box allow remote access to
the nodes for maintenance or reprogramming. A condensed
block diagram of the testbed is shown in Figure 1.

|
:
N Ethernet Central
| I[U & |
I Box
i i ADC 1

| Sensor |  Trigger T
" WRTnode 'é‘ ¥
: ‘ Node Marker . S USB o
¥ TUARTISP otatoScope T 5
I
i I
L! |

|

Fig. 1: PotatoNet architecture

In order to provide a distributed energy measurement the
PotatoNet is extended by the PotatoScope — an MCU-based
oscilloscope. After analog preprocessing the ADC of the
PotatoScope’s MCU is used to capture the node’s voltage and
current consumption. The sensor node itself can use dedicated
GPIOs to start and stop (trigger) measurements. Moreover,
GPIOs can be used as markers which allows tagging of
the sensor node’s source code. Finally, the USB connection
between WRTnode and the PotatoScope is used for changing
the configuration, starting measurements and data exchange.
The potentially large bulk of data is stored on the PotatoScope
itself and can be transfered via ethernet to the central box on
request. A more detailed description of the PotatoScope is
given in the following section.

IV. POTATOSCOPE

On the one hand the PotatoScope should provide an ac-
curate, fine-grained and temperature invariant sensing of the
node’s energy consumption. On the other hand the costs for
one PotatoScope must be relatively inexpensive to equip as
many nodes as possible. Hence, a well balanced selection of
the involved components is needed to fulfil these opposing
requirements.

Ihttp://wrtnode.com
Zhttp://openwrt.org

The used MCU is an ARM Cortex M3 implementation from
ST’s STM32F205 series [26]. It keeps the costs low while
allowing the attachment of an external, temperature-stable
reference voltage V,.; = 2.5V. For communication with
the WRTnode, we use the external USB 2.0 Phy Microchip
USB3300°.Current and voltage measurements can be taken
in parallel, using two different ADC channels. The detailed
architecture of the PotatoScope is shown in Figure 2.

USB Phy

USB3300

200-U

’ Current Sense IC ‘

Ay \
vee }T{ Shunt H Node |

Fig. 2: Detailed architecture of the PotatoScope

The analog front-end of the PotatoScope is designed to
exhibit a low temperature drift.

To prevent drawing current from the node, the voltage input
channel is connected to an operational amplifier (impedance
converter). A downstream voltage divider with a factor of % is
used to divide the input voltage of 3.3V to match the reference
voltage.

For the current implementation we use a high precision
shunt with 0.47 Q). Thus a current consumption from 0mA
to 26.6 mA can be measured. This range can be changed by
replacing the shunt resistor. The VC'C is passed through the
scope and the shunt so we can measure the voltage drop
Ay at the resistor. The potential difference is amplified by
a current sense Integrated Circuit (IC) that outputs the voltage
with a gain of 200. Due to the current drain of the ADC’s
sample-and-hold stage, a small current will be drawn for every
single conversion from the input channels. Hence, another
impedance converter is used to avoid small but measurable
drifts at different sample rates.

A. DMA Capabilities

For data transfers involving the SD card and the USB
interface, we use the integrated Direct Memory Access (DMA)
Controller. Thus, a deterministic sampling is guaranteed and
the workload of the MCU is reduced. In parallel to ongoing
measurements the MCU is able to receive and handle control
messages from the USB interface.

B. Trigger and Markers

As shown in Figure 1, the nodes themselves are able to
trigger measurements by using GPIOs. However, these signals

3http://www.microchip.com/USB3300
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cannot only be used to start or stop a measurement, but can
also be used as markers. The node pulls these signals high
or low to tag a position within a running measurement. This
can be used to identify states in the node’s software, e.g.
radio on/off and allows a fine-grained analysis of a nodes
power consumption down to the level of specific lines of
code. Marker positions are highly precise as they are saved
subsequently after conversion whenever one of the signal has
been changed.

C. Analog-Digital Converter

The ADC operates in the dual regular mode. Both ADC
channels that are used for measuring voltage and current of
the node are measured in parallel and temporally stored in a
4 bytes wide special register. The upper half-word is used
for ADC channel 2 and the lower half-word is used for
holding the data of channel 1. After the end of conversion
(EOC), the DMA controller transfers the register’s data to a
circular SRAM buffer. When either half of the buffer is full
(or the measurement has been stopped), a DMA transfer will
be started, to store the data on the SD card. At the moment we
use a circular buffer with a total size of 30720 bytes or 7680
samples. The seamless forwarding of data from the buffer to
the SD card allows continuous sampling over long periods of
time.

A dedicated timer is used to sample at a fixed rate. Overall
there are 24 predefined sample rates (1Hz - 500kHz) that
are preconfigured within the PotatoScope. Selecting a sample
rate will automatically configure the timer and set the optimum
hold (cycle) time for the ADC. As a result the noise is reduced
and the most accurate measurement at a given sample rate is
achieved.

The internal ADC has a resolution of 12 bit. This means
that our reference voltage of 2.5V will be divided into 4096
levels with steps of 221%/1 = 0.611mV between them. The
resolution for the voltage is hereby given by 0.611mV - % =
0.917mV . The resolution for the current measurement is equal
to % ~ 6.5 A. Additionaly, the ability to measure at
high sample rates allows oversampling to achieve even higher
resolutions by software.

D. Data Storage

Measuring the energy consumption at relatively high sample
rates leads to a large amount of data. As the system is
distributed and should scale with an increasing number of
nodes, the data will be stored locally using an SD card. At
the moment SD cards with a capacity of 8GB are used, which
lasts for almost 2.5 hours of continuous measuring at a sample
rate of 500 kHz. We do not use a file system like FATFS as it
is not applicable for real-time applications [27].

In our implementation, we use one SD card block called
Data Description Block (DDB) to describe subsequent mea-
surement data. The data format is shown in Figure 3. This
block is initially stored in block number 1 on the SD card
and can describe 62 consecutive measurements. For each
measurement, we store the number of samples and the sample
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OPE\0 Next DDB Header
No. Used
Samples Rate } No. 1
Samples Rate } No. 2
} No. 3-62

Measurment Data No 1

Measurment Data No 62

Fig. 3: Low Level Data Structure

rate. Finally, if 62 measurements have been taken, a new DDB
will be stored after the data and the Next DDB field will be
updated. Storing the absolute block number of the next DDB
makes it easy to iterate over measurement information.
Besides storing measurement data on the SD card, we use
the first block to store calibration results for reducing offset
errors, as the processor does not have an integrated EEPROM.

E. Measurement Modes

The PotatoScope can be used in different operating modes.
As described above, the triggered mode allows nodes to
control energy measurements on their own. Triggers can be
used to start right in time at an important event, e.g. package
reception. The single shot mode can be used to arm a trigger,
when waiting for an event. Triggering can be done from
the node itself or manually by the WRTnode. Last but not
least, a live mode allows even higher sample rates of up to
the maximum ADC frequency of 2 MHz and the use of the
PotatoScope with a regular computer outside the testbed.

F. Command Line Interface

Basically a simple libusb-based command line interface
(CLI) is used to control the PotatoScope or read status infor-
mation. The CLI is cross-compiled for the WRTnode, while
its main purpose is to hide the complexity of the underlying
USB interface from the user and to make it easy-to-use. In total
three USB interfaces are implemented: requesting and reading
data, changing settings and a third one that is responsible to
send notification to the USB host to indicate the end of a
measurement run. These interfaces are separated so that they
can be used simultaneously, because USB requires an interface
to be claimed (locked) before being used.

V. ERROR ESTIMATION

Due to requirements of an inexpensive oscilloscope and
a temperature stable sensing, components have to be chosen
wisely. Maintaining good quality of results while using low-
cost components is a balance between accuracy and cost.
Therefore, this section gives a short overview of how to model
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the theoretical error of the PotatoScope. Based on the chosen
components we give an estimate of the PotatoScope’s error.
As shown in Section IV the external voltage reference and
the ADC is used in both measurements. Almost all errors
can be expressed as a general offset or tolerance €,y fse¢ and
the temperature drift per 100 Kelvin €g,;7¢. The error of the
voltage reference V,..; is given in the following Equation 1.

€vref = €offset + €drift
= 0.04% + 0.06% (D)
=0.1%

According to the datasheet of the MCU, the ADC has an
accuracy of 5 LSB.

With an ADC resolution of 12 bit this is equal to e4pc =
& = 0.122%. Subsequently the error for the analog frot-
end can be calculated. The error of the operational amplifier
is given below:

€opamp = €of fset + €drift
=32mV +0
~ 0.13%

The estimation for the voltage measurement path is given
in Equation 2:

€voltage = €vdiv + (eopamp + €apc + F—vref)

= €offset + €common (2)
~ 2.36%

The voltage error €,4tqge consists of the common error of
the operational amplifier €44y, the ADC error € 4 pc and the
voltage reference error €,,.s. Finally, the voltage divider error
€vdiv 18 added to the common error — that is simply equal to
2% as we use two resistors with a precision of 1%.

€current = €shunt + €ic + (Eopamp + €apc + 6vre,f>
=i €offset + €common (3)
~ 2.21%

The error of the current input channel uses the same
common error and adds the tolerance of the shunt €z, and
the gain error of the current sense IC ¢;. to it. In conclusion
the final error is shown in Table II. In total it is 2.36% for
the voltage measurement and about 2.21% for the current
measurement. It should be mentioned that the temperature drift
PEZY for 100K is already considered for each estimation.

To reduce the errors €, fset and €opamp, @ one-time cali-
bration is performed. To get the digital value from an analog
voltage, a linear relation between input and output value can

TABLE II: Summary of the estimated errors (without calibra-
tion)

‘ €uref ‘ €ADC ‘ €opamp ‘ €of fset ‘ Error
2.00% 2.36%
1.84% 2.21%

€voltage

0.1% 0.12% | 0.13%

€current

be formulated. The calibration uses this fact to calculate the
two parameters of a line of the form [(x) = m-x+b. As there
might be noise on the measurement, three points are taken to
determine the slope and intercept more precisely. Due to the
calibration process, the total error could be reduced to < 1%
for both channels.

VI. EVALUATION OF THE POTATOSCOPE

Before being deployed in PotatoNet, the PotatoScope has
been evaluated in terms of accuracy and temperature invari-
ance.

As introduced in Section V, the maximum theoretical error
of about 2.5% can be reduced using a one-time calibration.
Our calibration shows comparable results across the nodes
and results in a measurement error €,itage < 0.87% and
€current S 156%

The ADC accuracy is a lot worse than 5 LSB, as measured
by ST Microelectronics (STM) itself [28]. Their measure-
ments show dispersion of values of up to 21 LSB.

A. Noise

We applied a voltage to the circuit and observed a remark-
able ADC dispersion. Results show that ADC values vary
within a range of up to 60 LSB. This random noise is caused
by several sources, e.g. lab conditions, power supply or other
components of the PotatoScope itself. However, this means
that values scatter &= 30 LSB around the expected value which
corresponds to an error of 0.7% when considering a resolution
of 12 bit. From this it follows that we cannot reduce errors
below 0.7% due to noise in the signal chain.

B. USB 2.0 Interface

Evaluating the USB 2.0 interface is important for knowing
limits of potential data transfer rates. Especially in the live
mode, the data throughput might be a bottleneck. Figure 4
shows the results taken from several measurements.
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Fig. 4: Measurement of USB 2.0 throughput at different
payload sizes

For this evaluation data of different payloads were transfered
to the host. The total number of bytes received within a second
were counted. Our evaluation shows a data rate of up to 26.5
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Fig. 5: Temperature drift of a set of nodes

MByte/s at a payload of 20kB. This is only about 45% of the
theoretical maximum transfer rate of 480 MBit/s of USB 2.0,
but still more than enough to transfer data at transfer rates of
up to 2 MHz which requires a data rate of only SMB/s.

C. Temperature Drift

The operation of WSNs in outdoor applications can lead
to extreme temperature variations. Thus, a reliable measuring
for a widespread temperature range has the highest priority.
By using a climatic chamber, we also measured the impact
of the temperature on the current and voltage measurement in
practice. The results are depicted in Figure 5, where every
node was calibrated beforehand. A small drift downwards
within a range of 50 °C can be observed. The linear regression
allows to approximate the total drift over a temperature range
of 100K. The results for six nodes are shown in Table III.

TABLE III: Voltage and current drift over a range of 100K

Node Ay Ay
01 6.632mV 02% | 0.020mA  0.13%
03 11.579mV ~ 0.35% | 0.134mA  0.83%
04 6.126mV  0.18% | 0.098mA  0.61%
05 6.015mV  0.18% | 0.097mA  0.60%
06 1.705mV ~ 0.05% | 0.050mA  0.31%
07 12.235mV  0.37% | 0.106mA  0.66%

The maximum drift for voltage measurements is 0.37% or
12.235mV. For the current, the drift is bigger with 0.83% and
0.134mA.

VII. DISTRIBUTED ENERGY MEASUREMENT

When measuring across a large number of nodes, data
amount becomes larger with an increasing number of nodes.
A theoretical consideration of the data rate R as the function
of the sample rate f; and the number of nodes n is given im
Equation 4.

4)

R(fs,n) = fs - dbyte - n |:by8te:|

Considering the data rate of R = 100Mbit/s and a sample
rate of fs = 500kHz. As a consequence, only n = 6 nodes

118

could be used simultaneously before the entire network would
be congested.

Thus transferring data directly to the Central Box is not an
option. The solution is to leave data on the SD card of each
PotatoScope and keep an index of all measurements across
the nodes on a central server. This requires a database — like
SQLite — to be used for indexing. Actual measurements can be
downloaded from the nodes on demand by using the central
database. The advantage is, that amount of storage available
increases with every node added to the system.

A. General Architecture

Figure 6 shows the general architecture of the distributed
energy measurement. All PotatoScopes are connected to the
central server via the WRTnode. The question might come up
why we do not use a SSH tunnel to interface the PotatoScope
by using the CLI. Unfortunately the delay of a SSH connection
is relatively high (few seconds), as the WRTnode is less
performant. This would not allow a convenient handling of the
energy measurement e.g. configuring or starting measurements
immediately.

Another fundamental requirements are reliability and fail-
over solutions as e.g. cables might suffer from external
damages. When there is no active connection between the
WRTnode and the central server, a fall-back solution is to
keep a local log file of finished measurements. The list of
these measurements will be transfered once the connection
is (re-)established again. With this technique, pre-configured
measurements can be performed, even if the central server is
not reachable for some reason.

The core architecture consists of a simple client-server-
architecture. Instead of the SSH tunnel, a more lightweight
TCP connection is used to reduce the transmission delays
between PotatoScope and central server. A ping message is

g

|
 Ethernet

1\ USB
I Central
i ’ SD H PotatoScope }<—>{ WRTnode ‘*—TCP Server

Fig. 6: Architecture of the distributed energy measurement
system
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Fig. 7: Software architecture of our system

send to each node periodically to check whether a PotatoScope
is still available.

B. Software implementation

The detailed software architecture of the entire system is
shown in Figure 7.

On the bottom layer, the PotatoScope acts as a USB device
to the WRTnode. The CLI, as presented in Section IV, is used
to interface the PotatoScope by the WRTnode. On the one side
a python script (wrtnode.py) is wrapped around the CLI to be
responsible for calling the CLI on the WRTnode. On the other
side the same script establishes, handles and maintains the
TCP connection to the central server. As a measurement can
end at every point in time, the notification interface is used, to
wait for notifications permanently. Due to the fact that different
USB interfaces are implemented (cf. Section 1V), waiting for
notifications and interaction with the PotatoScope e.g. reading
data, can be performed concurrently.

The Central Box executes the central server where the
nodes are connected to. This is where the user accesses the
system. A further python script (central.py) is responsible for
handling notifications, e.g. finished measurements. Moreover it
provides a pipe for communication with the user interface. The
communication uses serialized python classes, as the overhead
is reasonable, but the gain of easy extendability is much higher.
New types of messages can be implemented very easy, without
knowledge of the underlying system.

The third script (dems.py) provides the distributed energy
measurement system (DEMS) to the user. Using a pipe for
communication, the dems can access the TCP connection
indirectly and thus send data to the nodes, such as requesting
the current configuration or starting measurements. Sampled
data can be requested directly or a combination of command

line options can be used for starting a measurement and
reading the data afterwards. A simple call to the system allows
to query used space of the SD cards, or a list of measurements
across all nodes. For graphical representation of measurements
gnuplot* into the system. This allows for plotting results
directly on the central server. Downloading raw measurement
data can take fairly long, as the capacity of the uplink might
be limited.

As an extension the grouping of nodes is supported. This
features makes it easy to start (different) measurements on
a predefined subset of the nodes. Nodes are identified over
the hostname. Using groups of nodes, different users can use
the testbed at the same time, or nodes can be grouped by
functionalities or applications running on them.

Two separate SQLite databases allow to parallel storage
of measurement data and groups of nodes. This allows that
groups can be exchanged, while keeping the list of data when
different measurements are performend within the testbeds.
A wuser can simply use its own group of nodes, upload
applications and go ahead with measuring data.

The following listing demonstrates how a measurement can
be taken on a group of the nodes. The first three parameters
configure the scope to sample in single shot mode, at 10kHz
sampling rate and to stop after 10000 samples (1 second).
Finally, when the measurement has been completed, the data
will be drawn into a figure.

dems —m S —r 10000 —1 10000 —plot —g group

Throughout the design of the system, we took special care
to use clear interfaces. This enables us to exchange parts of our
testbed. For example, management nodes or messages within
the system can be easily extended or replaced.

C. Evaluation

To perform initial evaluations of our system, we emulate a
smaller version of the testbed in our lab. A schematic view
of the setup is depict in Figure 9, while a photo of this test
arrangement is shown in Figure 8a.
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Fig. 9: Setup for the evaluation of our system
Instead measuring the energy characteristics of a sensor

node, the PotatoScopes are connected to a signal generator.
The advantage of an alternating test signal is, that we are

“http://www.gnuplot.info/
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(a) Indoor test

(b) Central box with cables connecting the nodes

(¢) Climatic chamber

Fig. 8: Pictures before and after installation

therefore able to measure differences in the amplitude and
in the phase shift between nodes. A total of nine nodes are
used for this evaluation. Using a star connection provides the
same test signal to all nodes. For power supply, we also use
a POE injector here that provides a constant power supply
and the Ethernet connection to the nodes. Three nodes are
concatenated as groups of three. Finally the Central Box is
connected to the nodes by using an ethernet switch.

For the evaluation we use a low frequency sine wave. Our
evaluation result is shown in Figure 10. It shows a small offset
in amplitude, that has also been seen in the temperature drift
measurements. The phase difference is surprisingly small with
only 30ms, considering the fact that we do not use a common
triggering mechanism. The triggering happens by sending
a custom message to all nodes using the TCP connection.
Nevertheless, further synchronization between measurements
can be achieved by using the markers (cf. Section IV-B).

Voltage [V]

1000

Samples
01— 04 07 —— 20V ——
02 — 05 08
03 06 —— 09 ——

Fig. 10: Result of the evaluation of our distributed energy
measurement system

VIII. CONCLUSION

In this paper, we presented a solution for distributed energy
measurements in WSN testbeds. To the best of our knowledge,
we are the first presenting an outdoor testbed, that supports
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testing applications of many kinds in actual outdoor environ-
ments while reliably measuring energy for research purposes.
Most important was a dependable method for measuring en-
ergy on a high number of nodes. For this purpose, we designed
the PotatoScope, a low-cost, high precision and temperature
invariant MCU-based oscilloscope. PotatoScope can measure
voltages from 0V to 3.75V and currents in the range of 0 mA
to 26.6 mA. Using sample rates of up to 500 kHz is absolute
sufficient to characterize the energy consumption of WSN
applications.

An theoretical estimation of measurement accuracy as well
as practical evaluations within a climatic chamber showed that
the PotatoScope is well suited to be used in outdoor applica-
tions. The total error plus the drift of energy measurements
due to widespread temperatures within a range of 100K is
quite small (< 1.56%).

A convenient distributed energy measurement system
(dems) was implemented on top of the distributed Potato-
Scopes. The advantage, that the storage of measurements is
also distributed among the nodes leads to a highly scalable
system design.

Finally the entire system has been rated by measuring test
signals across all nodes in our lab. Recently the distributed
energy measurement system was applied to our testbed (cf.
Figure 8b) to be used for ongoing research in WSN outdoor
applications.
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