CLF"a Linux executable Walkthrou\g

ANGE ALBERTINI &
CORKAMI.COM

DISSECTED FIL

~$ uname -m
x86_64

~$ ./simple6bd.elf
Hello World!

HEADER"™

TECHNICAL DETALS FOR
IDENTIFICATION AND EXECUTION

ELF HEADER

IDENTIFY AS AN ELF TYPE
SPECIFY THE ARCHITECTURE

PROGRAM HEADER TABLE

EXECUTION INFORMATION

HEXADECIMAL DUMP

ASCII DUMP

SHA-1: 16829E 77AS0ME43EFCCBBZEE ABOEE S2E13EF 6838

DOWNLOAD ¢ ELFI0CORKAM.COM CONTENTS OF THE EXECUTABLE

SIMPLEG4AELF

N

CODE

EXECUTABLE INFORMATION

SECTIONS NAMES

HE ADER™

TECHNICAL DETAILS FOR LINKING
(IGNORED FOR EXECUTION)

L OADING PROCESS

SECTION HEADER TABLE

LINKING (CONNECTING PROGRAM OBJUECTS) INFORMATION

181 60 00 00 00 00 00 00 00 66 66 66: !
100 00 60 00 00 00 08 00 D
119 90 00 00 00 00 00 00 00 00 00 00 60 06 00 60 |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

FIELDS VALUES EXPLANATION
/l e_ident
EI_MAG Ox7F, "ELF CONSTANT SIGNATURE
EI_CLASS, EI_DATA QELeLReses | ELPORTRLSS 64 BITS, LITTLE-ENDIAN
ALWAYS 1
e_type 281 EXECUTABLE
e_machine Bx3E™ AMD 64 (AND LATER)
7F 45 4C 46 82 01 00 00 00 00 00 00 00 66 B .ELF............ e version { oo ALWAYS 1
02 00 3E 00 01 00 00 00 R ADDRESS WHERE EXECUTION STARTS
40 00 00 00 0B 00 60 00 FO 00 00 00 00 00 80 08 @............... e_phoff x40 EROGRS\MHEADERSS‘&FFZSET
e _shoff 0xFo ECTION HEADERS ET
00 00 00 00 40 00 01 00 40 006 64 00 ....Q@.8...Q@... e ehsize x40 ELF HEADER'S SIZE
SIZE OF A SINGLE PROGRAM HEADER
e_phnum 1 COUNT OF PROGRAM HEADERS
e_shentsize 0x40 SIZE OF A SINGLE SECTION HEADER
e_shnum 4 COUNT OF SECTION HEADERS
.................................................................................. * INDEX OF THE NAMES SECTION IN THE TABLE
0ffset: @x48/Rddress: 0x8000040 2 p_type I THE SEGMENT SHOULD BE LOADED IN MEMORY
61 0 00 68 00 80 00 60 00 60 00 08 ................ READABLE AND EXECUTABLE
00 00 00 10 00 0O 0O 0O 0O 0O 0O 10 00 BB BB BB ................ p_offset 0 OFFSET WHERE IT SHOULD BE READ
DO 00 00 60 60 00 00 80 . ... .. .. ........ p_vaddr 0x10000000 VRTUAL ADDRESS WHERE IT SHOULD BE LOADED
p_paddr 0x10000000 PHYSICAL ADDRESS WHERE IT SHOULD BE LOADED
60 00 6O GO GO GO BB GO ...l SZE ONFLE
p_memsz 0xDo SIZE IN MEMORY
X64 ASSEMBLY EQUIVALENT C CODE
3 mov rdx,
0ffset:6x88/Address: 0x 10600088 mov rS]:,
148 BA 48 C7 Cé6 Co 60 00 H. H..... mov rdi,
mov rax,
16 48 C7.C7 61 66 60 00 48 (7 (6 B HeeoHL syscall == ~write(STOOUT_FILENO, “"Hello world!\n", Ten("Hello world!\n"));
65 48 C7 C7 48 C7 Co 3C 00 00 06 ©UF .H.. U R
95 i mov rdi,
mov rax, 7
syscall === -exit(1);
0ffset:0xC8/Address:Bx166600C8 STRIHGS
0ffset:8xD@
80 2E 73 68 73 74 72 74 61 62 00 . .shstrtab. SECTION NAMES
2E 72 6F 64 61 74 61 00 .rodata. "t shrtrtab .rodata
0ffset:8xF@
00 00 00 00 00 0O 0O 0O 0O 0O 00 00 60 66 606 60 ................
00 00 00 00 00 0O 0O 0O 0O 0O 00 00 60 66 66 60 ................
00 00 0O 00 00 0O 0O 0O 0O 0O 0O 00 60 66 66 6O ................
00 00 00 00 00 0O 0O 00 OO 0O 0O 00 00 06 B0 6O ................
0B 00 06 00 06 00 00 00 00 BB 06 BO| |................ SECTION HEADER TABLF
80 00 00 10 00 00 0O 00 80 0O 0O 66 00 00 00 00| |........
31 00 00 80 00 00 00 00 00 00 00 80 80 00 00 68| |l............... MEX R Ty Lacd™ AORES™ oFFET™ g
00 00 0O 00 0O 0O 0O 0O 0O 0O OO 00 0O 66 0B 0O |..........c..... 0 <nulls
11 00 00 00 02 00 00 60 00 00 BB 6O ................ 1 .text 6 Sir-ficcniie et 0X10000080 0x31
C 08 00 10 80 080 60 B0 (O 0O 00 00 00 60 60 60 ........ 2 __.rodata 1T 2 e (051000000 0xCO  0X0D
6D 00 00 0O 0O 0O 0O 0O 00 00 OO 00 VO BB BB BB ................ L3 .shrtrtab 0x19
60 00 00 00 00 B0 60 0O 00 00 00 00 00 00 00 B0 ................ T hanes:“sectio

100 00 00 60 00 00 00 00 0B 00 00 80 60 60 60 00!

THEADER
THE ELF HEADER IS PARSED

p_offset

LOAD Segment = |
U K

2 MAPPING
THE FILE IS MAPPED IN MEMORY

THE PROGRAM HEADER IS PARSED ~ ACCORDING TO ITS SEGMENT(S)
(SECTIONS ARE NOT USED)

Virtual Address

3
=
(e}

0x100000D0—+

0o e

SEXECUTION
ENTRY IS CALLED
SYSCALLS  ARE ACCESSED VIA:

- SYSCALL NUMBER IN THE RAX REGISTER

- CALLING INSTRUCTION SYSCALL

THIS IS THE WHOLE FILE, HOWEVER, MOST ELF FILES CONTAIN MANY MORE ELEMENTS.
EXPLANATIONS ARE SIMPLIFIED, FOR CONCISENESS.

TRIVIA

THE ELF WAS FIRST SPECIFIED BY US.L-AND Ul
FOR UNIX SYSTEM V, IN 1989

THE ELF IS USED, AMONG OTHERS, IN:

- LINUX, ANDROID, "BSD, SOLARIS, BEOS

- PSP, PLAYSTATION 2-4, DREAMCAST, GAMECUBE, WI

- VARIOUS OSES MADE BY SAMSUNG, ERICSSON, NOKIA,

- MCROCONTROLLERS FROM ATMEL, TEXAS INSTRUMENTS

VERSION 1.0€ -—
2013/12/04 @



